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ABSTRACT
Researchers studying the role of privacy perceptions in Location-Based Services (LBS)
have primarily focused on information disclosure decisions at the individual transaction level,
weighing the benefits of LBS against the risks of a potential privacy breach. In contrast, two of
the three essays in this dissertation use a ‘relationship commitment’ conceptualization, with each
transaction decision viewed as a component in a long-term process. The ‘privacy paradox’ has
been frequently observed, users disclose high levels of personal information in contrast to their
low levels of intent to disclose such information. This dissertation includes measures of intent
and behavior to determine relevant antecedents of actual location privacy disclosure in the
context of LBS on mobile computing devices.
In Essay One, qualitative research is used to discover the costs and benefits considered to
be important by researchers and LBS users. While there is overlap between the decision
considerations of LBS privacy researchers and users, there are also significant differences in the
relative priorities each group assigns to these factors. In Essay Two, a behavior prediction model
based on privacy calculus, prospect theory and Intertemporal choice theory is proposed and
tested. In Essay Three, a behavior prediction model based on social exchange theory and the
commitment-trust theory of relationship marketing is proposed and tested. Both of the proposed
models were tested in a field experiment using a trial version of a working LBS app with 1047
participants.
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Both of the research models exhibit significant predictive power, particularly for users’
intentions to disclose personal information in exchange for benefits provided by a LBS. The
research model in Essay Two explains 39.5 percent of the total variance in mobile users’
intention to disclose personal and location information, while the research model in Essay Three
explains 54.1 percent. However, the privacy paradox persists as the antecedent variables account
for only 9.9 percent of the total variance in actual user information disclosure.
Recommendations for researchers, providers of LBS on mobile computing devices, and
for LBS users are provided in Chapter Five.
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CHAPTER 1 – INTRODUCTION
Motivation for this Research
A key distinguishing feature between voice-centric, mobile ‘feature phones’ and smartphones is
the computing power of smartphones that allows them to run software programs suited to a
device that easily fits in one human hand. In addition to mobile versions of software for familiar
applications such as email and web browsing, smartphones include features that use real-time
location data to provide Location-Based Services. Governmental mandates were the original
impetus for Location-Based Services (LBS)—telecommunication services that rely on an
accurate determination of the user’s geographic location to provide value-added services
(Adusei, Kyamakya, & Erbas, 2004a; H. Xu, Teo, Tan, & Agarwal, 2010). Once the technical
capability to accurately determine a user’s current location was established, commercial
enterprises began offering LBS that provide driving directions, business locations, and the realtime location of friends. The rapid adoption of these services and LBS-enabled smartphones,
however, has sparked concerns that require an urgent need to examine information privacy in a
mobile context. Mobile application, or ‘app’ providers that formerly knew only that a particular
user was online now have synchronous location data, providing a greater level of information
richness and privacy risk (Mark J. Keith, Jeffrey S. Babb, Christopher P. Furner, & Amjad
Abdullat, 2010a). As a result, the IT artifacts of interest in this study are geolocating
smartphones and the LBS apps they support.
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The LBS are saving users resources such as time and money, but at the significant cost of
their privacy in this particular context. Whereas privacy exposure in the context of online
shopping entails the possibility of a credit card or bank account compromise, with LBS, privacy
exposure could lead to being accosted at work, in a restaurant, or even at home. An example of
the threat change is an incident in which a 17-year-old girl in Australia helped her grandmother
inventory a large amount of paper currency in the grandmother’s Sydney home and posted
photos of the cash to her Facebook account. That same day, using geolocation data, armed and
masked men entered the home of the girl’s parents, demanding the cash (BBC, 2012b). A
second example of the very real risk that accompanies sharing of personal location data is an
incident involving a young woman traveling alone and posting her travel plans in a public blog.
She was using the trip to raise funds for charity and ended up being assaulted at one of her
announced travel stops (Manchir & Deardorff, 2012). This very personal, physical dimension of
privacy risk enhances the need for research in this area.
Origins of Location-Based Services
These crimes were made possible by the location data disclosed through electronic devices such
as digital cameras and smartphones. In July of 1996, the United States Federal Communications
Commission (FCC) ordered mobile telecommunication service firms to begin providing Wireless
Emergency Services (WES), allowing emergency responders to reach wireless telephone
customers using data provided by Position Determination Equipment. The FCC later ordered
mobile telephony service firms to expand E-911 via Automatic Location Identification (ALI)
mobile telecommunication devices before 2002 (Wang, Green, & Malkawi, 2002b). The
location of the mobile device is determined using Global Positioning System (GPS) or Cell of
Origin (COO) technology that triangulates the device’s location in three dimensions by
measuring signals from satellites and cellular communication towers (Bauer, Barnes, Reichardt,
2

& Neumann, 2005). The GPS network of satellites is in geosynchronous orbit, covering the
entire Earth with unique radio signals, such that every location always receives signals from at
least four satellites, thereby providing a precise, three-dimensional location of the signal receiver
(Dana, 1994). These features provide the technological foundation for LBS, which are rapidly
expanding in terms of capabilities and adoption. It is this geolocation infrastructure that provides
the richness of data regarding LBS user locations and the costs and benefits users must consider
when using LBS.
Rapid Adoption of the Smartphone Platform
In the United States and the EU5 countries (i.e., United Kingdom, Germany, France, Italy and
Spain), smartphone users as a share of all mobile telecommunications subscribers increased by
19% in 2010. In the United States, the percentage of subscribers with unlimited data plans
increased by 36%. In the EU5 countries, smartphone adoption increased by 47 % in 2010
(Radwanick, 2011). In the fourth quarter of 2006 mobile ‘feature phones’ outsold smartphones
nearly 20 to 1. In the first quarter of 2012, however, that ratio had radically changed with
smartphones outselling feature phones by 2 to 1(Degusta, 2012a). According to a recent report,
from 2001 to 2011, the number of mobile telephone subscriptions worldwide increased from
15.8 per 100 inhabitants to 85.7 per 100 inhabitants; nearly 9 subscriptions for every 10 people
on planet Earth (ITU, 2012). Between 2010 and 2011, worldwide growth in mobile broadband
was 40 percent with developing countries growing by 78 percent that year (ITU, 2012). In the
third quarter of 2008, one authority counted 10,000 apps in the iOS App Store. Four years later,
this count was 960,853 apps, an increase of nearly 100 times (148Apps, 2012). As information
systems (IS) have evolved into the decentralized, ubiquitous computing paradigm, the need to
manage privacy in this mobile context has shifted from an organizational to an individual
context.
3

Figure 1 - Global Growth of Telecommunications
Clearly, there are many exciting and unique benefits made possible by these new
smartphone and mobile app technologies. However, as evidenced in the crime stories above,
there are significant risks as well. In essence, the high level research question of interest
regarding smartphones and mobile apps is the opposite of prior organization-based technology
adoption. In the organizational context, researchers have sought to understand why users (i.e.
employees) are hesitant to adopt a technology which has many clear benefits and few drawbacks.
Conversely, researchers of mobile communication technologies are trying to obtain answers to
the following question:
Why are consumers so willing to adopt technologies which have so many risks and
seemingly minor benefits relative to those risks?
This research explores, theorizes, and examines the combination of LBS along with
existing forms of personal information gathered from mobile devices and applications as at least
a partial explanation of this inverted adoption problem.
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Definitions
For purposes of this study, the definition of privacy is based on Altman; “Privacy is a central
regulatory process by which a person (or group) makes himself more or less accessible and open
to others.”; that is, a person or group maintains a degree of social distance appropriate for a
particular context (Altman, 1975, p. 3).
Information privacy, a derivative of the more general construct of privacy, has been
defined as, “the interest an individual has in controlling, or at least significantly influencing, the
handling of data about themselves.” (Clarke, 2000, p. 2). When information privacy is studied in
the mobile computing context, a definition of mobile information privacy is expected to derive
from a combination of Clarke and from (Skinner & Chang, 2006) taxonomy of information
privacy in collaborative environments. Given that LBS are provided to bring people into close,
physical proximity, the collaborative setting appears to be an appropriate one for establishing a
definition of mobile information privacy. For the purposes of this research study, mobile
information privacy is defined as the interest an individual has in controlling data regarding their
location in time and space.
Privacy may become more central to one’s value system after it has been damaged or
lost. “Describing their experience of invasion of privacy, the overwhelming majority of the
respondents mentioned situations in which they had lost control over interactional boundaries
and thereby lost control over information” (Laufer & Wolfe, 1977, p. 33). One researcher
describes the core fear of the loss of autonomy; in effect, loss of the self. “Privacy is an element
of the nearly-most primal need for safety, and may even involve fundamental life-and-death
fears” (Jorstad, 2000, p. 1506).
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LBS Categories
Current research lacks a theory-based, qualitative analysis of the new risks and benefits emerging
from LBS. LBS for mobile computing is developing rapidly and a qualitative approach is
recommended for exploratory research (Benbasat, Goldstein, & Mead, 1987). Existing
conceptualizations of LBS risks have been based on prior information privacy risk literature
(Debatin, Lovejoy, Horn, & Hughes, 2009) without proper adherence to the unique properties of
risks derived from location data. Therefore, one of the purposes of this research has been to
identify significant categories of LBS as determined through focus groups. The results of this
research, as fully detailed in Essay One, have provided three categories of LBS; utilitarian,
social, and well-being. Within the utilitarian category, navigation apps provide directions to
users, typically allowing them to save time as compared to navigating with paper maps and a
compass. These LBS rely on the network of GPS satellites and have been among the most
widely adopted, normally using either a dedicated GPS device, or increasingly, a smartphone
providing a navigation app (Rehrl, Göll, Leitinger, & Bruntsch, 2005). If used only for
navigational purposes, GPS allows the user to remain anonymous, a passive recipient of the
continuous radio transmissions from near-Earth orbit. However, many navigation LBS also
provide traffic congestion information that can assist the user in avoiding congested routes to
their destination, as well as user-specific notifications of economic discounts that can be enjoyed
from merchants along the route taken, thereby combining navigation and economic benefits in a
single LBS. These traffic routing and economic services require the real-time location of the
LBS user in order to provide these personalized offerings. These benefits are realized in
exchange for the personal location data of the LBS user, diminishing the user’s privacy.
Also, within the utilitarian category are shopping applications; normally apps installed on
smartphones providing electronic coupons that allow the user to pay a lower price for a good or
6

service than another customer not using the app (Wray & Plante, 2011). These apps often
provide ‘push’ notifications, messages informing the LBS user that a particular retailer is
conducting a sale or offering a new product or service (Heng Xu, Teo, Tan, & Agarwal, 2009).
These LBS require the user’s location in order to provide the most appropriate location of the
retailer. For example, the user may have indicated they wish to be directed to the nearest location
for the retailer. Conversely, the user may have indicated a preference for a retail location along
their route, even if it is not the geographically most proximate location for that retailer.
The second category of LBS identified in this study is social; such as apps that allow a
user to notify others of their location or to see notifications posted by others (Martin, 2013).
These LBS have a variety of uses, such as allowing college students to gather in a campus dining
hall for a meal using the app rather than exchanging messages by e-mail or Short Message
Service (SMS). Social networking apps such as Facebook Home provide LBS that allow users to
monitor the location of friends and to be monitored in turn. There are also Location Social
Networks (LSN’s), specifically designed to provide a means for people with common interests to
monitor the location of others and to be monitored in turn (Burak & Sharon, 2004; Nan &
Guanling, 2010).
The third category of LBS identified is well-being. These apps provide information that
enhances human well-being, such as the peace of mind a parent enjoys by knowing the precise
location of their adolescent smartphone user at any given time (M. Williams, 2012). An app like
Footprints can allow a person to erect a ‘geofence’ around a certain area, alerting the parent if the
monitored smartphone leaves the area. Examples include limiting how far from home a teen, or
an elderly person suffering from dementia, is permitted to roam freely (McShane & Skelt, 2009).
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Theoretical Background
The characteristics and benefits of LBS are accompanied by a variety of privacy risks. Extant
research has examined these risks through a relatively narrow lens regarding the nature of LBS
risks and benefits. Privacy calculus—an economic exchange model—has primarily been used to
explain LBS adoption and location data disclosure (Dinev & Hart, 2006a; Laufer & Wolfe, 1977;
Heng Xu et al., 2009). Privacy calculus is the complex set of inhibitors and drivers that influence
individuals as they consider the risks and benefits of sharing information about themselves
(Culnan & Armstrong, 1999). However, it is limited because it fails to account for the many
forms of costs, nor does existing research cover each of the benefits that are relevant to app
users. Therefore, we need a better understanding of the costs and benefits. Also, in privacy
calculus research, the focus is on a single transaction; costs and benefits are compared, then the
user either does or does not complete the transaction. This approach is limited because
individuals normally engage in multiple transactions in the course of establishing privacy
boundaries with others, typically within the context of a relationship.
Therefore, it is appropriate to examine these transactions within a larger framework; the
relationship between LBS user and provider. Lastly, economic exchange models such as privacy
calculus assume consumers are rational economic actors. However, prior research suggests that
some users have a very difficult time conceptualizing LBS risks; thereby limiting their rational
assessment of cost/benefit tradeoffs. These users would be better modeled using theories which
can account for ‘bounded rationality’, such as prospect and intertemporal choice theories. These
theories have helped explain bounded rational behavior as well as identify what factors cause
consumers to behave rationally versus bounded rationally. Table 1 categorizes the theories that
have and should be used to explain user behavior and decision making regarding the disclosure
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of personal information and location data over mobile devices including the models used in this
research.

Disclosure Level

Table 1 - Rationality and Relationship Perspectives
User behavior and decision making
Rational
Bounded rational
Prospect and
Intertemporal choice
theory
Privacy calculus
(Kahneman and
Transaction (Laufer and Wolfe,
Taversky, 1979;
level
1977; Dinev and
Loewenstein and Prelec,
Hart, 2006)
1992), modified with
Privacy calculus
(e.g. Keith et al., 2012)
Social exchange
theory, Commitmenttrust model
Relationship
(Thibaut and Kelley, Future Research
level
1959; Homans, 1961;
Blau, 1964; Morgan
and Hunt, 1994)
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Prospect Theory and Intertemporal Choice Research Model (Chapter 3)

Figure 2 - Prospect Theory and Intertemporal Choice Model of LBS Privacy Behavior

10

Social Exchange Research Model (Chapter 4)

Figure 3 - Social Exchange Theory Model of LBS Privacy Behavior
Privacy Paradox
The unique theoretical model employed by this research helps us to examine another interesting
phenomenon known as the ‘privacy paradox’ (Dinev & Hart, 2006b; Jorstad, 2000;
Spiekermann, Grossklags, & Berendt, 2001). The privacy paradox refers to the frequently
observed tendency of people to display low intention to disclose personal information, but high
actual disclosure behavior. Some have argued that such a phenomenon may not exist if
researchers better understood the real costs and benefits factored into the disclosure equation
(Keith, Thompson, Hale, & Greer, 2012). In addition, incorporating social exchange theory and
prospect theory may contribute toward further explaining this phenomenon as it could isolate the
variance associated with the interpersonal context of LBS and the heuristics users rely on when
lacking information regarding risky prospects.

11

Research Questions
The high level question that guides this research stream is, “Given the risks and expressed
intentions of potential users, why are consumers rapidly adopting LBS?” Based on the theoretical
and practical considerations outlined previously, here are the particular research questions
addressed in this study:
•

RQ1. Which particular costs and benefits of LBS apps on mobile devices have the most
impact on user disclosure of personal and location information?

•

RQ2. Which factor(s) cause mobile LBS app users to behave rationally, as opposed to
“boundedly rational” concerning information disclosure?

•

RQ3. Do social exchange and relationship marketing considerations affect decisions to
disclose personal information for LBS apps on mobile devices?

•

RQ4. In an LBS app on mobile devices adoption context, what is the gap between intent
and actual personal information disclosure behavior?

Epistemology of this Dissertation
The epistemological stance of this dissertation is that the world of phenomena is part of an
objective reality that can be measured and relationships between the researched entities can be
captured in data that is essentially representative and accurate (Straub, Boudreau, & Gefen,
2004). Given this stance, the research was conducted using a primarily positivist, observationbased approach intended to objectively describe the phenomena of interest. A multi-method
approach incorporating qualitative and quantitative data collections provided a means of rapidly
developing theory in this evolving technological field. The researchers’ intent is to provide data
models with predictive power regarding particular human behaviors in a particular context.
Research Approach
To answer the questions above, this research includes three significant data collections divided
between the chapters that follow. Data collection one is a systematic literature review designed
to identify and summarize the extant empirical studies of mobile information privacy. Data
12

collection two is based on a series of focus groups and personal interviews intended to identify
user perceptions of the significant costs and benefits associated with mobile information privacy.
Data collection Three is a controlled field experiment which both replicated a realistic
information disclosure environment via mobile apps while also maintaining a high level of
‘laboratory control.’ In other words, it allowed us to create real privacy risk fear perceptions as
well as manipulate relevant variables of interest and randomly assign participants to treatments.
As a result, our theoretical model was tested with a high degree of both internal and external
validity.
The remainder of the paper is organized as follows: Chapter 2 (Taxonomy of Costs and
Benefits) summarizes the literature, theory, and methodology used to answer Research Question
1. In Chapter 3 (Prospect Theory Model), a prediction model based on prospect theory and
intertemporal choice is tested via an experiment. In Chapter 3, research questions 1, 2, and 4 are
addressed. In Chapter 4 (Social Exchange Theory Model), a model of location privacy disclosure
grounded in social exchange theory is proposed and tested to address research questions 1, 3, and
4. This model incorporates the costs and benefits of LBS identified in Chapter 2.
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Table 2: Research Approach
Chapter/Essay
Chapter 2
Essay 1

Theory
Social exchange theory

Methodology
SLR
Focus
groups/interviews

RQs Addressed
RQ1

Chapter 3
Essay 2

Privacy Calculus
Prospect theory
Intertemporal choice theory

Field experiment

RQ1
RQ2
RQ4

Chapter 4
Essay 3

Social exchange theory
Commitment-trust theory of
relationship marketing

Field experiment

RQ1
RQ3
RQ4
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CHAPTER 2 – ESSAY 1 – TAXONOMY OF COSTS AND BENEFITS
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ABSTRACT
Mobile devices provide Location-Based Services (LBS) that deliver real-time, personal location
information to users and service providers with attendant privacy risks that are not yet fully
understood. Existing research has implied that there is a privacy paradox in which users express
a low intent to share their personal information, but engage in high levels of personal information
disclosure behaviors. However, the limited research on location data has taken only a high-level
view of the risks and benefits of disclosure. Therefore, this perceived paradox may simply be the
result of a misunderstanding of all the factors involved in the disclosure decision. Using social
exchange theory, we use an adapted Systematic Literature Review and a qualitative study
conducted with a variety of user groups (IT executives, community groups, and students) to build
a taxonomy of the costs and benefits considered when making location disclosure decisions.
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Results highlight (1) the role of privacy in information disclosure decisions relative to all other
considerations and (2) that users focus on benefits while researchers focus on costs. This study
identifies the particular costs and benefits end users consider when disclosing privacy related
data, dividing these costs and benefits between three categories. Using a social exchange theory
lens, this research indicates that of the three identified categories of costs and benefits, the most
significant costs considered by both users and researchers have been social costs, while the most
significant benefits have been utilitarian benefits. It is the particular costs and benefits within
these categories that differ markedly in their prioritization, based on the qualitative data
collection and systematic literature review results. LBS providers can use these decision inputs
as a guide when determining which features and benefits will maximize their offerings in the
marketplace. The taxonomy should help researchers to better model and understand the
exchanges users make regarding location data privacy.
INTRODUCTION
In July of 1996, the United States Federal Communications Commission (FCC) ordered mobile
telecommunication service firms to begin providing Wireless Emergency Services (WES),
allowing first responders to reach wireless telephone users based on location triangulation
provided by Position Determination Equipment. The FCC later ordered mobile telephony
service firms to expand E-911 via Automatic Location Identification (ALI) mobile
telecommunication devices before 2002 (Wang et al., 2002b). The location of the mobile device
is determined using Global Positioning System (GPS) or Cell of Origin (COO) technology,
which triangulate the devices’ location in three dimensions by measuring signals from satellites
and cellular communication towers (Bauer et al., 2005). These features provide the foundation
for LBS, which are rapidly expanding in terms of capabilities and adoption. It is this geolocation
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infrastructure that provides the richness of data regarding LBS user locations, as well as the costs
and benefits users must consider when using LBS.
In the United States and EU5 countries (i.e., United Kingdom, Germany, France, Italy
and Spain), smartphone users as a share of all mobile telecommunications subscribers increased
by 19% in 2010. In the United States, the percentage of subscribers with unlimited data plans
increased by 36%, although this is expected to decrease as vendors were rapidly eliminating
these plans during 2012 and 2013. In the EU5 countries, smartphone adoption increased by 47%
in 2010 (Radwanick, 2011).
In information systems (IS) research, much of the focus was on computing in
organizational settings. As a result, much of the extant IS research literature on security and
privacy has had a focus on the challenges and opportunities faced by IS managers. As IS has
evolved into the ubiquitous computing paradigm, the need to manage privacy in this mobile
context has extended well beyond IS managers within organizations to individual adopters of
personal computing devices. As evidence of this responsibility shift, an incident occurred in
which a 17-year-old girl in Australia helped her grandmother inventory a large amount of paper
currency in the grandmother’s Sydney home and posted photos of it to the girl’s Facebook
account. Within a few hours, using the geolocation data that is often embedded in digital photos,
armed and masked men entered the home of the girl’s parents in Bundanoon, demanding the cash
(BBC, 2012a).
The crime above was made possible by the location data disclosed through the
consumer’s smartphone. Governmental mandates were the original impetus for Location-Based
Services (LBS)—telecommunication services that rely on an accurate determination of the
user’s geographic location (Adusei et al., 2004a). Once the technical capability to accurately
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determine a user’s current location was established, commercial enterprises began providing
services that offer driving directions, business locations, and the real-time location of friends.
The rapid adoption of these services and LBS-enabled smartphones, however, has sparked
concerns that require an urgent need to examine information privacy in a mobile context. Mobile
application, or ‘app’ (M. J. Keith et al., 2010a), providers who formerly knew only that a
particular user was online now have synchronous location data, providing a greater level of both
information richness and privacy risk. As a result, the IT artifacts of interest in this study are
emerging smartphones and the LBS apps they support 1.
The impact of the heightened information richness and associated personal information
disclosure through mobile apps has unearthed new dimensions of costs and benefits for users and
providers of LBS. For users, the integration of LBS with social networking adds social costs and
benefits as these services facilitate personal exchanges that can potentially take place face-toface. An LBS example is the Facebook Home set of apps (Gallagher, 2013) that allows a user to
check the current location of friends in the proximity of a restaurant while waiting for service,
potentially resulting in a spontaneous rendezvous (Figure 4). Such interactions are expected to
be perceived as costly or beneficial, depending on whether they are welcome or unwelcome.
The magnitude of this issue is significant given that Facebook has approximately 1 billion active
users (Rezab, 2013).

1

There are many “mobile” devices which also support LBS apps such as GPS units. However, we are interested in
smartphones and LBS apps because of the many forms of private information combined in a single device.
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Figure 4 - Facebook Home
Regardless of the level of benefits which consumers perceive from these apps, there are
significant privacy risks. “Privacy is a central regulatory process by which a person (or group)
makes himself more or less accessible and open to others.” (Altman, 1975, p. 3); that is,
individuals maintain a degree of social distance appropriate for a particular context. This
regulatory process is increasingly facilitated by communication media and social computing
technologies, making it highly relevant to IS researchers.
Previously, researchers have studied individual privacy-disclosure decisions within
transactional economic-related frameworks such as expected utility theory (Friedman & Savage,
1952) and privacy calculus (Laufer & Wolfe, 1977). However, theories such as privacy calculus
focus on the privacy risk as the single, primary cost of information disclosure. In reality, a range
of other costs may exist in the minds of app consumers; such as the mobile data plan cost impact
or the danger of distracted driving while using an app for navigation. Similarly, existing research
has focused solely on personalization features as the primary benefits of information disclosure
(H. Sheng, F. F. H. Nah, & K. Siau, 2008; H. Xu et al., 2010), while there are likely a variety of
secondary benefits of LBS app usage. If only a limited view of costs and benefits associated with
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information disclosure is taken, then disclosure decisions may be interpreted as examples of the
‘privacy paradox’ (Norberg, Horne, & Horne, 2007) wherein consumers adopt and use
technology services they perceive to have higher risks than benefits. Instead of a paradox, LBS
users may be considering more benefits than the ones identified in previous research into this
nascent research area. A comprehensive taxonomy of the benefits and costs of LBS-enabled
smartphones and mobile apps may be of assistance in identifying the full range of costs and
benefits considered in privacy disclosure decisions. Therefore, the research questions addressed
by this study are:
1. What are the primary costs and benefits of LBS that influence the information-disclosure
decisions of end users?
2. Where does privacy risk fit within LBS consumers’ perception of total costs?
To address these questions, we propose a social exchange theory (SET) model (Blau, 1964;
Thibaut & Kelley, 1959) which can better account for the full range of resources exchanged in
LBS apps (Cropanzano & Mitchell, 2005). Using an SET lens, we created a taxonomy of the
primary costs and benefits of information disclosure through LBS apps. We employed two
methods to ensure the validity and completeness of the taxonomy. First, we performed a
systematic literature review (SLR) (Kitchenham, 2004a), adapted for IS research, based on
relevant LBS privacy studies. Second, we used a qualitative approach to develop the taxonomy,
conducting several focus groups that included college students, members of community groups,
as well as corporate managers and executives. After the focus groups, in-depth interviews were
conducted with a sample of IS professionals and executives to confirm the focus group findings
and incorporate additional perspectives. Because the state-of-the-art in LBS-enabled mobile
devices and apps is evolving rapidly, even as adoption rises exponentially, it is essential to
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contextualize the findings of a systematic literature review in terms of the relevance indicated by
app users from the focus groups and interviews.
The contribution of this multi-method approach to research is a theoretical taxonomy of
variables which indicates the actual tradeoffs between costs and benefits users make when
disclosing information through mobile devices. Future research that models information
disclosure decisions may benefit from using this taxonomy to explain the actual behaviors of
LBS users.
THEORY
Thus far, the research on LBS-based privacy risk has primarily adopted privacy calculus (Dinev
& Hart, 2006a; Laufer & Wolfe, 1977) as a theoretical lens (M. J. Keith et al., 2010a; H. Xu et
al., 2010). Privacy calculus theory has roots in rational choice theory (Becker, 1978), which
posits that individuals are utility-maximizing as a function of the overall benefits minus the
overall costs of a particular decision or transaction. SET uses these same assumptions to explain
why individuals form and maintain social relationships (Blau, 1964; Thibaut & Kelley, 1959).
The theory posits that before individuals engage in a relationship, they perform a cognitive
assessment of the potential costs and benefits of the relational engagement.
From the social exchange perspective, the costs of a relationship include all negative
aspects such as the time, money, and effort expended (Emerson, 1976). Therefore, privacy risk,
which has associated financial and time/effort costs associated with recovering from privacy
breaches, can be considered a ‘cost’ from the social exchange perspective. Yet, SET would also
include all other costs associated with information disclosure such as spontaneous, untimely
meetings with social network members. The concept of rewards within SET is quite similar to
the benefits used in privacy calculus since both refer to the positive outcomes of a relationship. If
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there is a real difference between the two concepts, it is that the rewards involved in a social
exchange relationship are realized over time, not necessarily in every social transaction. As a
result, the rewards (and costs) of a relationship may vary over time. While the overall
relationship will demonstrate an average outcome value to both parties over time, individual
transactions may result in a net loss while others result in a larger-than-normal net gain. On the
whole, SET posits that a relationship must provide mutual benefits over time if it is to persist.
Privacy calculus on the other hand is typically limited to the evaluation of an individual
transaction (Dinev & Hart, 2006a; Mark J. Keith, Jeffry S. Babb, C. P. Furner, & Amjad
Abdullat, 2010b; Laufer & Wolfe, 1977; H. Xu et al., 2010). Without taking into account longterm reward expectations alongside more immediate ones, researchers using only a privacy
calculus lens may mistakenly identify a user exchange of privacy for benefit as an example of the
‘privacy paradox’ (A. Acquisti & Grossklags, 2005). The privacy paradox is that while users
express a lack of intent to disclose their personal information, when faced with an actual privacy
cost versus benefit decision, they frequently choose to disclose far more than their expressed
intent had indicated. In this case, their intentions may be based on a single exchange or
transaction, but their actions may be based on the perceived value of a long-term relationship.
Figure 5 illustrates the parallels between privacy calculus and SET.
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Privacy Calculus Theory (Dinev & Hart, 2006a)

Social Exchange Theory (Blau, 1964)

Figure 5 - Theoretical Framework
Perhaps more importantly, although privacy calculus theory improves our understanding
of the decision to adopt risky IT over prior adoption models which are ambivalent to issues of
privacy risk (Ajzen, 1991; Davis, 1989), it might still lead to misidentification of important
relationships because of its limited view of the actual costs and benefits of information
disclosure. Consider a hypothetical scenario where a research participant simultaneously
perceives great benefits and small privacy risks of adopting a particular LBS app, yet decides not
to adopt the app. For example, many travel-related apps are emerging which make use of
location-based, push notifications such as virtual coupons or advertisements triggered by the
user’s proximity to the advertised firm’s location; iExit (Software, 2012) and Yowza!!, (Yowza,
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2012). Such an app would have no need of the user’s name, home address, or demographic
information. The app might also promise the user that their location data is never stored
permanently or that their exact location is obscured, whereby the device determines the user’s
approximate rather than exact location. In this case, it is possible that the potential user perceives
great monetary value of this app and small privacy risk. However, if the user believes that the
app will require a high level of mobile data plan usage, it is likely that s/he will choose not to
adopt the app and thereby decline to disclose their location data. In summary, there are factors in
addition to privacy risks which can negatively impact the perceived overall value of information
disclosure. Therefore, researchers cannot know the true impact of privacy risks on information
disclosure unless these other salient variables are also given consideration.
The fast-paced evolution of LBS-enabled smartphones and apps has created a variety of
new and previously unexamined factors which can affect the decision to adopt and disclose
information through these devices both positively and negatively. Although privacy calculus
does conceptually include all benefits of information disclosure (which will be covered in the
SLR), it does not account for negative factors, or ‘costs,’ other than privacy risk. Therefore, we
argue that SET is a more appropriate, wider lens to examine and explain the decision to disclose
location data over smartphones than is privacy calculus. As a result, we use the overarching
categories of perceived costs and perceived benefits to frame our taxonomy of variables affecting
the location data disclosure decision.
METHODOLOGY
To generate an accurate cost-benefit taxonomy, we performed both an SLR as well as a
qualitative study including focus group and one-on-one interviews. The SLR allowed us to
carefully examine extant research in the mobile information privacy realm, summarizing the
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findings of previous researchers regarding costs and benefits. The qualitative study captured the
cost and benefit perspectives of the user community in this rapidly evolving technology domain.
The SLR followed guidelines derived from medical research, adapted by Kitchenham (2004a),
with further adaptation to reflect issues relevant to IS research. For researchers studying privacy
in the context of LBS, this SLR represents a useful document in understanding prior research in
this growing field (Kitchenham, 2004b). The review can guide researchers to what has already
been covered in the privacy literature.
However, existing research does not always perfectly reflect actual human perceptions
and behaviors; in this case, the perceived costs and benefits of location data disclosure. More
specifically, existing research will not provide an accurate view of how LBS users rank and
prioritize different forms of cost and benefit. Therefore, we also employed a qualitative approach
to collect data from LBS users. Qualitative research is useful when theory is relatively new or
underdeveloped (Benbasat et al., 1987). Since our unit of analysis is based on the general, the
initial qualitative research technique used was the focus group with a researcher acting as group
facilitator (Calder, 1977). An analysis of the focus group results revealed the primary costs users
associate with LBS. The users also prioritized the costs using a cumulative voting technique
(Glazer, Glazer, & Grofman, 1983). The costs identified were used to further categorize the
variables established from the SLR and provide a measure of real significance in the minds of
today’s consumers. A second round of qualitative research consisted of interviews with a sample
of corporate executives to confirm the focus group findings and incorporate additional
perspectives regarding LBS costs and benefits. The variables identified in previous studies were
then divided by the researchers based on the categories established in the focus groups, with all
researchers independently categorizing the variables. As an indication of the relative
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significance attached to each category of cost identified in previous research, the categories were
then prioritized through a simple frequency count of the variables associated with each category.
SYSTEMATIC LITERATURE REVIEW
Overview
In medical research involving human subjects likely to suffer negative health outcomes from
their participation, the costs of conducting research are considered very high. For example, a
double blind study into the efficacy of a particular medication at a given level of dosage may
extend the lives of subjects receiving the medication while members of the control group do not
experience this life extension. It would be most unfortunate for such a study to be replicated by
subsequent researchers unaware of the earlier study. In order to reduce duplication of medical
research studies, the systematic literature review (SLR) was originally conceptualized as a way
to avoid redundancy by carefully collecting the results of all previous studies relevant to a
particular treatment. In other fields of study, researchers are adapting the SLR as a way to
identify the overlaps and gaps in existing knowledge to facilitate future research. This study
utilized an adaptation of the SLR process for computer science research recommended by
Kitchenham (2004).
A SLR is used to identify, evaluate and interpret the outcomes of previous research
concerning a research question, phenomenon, or a particular subject area. The main purpose of a
SLR is to collect evidence used to reach conclusions regarding existing scientific knowledge. An
example is a SLR that systematically identified prior research into software architecture change
characteristics; a significant issue for developers (B. J. Williams & Carver, 2010). In mission
critical software, a mistake in changing software can have catastrophic consequences. The SLR
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presented here is primarily composed of recent, peer-reviewed, empirical research articles on
LBS privacy.
Structure of the SLR Description
The first section of the SLR provides the research methods used and the research questions
addressed. The next section details the execution of the SLR; determination of the appropriate
keywords, the processing of titles retrieved, and data extraction techniques. Next, the quality of
the published works retrieved is described. This is followed by a detailed description of the data
that was extracted to address the SLR research questions. Finally, the SLR concludes with
analysis and synthesis of the results.
SLR Methodology
The major phases of the SLR are planning, conducting and reporting. The individual steps
include:
1.

Identification of the need for a systematic review of existing research.

2.

Formulation of the research question.

3.

A comprehensive, exhaustive search for primary studies.

4.

An assessment of the quality of the included studies.

5.

Identification of the data needed to answer the research question.

6.

Extraction of data from the included studies.

7.

Summary and synthesis of the data extracted (meta-analysis).

8.

Interpretation of the results to determine their applicability.

9.

Disseminating the analysis to other researchers.

The protocol followed was prescribed by Biolchini et al, but modified to accommodate the
unique requirements of Information Systems research (Biolchini, Mian, Natali, & Travassos,
2005).
Research Questions for the SLR
This SLR addressed a primary research question and four sub-questions:
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Research Question 1: What empirical studies have been conducted and published
regarding information privacy in the context of LBS?
1. Research Sub-question1: What are the major characteristics of existing empirical
studies regarding information privacy in the context of LBS –underlying theories,
research methods applied, nature and number of participants,?
2. Research Sub-question 2: Did the empirical study measure the participants’
intention to disclose personal information, actual disclosure of information, or
both?
3. Research Sub-question 3: What is the quality of the research already conducted,
based on published results?
4. Research Sub-question 4: What are the major variables regarding information
privacy in the context of LBS?
5. Research Sub-question 5: How have existing researchers addressed the ‘Privacy
Paradox’?

Execution of the SLR
The initial systematic literature review phase began with a systematic search of the ABI/Inform
Scholarly Database of Literature. The search string was mobile information privacy2, with no
quotation marks. Articles were excluded if their title contained any of these words: anonymity,
framework, k-anonymity, rfid, radio, and scheme. These words were used to avoid retrieving
articles describing the design or implementation of privacy-related artifacts. Additionally, only
peer-reviewed publications were included: scholarly journals, conference papers and
proceedings, dissertations, and theses. A total of 3,130 publications were identified during this
initial stage of the literature review. Only English-language publications were considered, and
no attempt was made to address publication bias (i.e., the tendency to publish only research that

2

Although the search term “mobile information privacy” could certainly include (and did) studies of mobile
computing which did not consider LBS, we did not want to discard any which might have included location data,
either specifically or indirectly, under a different name. In addition, because our search term includes the word
“privacy,” it is likely that some studies were omitted—even if they related to the costs and benefits of mobile
technology usage—because they did not incorporate privacy into their studies. This omission was intentional
because the focus of our taxonomy is to understand how privacy is perceived relative to other costs and benefits.
Therefore, studies unrelated to privacy would not add to our understanding of how privacy is modeled in the
research to other disclosure factors.
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establishes new knowledge and to not publish studies that only confirm existing theories). As a
result, this literature review should not be considered exhaustive in the field of mobile
information privacy. Endnotes X4™ was used to retrieve complete references for all 3,130
publications.
Results
In line with the SLR methodology, when determining whether to preserve or eliminate a
publication, the default choice was to preserve it throughout this process. The original 3,130
titles were then examined for relevance to the research question, eliminating 2,989 of these
publications. The title elimination phase left a total of 141 publications to be considered for the
abstract review phase. The abstracts, when available, were then read and analyzed in relation to
the research questions, resulting in the elimination of 101 publications. Publications lacking an
abstract were automatically retained. In the next phase of the literature review, a total of 40
publications were read in full to determine if they were suitable for use in the final data
extraction phase. The total number of peer-reviewed publications analyzed in full for data
extraction purposes was 28, and they are included in the list of references. The publications
eliminated by title, by abstract, and then by content were documented and are available on
request.
After reading the remaining peer-reviewed publications, the cost and benefit variables
identified were subjected to a simple frequency count and ranked appropriately as indicated in
Table 3. The variables were not evenly distributed, as some research models used few variables
while other used far more.

Study
Ashraf and Kamal

Research topic
SMS advertising to

Primary
Independent
Variables
Trust and privacy
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Dependent
Variable(s)
Intent to purchase

Study
(2010)
Casaló, Flavián and
Guinalíu (2007)
Chen, Ross and
Huang (2008)
Little and Briggs
(2009)
Okazaki, Li and
Hirose (2009)
Gao, Sultan and
Rohm (2010)
Xu, Carroll and
Rosson (2011)
Xu, Teo, Tan and
Agarwal (2009)

Zhou (2011)

Sackmann, Strüker
and Accorsi (2006)
Jayawardhena,
Kuckertz, Karjaluoto
and Kautonen (2009)
Spake, Finney and
Mathew (2011)
Chellappa and Sin
(2005)

Primary
Independent
Research topic
Variables
mobile consumers
concern
Online banking
Trust, reputation,
secure data handling
Identification of key
Trust, physical
variables for LBS
privacy concern,
research
justice
Testing expert opinion Trust, privacy
on consumer privacy
concern, identity
with actual consumers management, usability
Advertising to LBS
Trust, privacy
users
concern, perceived
risk, prior experience
Advertising to LBS
Attitude towards risk,
users
Advertising to LBS
Personalization,
users
perceived benefits and
risks, prior experience
Mobile coupon
Info delivery
simulation experiment mechanisms, privacy
interventions,
locatability and
personalization
benefits, perceived
risks
Survey of LBS
Trust, secondary use
consumers
of and improper
access to personal
info, perceived risk
Survey of consumers
Privacy concern,
secondary use of
personal info
Permission-based
Trust (institutional
mobile marketing
and personal), mobile
marketing experience,
perceived control
Survey of online
Experience, comfort,
shoppers
confidence and worry
in online shopping
context
Survey of online
Privacy concern,
consumers
value of
personalization, trust
factors
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Dependent
Variable(s)
Commitment
Consumer attitudes
Intent to disclose
personal info
Regulatory control
preference
Intent to accept
mobile marketing
Intent to purchase
Intent to disclose
personal info

Intent to use LBS

Consumer attitudes to
LBS benefits
Permission to accept
mobile marketing
Amount of online
spending (selfreported)
Intent to use
personalized services

Study

Research topic

Dinev et al (2006)

Survey of consumers
from multiple
countries

Dinev and Hart
(2006)

Survey of consumers

Primary
Independent
Variables
Privacy concern, trust
(competence,
benevolence, and
integrity), perceived
risk
Privacy concern –
information finding
and information abuse
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Dependent
Variable(s)
E-commerce use (selfreported)

Intent to use eservices

Table 3. Variables Examined in Existing Research
BENEFITS

Studies

Utility (9 non-specific, 3 general ‘disclosure benefits’)

12

Personalization (5 non-specific, 1 based on ‘locatability’)

6

Privacy controls

3

Social benefit

1
TOTAL

22

COSTS
Privacy concern

28

Privacy disclosure risks (general, non-specific)

7

Advertising costs

3

Economic costs

2

Privacy disclosure actual loss

2

Social costs

2
TOTAL

44

Moderators
Privacy concern

28

Privacy controls

4
TOTAL

32

LBS Benefits
In summary, the SLR revealed that both costs and benefits have been almost exclusively studied
as single-dimensional, non-specific variables. The primary benefit examined is general utility
gained from using the IT (Basheer & Ibrahim, 2010; Casaló, Flavián, & Guinalíu, 2007; Chen,
Ross, & Huang, 2008; Gao, Sultan, & Rohm, 2010; Little & Briggs, 2009; Okazaki, Li, &
Hirose, 2009; Heng Xu, Luo, Carroll, & Rosson, 2011; Heng Xu et al., 2009; Zhou, 2011b).
However, three studies did focus on that general benefit in terms of ‘disclosure benefits’
(Basheer & Ibrahim, 2010; Sackmann, Strüker, & Accorsi, 2006; Heng Xu et al., 2011). Privacy
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controls, such as the ability to choose which forms of information are stored or when it is
disclosed, are conceptually better-modeled as moderators of the privacy disclosure risks.
However, because some studies included a direct positive effect of privacy controls on disclosure
intentions of behaviors, it is still included as a benefit (Jayawardhena, Kuckertz, Karjaluoto, &
Kautonen, 2009; Little & Briggs, 2009; Sackmann et al., 2006). Lastly, one study examined
social benefits of mobile information privacy (Spake, Finney, & Mathew, 2011).
LBS Costs
Concerning the costs of mobile information privacy, the primary factor studied was privacy
concern (Chellappa & Sin, 2005; Dinev et al., 2006; Dinev & Hart, 2006a; Junglas, Johnson, &
Spitzmüller, 2008; Zhou, 2011b). Privacy concern refers to the level of concern the user has with
disclosing their information electronically, in general, and not specifically with a given IT
artifact. Therefore, although privacy concern does have a direct effect on disclosure decisions, it
primarily affects the user’s level of perceived privacy risk associated specifically with a given IT
artifact (Dinev & Hart, 2006a). After privacy concern, privacy risk—as a general measure of all
types of privacy risk associated with a particular IT—has been examined the most (Chen et al.,
2008; Dinev et al., 2006; Gao et al., 2010; Gurau & Ranchhod, 2009; Little & Briggs, 2009;
Okazaki et al., 2009; Zhou, 2011a). Interestingly, several studies have found general privacy
concern to have little real effect on disclosure intentions (M. J. Keith et al., 2010b; H. Xu et al.,
2010) after accounting for an artifact-based level of perceived privacy risk. Privacy risk is a
perceived variable based on the likelihood of a privacy loss times the expected cost of that loss
(Laufer & Wolfe, 1977). In two of the studies identified, actual privacy loss was measured
(McNall & Stanton, 2011; Sackmann et al., 2006); the perceived actual cost incurred after
privacy has been lost. The remaining identified costs can be framed in terms of advertising costs
(Baek & Morimoto, 2012; Bamba & Barnes, 2007; Basheer & Ibrahim, 2010), economic costs
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(Peters, Amato, & Hollenbeck, 2007; Spake et al., 2011), and social costs (Golden & Geisler,
2007; Peters et al., 2007). We will explain each of these variables next in greater detail as they
map to the concepts generated from the focus groups.
QUALITATIVE DATA COLLECTION
Focus Groups
The authors first conducted a series of focus groups to identify costs and benefits considered by
end-users in mobile information privacy disclosure decisions. Focus groups are useful for
identifying new variables when no measurement items currently exist (Churchill, 1979). In this
case, we expected to identify several variables which do not currently exist in the location data
privacy research. Focus groups are advantageous because the thoughts and opinions of one
individual can trigger input and ideas from others (Calder, 1977).
Methodology
Participants included 31 graduate students, medical personnel, members of community groups
(including church and the Boy and Girl Scouts of America), and other workers.
Table 4
Focus Group Composition

Total Participants

Senior undergraduate and graduate business school
students from a university in the southern USA.
Members of a community group in the southern USA
ranging in age from early 40’s to mid 50’s
Members of a community group in the southern USA
ranging in age from late 20’s to mid 60’s
IT professionals and executives

16
5
10
12

The focus groups were conducted following recommended guidelines (Calder, 1977). Each focus
group and interview included the followed two questions posed to participants? 1) “What are
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each of the benefits you get from, or positive reasons you have for, using smartphones?”3 and 2)
“What are each of the costs, or negative consequences, you incur from using smartphones?”
Each participant was asked to voice their perceptions in turn for each question. Those who
thought of additional costs and benefits after hearing the ideas of others were given the
opportunity to continue sharing ideas until no more participants had something to share. The
facilitator in each focus group did not provide ideas to the participants with one exception
described below. However, the facilitator did ask follow-up questions to make sure that all
thoughts and ideas were clearly understood.
Interviews with Executives and Professionals
The individual interviews with information systems industry executives and professionals were
semi-structured, lasted 20 – 30 minutes, and followed a script included as Appendix 1. The
interviewer maintained a neutral, objective stance as facilitator, however the questions in the
interview script prompted some of the responses from the interviewees. Interviewees provided
feedback to open-ended questions and responses overall varied a great deal between
interviewees. For example, one security-conscious interviewee used only a single LBS app and
kept it disabled unless actually using it at the time. In contrast, another interviewee that traveled
frequently, performed frequent check-ins on social networking sites in order to meet with friends
in many cities. As a general rule, most of the IS executives and professionals interviewed were
significantly more location privacy conscious than the focus group participants. This indicates
that people working in IS have a deeper understanding of the technical capabilities of LBS to
allow more vulnerability to a privacy violation.

3

As with the SLR, we did not specifically search for location data costs and benefits. We wanted to understand
where location data benefits and costs fit relative to other forms of information disclosure.
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Results
The primary benefits identified in the focus groups were: (1) productivity enhancements, (2)
entertainment options, and (3) ready accessibility to friends and family. The primary costs
identified were: (1) distraction from the user’s immediate environment and the resulting loss of
social engagement (2) fatigue associated with being readily accessible at virtually any time, (3)
direct economic costs associated with mobile devices, and (4) privacy concerns regarding the use
of LBS. These benefits and costs are presented in the order of their importance as determined by
the research participants. A significant finding was that, in two of the focus groups, the
participants did not mention privacy concerns until prompted by the group facilitator. In these
cases, the issue of privacy was carefully introduced only after all participants indicated that they
did not have any other costs or negative consequences to share.
In each group session, after identifying all costs and benefits, the variables were rankordered by the participants using two voting methods. In two of the studies, each participant was
allowed only a single vote for one of the three categories into which costs and benefits were
assigned. In the third study, each participant used a cumulative voting technique to indicate their
prioritization of the costs and benefits (Glazer et al., 1983). Each participant received an equal
number of individually-colored, adhesive, circular stickers that they were allowed to affix to
each cost and benefit that had been established by their group during the first part of the focus
group session. Participants could cast their votes for any combination of costs and benefits, even
casting all votes for a single cost or a single benefit, if desired. The voting indicated that
participants assigned a higher priority to benefits (56 votes) than to costs (42 votes). In contrast,
researchers have studied benefit variables (22 instances) less than cost variables (44 instances).
The results and the subsequent taxonomy combining the SLR and focus groups are discussed
below.
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Table 5. Taxonomy Development Results
LBS COST VARIABLES
Social Costs
Privacy concern*

SOURCE & PRIORITY LEVEL
SLR
High

Students
n/a

Community
n/a

IS Execs
High

Medium

Low

Low

High

Medium

Low

Medium

Medium

Medium

Medium

Medium

Low

Medium

High

Loss of social skills

Low

High

High

High

Well-Being Costs
Distracted driving

Low

High

High

High

Connectivity addiction

Low

High

High

High

Privacy loss***

Low

n/a

n/a

n/a

Utilitarian Costs
Financial cost of services

Low

Low

Low

Low

Privacy risk (location data)
Privacy risk (social data)
Privacy risk (demographic data)
Privacy control

(n/a) **

LBS BENEFIT VARIABLES
Social Benefits
Privacy Control

SOURCE & PRIORITY LEVEL
SLR
Medium

Students
Low

Community
Low

IS Execs
Medium

Entertainment

Low

Medium

Medium

Medium

Accessibility to Friends

Low

High

High

Medium

Well-Being Benefits
Emergency Services

Low

Medium

High

Low

Personal Location Monitoring

Low

Medium

Medium

Low

Utilitarian
Personalization

High

Low

Low

Medium

Mobile Commerce

High

Medium

Medium

High

Productivity

High

High

High

High

Notes: * Privacy concern refers to the consumers’ general level of privacy concern which
is not relevant to a specific IT like smartphones. Rather, their concern is factored into
their various levels of privacy risk. **Because the existing research has focused on only
general privacy risk which is what is referred to by this medium rating. None of these
specific forms of risk raised during the focus groups have been examined independently
in the literature. *** Privacy loss refers to the actual losses incurred. Therefore, it is
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DISCUSSION
Benefits of Location Data Disclosure
Utilitarian Benefits
Overall, the most significant benefits cited by the qualitative research participants and
researchers were utilitarian benefits. The key LBS benefit according to the qualitative research
participants was driving directions and the variety of related benefits. The LBS driving directions
saved resources such as time and the economic costs of burning additional gasoline as compared
to navigating without LBS. Another benefit is the peace of mind from driving through unfamiliar
areas with a trustworthy, virtual navigator speaking in a reassuring voice. Researchers have
studied similar benefits, such as locatability (Heng Xu et al., 2011) and personalized locationbased advertisements. Another key utilitarian benefit cited by the qualitative research
participants and researchers was access to users’ work-related communications; e-mails, instant
messaging, video conferencing, short message service (SMS), and telephone calls with
supervisors and coworkers. The same modes of communication were also used for social
purposes such as contacting family and friends, often with more socially oriented apps such as
Facebook and social networking games.
The utilitarian benefits of LBS mentioned by focus group participants included mobile
access to banking, such as locating a nearby Automated Teller Machine (ATM) provided by the
user's bank, allowing them to avoid service fees normally charged by ATM operators when used
by customers of another bank for financial services company.
Another economic benefit for focus group participants was their use of the smartphone as
an alternative to having a traditional landline-based telephone, as well as the additional
capabilities of a smartphone in contrast to a dedicated telephone.
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Social Benefits
While the social benefits of LBS were the second-highest overall category of benefits cited by
participants, only 1 of the 22 studies that examined the benefits of LBS included a social benefit
variable. Given that privacy, particularly location data privacy is a fundamentally personal
resource (Laufer & Wolfe, 1977), the dearth of studies into the social benefits of LBS in the
privacy context represent a significant opportunity for future research. The social benefits cited
by focus group participants included frequent communication with family members, access to
free cultural resources (e.g. works of art in the public domain), and sharing photographs with
friends and family members.
The most significant social benefit identified by qualitative research participants was
accessibility to friends and family members; those people with whom they enjoyed the closest
relationships. One parent who only reluctantly provided a LBS capable device to one of their
children pointed out that it was carried by the child only on days where the child would not be in
their usual locations. For such days, the capability to overcome distance at a particular moment
exceeded the parent’s expressed concerns regarding the cost of distraction and withdrawal from
direct, person-to-person interaction.
Another significant social benefit of LBS as indicated by qualitative research participants
was the control over communication of information provided by mobile device delivered LBS.
When the user did not wish to be located, they could turn off the location tracking feature in their
smartphone. If they wanted to trigger an interaction with friends, they could engage in a location
social network ‘check in’. As one IS executive stated during an interview, "Once in a while I
will check in on Facebook so friends nearby can find me during a major sporting event, but it’s
pretty rare.”
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A significant number of the focus group participants specifically described the
entertainment they associate with their smartphones. The two primary entertainment features
were social networking and access to music, videos, and games; stored on the devices and
streamed from other sources such as Internet radio stations. These benefits were mainly used
during periods of repetitive activity, such as driving an automobile.
Well-Being Benefits
Focus group participants cited the LBS well-being benefits of the Emergency-911 service (E911), monitoring of a child’s location and text transmission options to provide a communication
channel for the hearing impaired. Another well-being benefit of LBS identified is the reassurance
provided to users that their loved ones will know their location while traveling, particularly if
they must travel under difficult circumstances such as a snowstorm. When Apple Computer
released iOS 6 for their mobile computing devices, it included a LBS app called Find My Friends
that allows groups of people to monitor one another's whereabouts continuously (Apple, 2012).
A number of the university student participants were aware of friends whose parents would only
provide smartphones with LBS on the condition that their son or daughter accept real-time
tracking of their location. This type of LBS provided a well-being benefit to the parent as they
knew their child's location, allowing a rapid response in case of trouble.
Costs of Location Data Disclosure
Social Distraction Costs
During the SLR, the primary consideration identified by researchers as a cost was privacy
concern. The studies identified included 41 privacy-related variables of the 48 total cost variables
studied. These privacy variables included concern for privacy (H. Jeff Smith, Sandra J. Milberg,
& Sandra J. Burke, 1996), privacy disclosure costs, privacy controls, and costs associated with a
privacy breach.
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The primary LBS cost category identified by qualitative research participants, all of
whom were smartphone owners, was Social Distraction Costs. Of these, the most salient cost
was declining social engagement between people in close, physical proximity to one another as
identified in previous research (Alstyne & Brynjolfsson, 2005; Little & Briggs, 2009). Many
focus group participants described situations in which groups of friends or coworkers would
ignore the people around them, mostly to communicate with people separated by space and time.
Most of those distant people communicated asynchronously via social networking messages and
e-mail. The focus group participants stressed the superior available richness of communication
among people in a shared location when compared to digital methods. As one participant said,
"A text or an e-mail does not have a tone of voice." For qualitative research participants, the
expected outcome of relying on communication methods inferior in richness and meaning is
people growing increasingly isolated from each other if no previous circumstances have helped
establish those bonds, such as the accident of birth.
Well-Being Costs
The primary well-being cost cited by focus group participants was the loss of safety associated
with distracted driving. In the participants’ view, a driver using an LBS navigation app in an
unfamiliar area is trading away the safety associated with a focus on the road ahead, in exchange
for the potential resource savings of time and gasoline offered by the app.
Closely related to the social cost of declining social engagement were participant
observations that people around them often exhibit signs of addiction to the services provided by
their mobile information devices. These addiction costs were detailed by participants working in
the medical field in particular. The first was a trauma physician describing an entire shift of
trauma nurses that spent nearly every available moment using their mobile devices as long as
41

they were not directly engaged in providing patient care. The physician also described patients
ignoring their surroundings, busily texting those with whom they have close relations rather than
describing their symptoms to the trauma physician, with some degree of risk to their well-being.
Another focus group participant observed that the employees of the medical facility they
managed were falling behind in their work due to excessive use of personal information services
that had no relevance to accomplishing their assigned tasks. This led the managers to examine
their own use of LBS and to scale it back. "I was using my smartphone right up until putting my
head on the pillow at night, then checking for Facebook updates if I happen to get up in the
middle of the night." This user later stopped buying the updated versions of their smartphone in
order to limit its reach into their life.
Utilitarian Costs
In the SLR, economic costs were not studied to a significant extent (Peters et al., 2007; Spake et
al., 2011), appearing in only two of the final articles that were part of the data extraction process.
Likewise, qualitative research participants ranked utilitarian costs lowest of the three categories.
Feedback indicated the economic costs of LBS are classified as a utility cost, like electricity and
water.
Implications
For researchers, this study provides a taxonomy that can aid in identifying the cost and benefit
variables relevant to LBS user decisions to disclose personal information. Results indicate that
more research is needed into social costs other than those related to the general privacy concern
of LBS users. When decision variables are categorized as social, well-being, and utilitarian, it is
apparent that users primarily weigh social costs such as loss of interpersonal skills against the
utilitarian benefits provided by LBS. This presents challenges to determining the appropriate
models which may be limited to either social considerations or utilitarian considerations only. If
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a more complete range of costs and benefits is not tested, user decisions to disclose personal
information may appear as examples of the privacy paradox.
For practitioners such as LBS app developers, this research can aid in identifying features
that users perceive as providing high priority benefits and low priority costs when deciding to
adopt an LBS app and disclose their personal information. This research also highlights the
tendency of users to perhaps undervalue the costs associated with personal information
disclosures, since the negative effects from a privacy breach are normally low probability but
high impact. LBS providers may be able to distinguish their offerings and improve their
customer relationships by enhancing user understanding of the risks inherent in disclosing
personal information. By ensuring due care for the personal information collected while
delivering LBS, providers can enhance their customer relationships over time as competitors that
exercise less care are more likely to suffer a privacy breach.
One particular executive interview crystallized the well-being benefits and social costs of
LBS on mobile computing devices. The executive is a parent of children who were becoming
legal adults in the United States about the same time that smartphone adoption was reaching the
early majority stage according to the theory of the diffusion of innovations (Rogers, 2010;
Sandvig, 2009). She stated that one of her children was apparently in trouble at 2:00 am on a
weekend. Using a geolocation app, the parent was able to contact a friend nearby and ascertain
that her child was safe. The executive commented that this single incident had made the financial
costs of providing smartphones for her children over many years worthwhile. Regarding the
social costs of LBS on mobile computing devices, the family went on vacation, an occasion that
may entail the use of apps like iExit, which can provide food and fuel recommendations while
travelling by automobile. However, the family’s destination was so far from telecommunications
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services that all of their computing devices lost connectivity and they spent a week without any
access to electronic networks. To illustrate the high social costs of ubiquitous smartphone use,
the executive commented that the absence of social distraction made it the best vacation they
ever took as a family.
LIMITATIONS
The focus groups and interviews were conducted in the southern USA, with participants having
education levels higher than the national average. There is concern that the sample is not
necessarily a representative sample of the overall population of smartphone users.
CONCLUSION
While LBS users and researchers consider social costs to be the most significant of the categories
– social, well-being, and utilitarian – the particular social costs differ markedly between the two
groups. Researchers in this domain have primarily focused on privacy-related costs while users
have focused on costs such as the loss of interpersonal skills. Users consider privacy costs as
well, but assign it a lower priority than researchers. Focus group participants ranked privacy
considerations as a low priority, while there is a prevalence of studies of privacy decision
considerations in LBS.
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CHAPTER 3 – ESSAY 2 – PROSPECT THEORY MODEL

A Prospect Theory Model of Location-Based Services Privacy Disclosure Behavior
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ABSTRACT
Researchers have identified a ‘privacy paradox’; consumer disclosure of personal information is
significantly higher than their intent to disclose it. According to prior research, location-based
services users consider costs and benefits when deciding whether to disclose their personal
location information. Researchers have separately established theories based in rational
economics and decision-making heuristics as suitable lenses for examining these disclosure
decisions. This study extends earlier research by examining the privacy paradox using a prospect
theory lens within a privacy calculus core model. In this study, the context of privacy was framed
in terms of potential location information misuse having consequences to one’s personal safety
and well-being. A field experiment using a trial version of a mobile computing application was
conducted with a total of 1047 research participants having an average age of 36. Results
indicate the prospect theory related ‘reference point’ heuristic appears to affect both location
privacy risk and benefit perceptions. While prior research in this area has primarily had a focus
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on financial risks, the shift to personal safety risks in this study resulted in stronger effects from
privacy concern on both perceived privacy risk and disclosure intentions. The privacy paradox
persists; the predictive model only accounts for 9.9 percent of the variance in the personal data
disclosure variable, although the path coefficient from the personal data disclosure intent
variable to the disclosure behavior variable is 0.31. These results indicate privacy researchers
and location-based services providers should account for the shift in user perceptions of privacy
and risk that accompanies a shift from mobile commerce to location-based services.
KEY WORDS AND PHRASES: bounded rationality, expected utility, geolocation, heuristics,
intertemporal choice, location-based services (LBS), mobile computing, personal safety, privacy
calculus, privacy paradox, prospect theory, reference points
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INTRODUCTION

Figure 6 - Growth of mobile information exchange
“According to a new forecast from the International Data Corporation (IDC) Worldwide
Quarterly Mobile Phone Tracker, smartphone shipments are expected to grow 32.7%
year over year in 2013 reaching 958.8 million units, up from 722.5 million units last
year. 2013 will mark the first year that smartphone shipments surpass those of feature
phones, with smartphones expected to account for 52.2% of all mobile phone shipments
worldwide. This trend will continue for years to come as demand for mobile data and
handheld computing spreads across both developed and emerging markets. Emerging
markets will account for 64.8% of all smartphones shipped during 2013, which is up from
43.1% in 2010.” (IDC, 2013)
As indicated in Figure 6, the most rapidly growing field in information and communication
technology (ICT) is the mobile sector. According to the International Telecommunications Union
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(ITU), from 2001 to 2011, the number of mobile cellular telephone subscriptions worldwide
grew approximately fivefold to 85.7 per 100 inhabitants. Mobile broadband, the key technology
supporting LBS on mobile computing devices, was first measured in this annual survey in 2007.
From 2007 to 2011, mobile broadband subscriptions grew approximately threefold to 15.7 per
100 inhabitants (ITU, 2012). According to a recent report, in early 2013, the number of mobile
broadband connected devices (smartphones, tablets and laptops) exceeded 7 billion - Earth’s
entire population (Census-Bureau, 2013; Janulaitis, 2013). Given the rapid growth of mobile
broadband and with smartphone sales eclipsing feature phone sales worldwide, mobile
computing will constitute a significant portion of all computing in the near future.
A key difference between (mobile) feature phones and smartphones is the computing
power of smartphones that allows them to run software programs suited to a device that easily
fits in the human hand. In addition to mobile versions of software for familiar applications such
as email and web browsing, smartphones include technologies that use real-time location data to
provide Location-Based Services. Governmental mandates were the original impetus for
Location-Based Services (LBS) - telecommunication services that rely on an accurate
determination of the user’s geographic location to provide value-added services (Adusei,
Kyamakya, & Erbas, 2004b; H. Xu et al., 2010). Once the technical capability to accurately
determine a user’s current location was established, commercial enterprises began offering LBS
that provide driving directions, business locations, and the real-time location of friends.
“Consumers’ privacy has taken a big hit over the past year. Identity theft is up,
according to our latest national State of the Net survey. Google and Facebook are
expanding their reach into more and more corners of people’s online lives. And clashes
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are escalating over hot-button issues such as privacy controls, data mining, and online
privacy.” (Consumer-Reports, 2012)
The rapid adoption of these services and LBS-enabled smartphones has sparked an urgent need
to examine information privacy in a mobile context. Formerly, online service providers knew
only that a particular user was online, without a clear indication of their location. In contrast,
LBS providers have synchronous location data, providing a greater level of information richness
and privacy risk (M. J. Keith, J. S. Babb, C. P. Furner, & A. Abdullat, 2011). As a result, the IT
artifacts of interest in this study are LBS-enabled smartphones and the apps they support.
The LBS are saving users time and money, but at the significant cost of their privacy.
Whereas privacy exposure in the context of online shopping entails the possibility of a credit
card or bank account compromise, a location information privacy exposure could lead to being
accosted at work, in a restaurant, or even at home. An example of this threat change is an
incident in which a 17-year-old girl in Australia helped her grandmother inventory a large
amount of paper currency in the grandmother’s Sydney home and posted photos of the cash to
her Facebook account. That same day, using geolocation data, armed and masked men entered
the home of the girl’s parents, demanding the cash (BBC, 2012a). A second example of the very
real risk that accompanies sharing of personal location data is an incident involving a young
woman traveling alone and posting her travel plans in a public blog. She was using the trip to
raise funds for charity and ended up being assaulted at one of her announced travel stops
(Manchir & Deardorff, 2012). This very personal, physical dimension of privacy risk highlights
the need for research in this area.
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Theoretical Motivation
The ‘privacy paradox’ refers to the frequently observed tendency of consumers to disclose high
levels of personal information, but low levels of intent to disclose personal information
(Alessandro Acquisti & Gross, 2006; Awad & Krishnan, 2006; Dinev & Hart, 2006b; Jorstad,
2000; Spiekermann et al., 2001). Some have argued that such a phenomenon may not exist if
researchers better understood the real costs and benefits that factor into the disclosure decision
(Keith et al., 2012). This study was intended to observe and measure consumers’ intentions and
actual behaviors regarding the disclosure of personal information in exchange for the benefits
offered by a LBS. This is a study of actual privacy behavior, a response to calls for such research
(Bélanger & Crossler, 2011; H. J. Smith, Dinev, & Xu, 2011). Measuring both intentions and
behavior increases the overall body of research in this area. This study makes a particularly
significant contribution, given the dearth of studies that include actual behavior observations in
the privacy tradeoff context.
According to expected utility theory, a rational decision maker will choose the course of
action yielding the highest expected utility (Friedman & Savage, 1952). As a result, a privacy
paradox should not exist as users self-report that costs exceed benefits. If expected utility theory
was fully supported in the mobile computing context, users would not adopt LBS, given the
results of prior research studies indicating low intent to disclose personal information.
An important area within the study of decision-making is decisions that must account for
elements of risk. Expected utility theory (Friedman & Savage, 1952), an approach based on
comparisons of costs and benefits has a related theory based on comparisons of risks and
benefits; privacy calculus. According to privacy calculus, a decision maker considering an
opportunity to receive some benefit(s) in exchange for their sharing of personal information,
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engages in a calculus – a comprehensive comparison of risk and benefit-related issues (Laufer &
Wolfe, 1977). Whichever is the greater in their estimation, risks or benefits, determines the
outcome of the decision.
While expected utility theory posits that a decision maker evaluates all the costs and
benefits associated with an opportunity to affect utility, bounded rationality posits the decision
maker will instead consider a subset of all the costs and benefits (Simon, 1955). Essentially,
bounded rationality holds that due to limits on time, attention, and cognition, the decision maker
will consider a subset of all the costs and benefits. In contrast to expected utility theory, a
decision maker exhibiting bounded rationality will stop seeking further cost and benefit
information as a resource boundary is reached. After this, the costs and benefits are compared
and the choice is made.
Like Simon’s bounded rationality, prospect theory predicts human tendencies to
concentrate on a subset of the information available. Prospect theory postulates that a decision
maker has inherent tendencies to respond to particularly salient considerations, specifically when
choosing between alternatives involving risky prospects (Kahneman & Tversky, 1979). These
inherent tendencies result in decision heuristics that violate the assumptions of rationality
associated with expected utility theory. According to prospect theory, the decision maker has
inherent tendencies such as risk aversion that can result in choices that do not yield the highest
expected utility. The key prospect theory heuristics relevant to this study are: a reliance on
reference points, a preference for certainty, and risk aversion.
Intertemporal choice theory extends prospect theory into the dimension of time. In
addition to reference point, certainty and risk aversion biases, according to this theory, decision
makers tend to focus on immediate risks and benefits, rather than those with negative or positive
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consequences in the future (Loewenstein & Prelec, 1992). In the domain of privacy tradeoffs,
this implies a tendency to focus more on short-term risks and benefits rather than those realized
in the future.
Research Questions
In light of these technology and privacy issues, the research questions driving this study were:
-

“How rational are LBS consumers’ information disclosure behaviors?”
“What are some of the heuristics that affect decisions to adopt LBS?”

Conduct of the Research Study
To determine the relevance of prospect theory heuristics to risk-benefit tradeoff decisions, a
privacy calculus based research model was developed to measure the relevant variables. The
measurement instruments for these variables were based on prior studies and adapted to the
particular needs of this study.
Most of the research hypotheses were supported by the data. The privacy paradox persists
as the research model only explained approximately 10 percent of the LBS user disclosure
behavior. Mobile users’ information privacy concern was a significant predictor of user intent to
share personal and location data. While previous research has emphasized the role of primarily
financial privacy in the mobile commerce context, a focus on personal safety issues in the LBS
context appears to have significantly different effects on user intent and actual disclosure
behavior.
The essay will present the key theories relevant to this study, followed by the research
hypotheses, the research method and design, the data analysis, a discussion of the results and
limitations, then the areas for future research.
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THEORETICAL FOUNDATIONS
The most widely adopted theoretical lens used to interpret economic decision-making is the
school of thought summarized as rational economics. According to rational economic theories,
decision makers focus on achieving a primary goal of maximizing their return – receiving the
most benefits at the least cost possible. Another theoretical lens for interpretation is ‘heuristics,’
problem-solving that does not necessarily have a focus on maximizing return. Perhaps the most
widely-used theoretical lens for examining privacy tradeoffs of risks versus benefits in
information systems research is privacy calculus. According to privacy calculus, the decision
maker is expected to rationally seek the maximum benefits while accepting the least risk of a
privacy violation. The role of heuristics in this research context has been less examined and this
study was intended to add to the limited body of research.
Expected Utility
The economics-based expected utility theory (Friedman & Savage, 1952) proposes that decision
makers are rational and perceive a linear relationship between costs and benefits that yields a
change in the decision maker’s level of utility. According to expected utility theory, a decision
maker rationally compares the costs and benefits associated with a proposition that will affect
their overall level of utility. They then choose the option providing the highest level of expected
utility – the most benefits at the least cost. If expected utility theory applies to the decision to
adopt or not adopt a previously unused LBS, the decision maker considers only the risks or
benefits that will be added to the decision maker’s current utility equilibrium, without regard for
earlier gains or losses in utility. The rational decision maker should be free of bias, lacking in
preferences between certainty and uncertainty, the sizes of gains or losses, and the timeframe
under consideration – short or long term. The choice that is made should only reflect a singular
focus on the maximization of utility.
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Privacy Calculus
Prior research has established that consumers rely on the expected utility based ‘privacy
calculus’ (Dinev et al., 2006; Laufer & Wolfe, 1977; H. Xu et al., 2010) when facing benefit
versus risk tradeoff decisions regarding information systems that leverage personal information.
According to privacy calculus, the decision maker evaluates a variety of situation-dependent
risks and benefits before making their choice to either disclose or not disclose personal
information in exchange for the potential benefits offered. Expected utility theory posits that the
decision maker can accurately assess the probability and impact of a loss. In the context of LBS
on mobile computing devices, the assessment of loss probabilities and impacts appears an area
worth examining.
Bounded Rationality
Expected utility theory describes ‘rational economic man,’ and has been useful in many fields of
research within economics and beyond. An alternative approach, ‘bounded rationality,’ was put
forth by Simon in 1955. Simon’s central critique of expected utility theory is the actual
computations a rational economic actor should undertake before making an economic choice
would be so complex as to exceed the cognitive resources of most humans.
“If we examine closely the ‘classical’ concepts of rationality outlined above, we see
immediately what severe demands they make upon the choosing organism. The organism
must be able to attach definite pay-offs (or at least a definite range of pay-offs) to each
possible outcome. This, of course, involves also the ability to specify the exact nature of
the outcomes – there is no room in the scheme for ‘unanticipated consequences.’ The
pay-offs must be completely ordered – it must always be possible to specify, in a
consistent way, that one outcome is better than, as good as, or worse than any other.”
(Simon, 1955, p. 104)
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Simon’s alternative approach describes bounded rationality, wherein the economic actor,
limited in resources for information collection and analysis, seeks an acceptable rather than an
optimal outcome that yields more benefit than cost. Incorporating Simon’s concepts, this study
presupposed that a theory not grounded in rational economics would be an appropriate lens for
examining LBS user privacy tradeoff decisions.
Prospect Theory
Prospect theory was developed in numerous studies of actual decision-making regarding
prospects offering uncertain and risky returns (Kahneman & Tversky, 1979). Prospect theory
describes certain heuristics that influence individual decision-making across a wide variety of
costs-benefit tradeoff situations. Specifically, this theory posits that a decision maker’s reference
point heuristic strongly impacts their reasoning. When faced with sequential decisions to make,
the ‘reference point heuristic’ posits that the decision maker will take into account a ‘reference
point.’ This point has been established in reference to an earlier state of utility and the decision
maker responds by seeking to add or subtract utility in an effort to return to the earlier,
equilibrium state of utility. In accordance with the prospect theory’s reference point heuristic, the
decision maker’s considerations of existing risks and existing benefits are posited to decrease the
perceived risks and benefits that accompany the use of a new LBS app. In the financial decisionmaking context, this reference point heuristic can result in a course of action intended to
‘convert’ a sunk cost into an investment, a rational impossibility.
Prospect theory studies have also found support for non-linear heuristics involving
preferences against loss and uncertainty. Expected utility theory would posit no difference in
decision outcome for the following risky propositions as the expected payoffs are identical:
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Table 6 - Risky Prospects Table
Betting stakes
Proposition A
Proposition B

$ 10
$ 10

Probability of
winning
5%
25 %

Jackpot amount
$ 205
$ 45

Expected payoff
$5
$5

Instead of there being no difference in the decision outcomes, prospect theory researchers have
found very strong tendencies for decision makers to select Proposition B due to its much higher
probability of winning than Proposition A. However, when decision makers must respond
sequentially to risk propositions, a reference point heuristic can affect subsequent decisions. For
example, if a decision maker first chooses Proposition B and loses their $10 stake, they tend to
choose Proposition A in the subsequent decision. Extensive research has indicated that the
decision maker views their position after the initial proposition did not yield a positive result to
be a position of loss. Using the earlier position as their reference point, the decision maker then
tends to accept higher risk/higher reward propositions in an effort to return to the ex-ante
position.
Intertemporal choice theory extends prospect theory into the dimension of time. In
addition to reference point, certainty and risk aversion biases, decision makers favor immediate
benefits, while preferring costs to be incurred in the future (Loewenstein & Prelec, 1992). In the
domain of privacy tradeoffs, this implies a tendency to focus more on short-term benefits rather
than those realized in the future. Immediate negative consequences are to be avoided or deferred
to a future date.
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RESEARCH HYPOTHESES

Figure 7 - Research Model
Based on the above review, we present a privacy calculus based research model, integrated with
prospect theory and intertemporal choice to explain intention and actual disclosure of personal
information in LBS (Figure 7). The core of this model is privacy calculus, describing the riskbenefit tradeoff for consumers considering a decision to disclose personal and location data in
exchange for the potential benefits of using a LBS.
Additionally, the prospect theory considerations of perceived probability, impact and
time of a potential location privacy violation are posited to affect the perceived risks of
information disclosure and to moderate the effect of perceived risks on information disclosure
intention.
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Reference Points
Perceived Benefits of Information Disclosure
The perceived benefits of using a new LBS app are expected to positively influence intention to
disclose personal and location data. One LBS benefit is ‘locatability’ which reflects the technical
capability to precisely determine the user’s location by triangulating the position of their mobile
device using radio signal emissions. These location-sensing technologies provide accurate user
geographical positioning to within a few meters (Adusei et al., 2004b), thereby enabling LBS
apps that rely on user proximity to provide geographically specific, timely access to relevant
resources. This ‘right time, right place’ quality of locatability is an important type of LBS benefit
(H. Xu et al., 2010).
A second LBS benefit is the ability to uniquely tailor products, content and services to the
individual, known in the literature as ‘personalization’ (Liang, Lai, & Ku, 2006). Personalization
has been identified as an important type of perceived benefit in previous studies (H. Sheng, F. F.H. Nah, & K. Siau, 2008). In the LBS context, personalization is the extent to which the LBS
can be tailored to the user’s activity contexts, preferences and needs (H. Xu et al., 2010). Mobile
devices such as smartphones lend themselves to personalization as each has a user-associated
subscriber identity module (SIM) card. Also, the mobile computing device is typically kept close
to the user’s person while they are moving beyond the walls of their home, lending itself to
providing highly context-specific benefits.
Perceived Risks of Information Disclosure
We posit that although the mobile device disclosure decision involves a tradeoff between costs
and benefits, this relationship is nonlinear in the minds of consumers, as implied by the privacy
paradox; users describe the cost in privacy as larger than the benefits from sharing information,
yet they share their information.
58

Earlier studies have examined online consumer willingness to disclose personal
information using a prospect theory lens to examine the nonlinear cost-benefit outcomes of
consumer disclosure behavior (Alessandro Acquisti & Gross, 2006; Mothersbaugh, Foxx, Beatty,
& Wang, 2012). Therefore, we also integrate relevant aspects of prospect theory (Kahneman &
Tversky, 1979) and intertemporal choice (Loewenstein & Prelec, 1992) in a model that gives
insight into consumers’ decision-making as they trade off the costs and benefits of disclosing
personal and location data through mobile devices.
Together, these behaviors describe a reference point heuristic with implications for
decisions by LBS users to disclose personal location data over mobile devices. When considering
a LBS app that presents uncertain gains and losses, the decision maker can be expected to use
reference points relative to the benefits and risks offered by the app. As a result, a high level of
existing risk is expected to decrease the perceived privacy risk of using a new app. Regarding
benefits, a high level of existing benefits is expected to decrease the perceived benefits
associated with a new app.
H1a: (Risk Reference) Existing risks decrease the perceived risks of using a new LBS
app.
H1b: (Benefit Reference) Existing benefits decreases the perceived benefits of using a
new LBS app.
In addition to their expected influence on perceived risks and benefits associated with the LBS
app under consideration, the existing risks and benefits are expected to at least partially
‘overshadow’ the new benefits and risks of the app. As a result, existing risks and benefits of
LBS are expected to decrease the decision maker’s intent to disclose personal information. For
users already using similar LBS apps, there may be a perception that a new LBS app can only
marginally affect the overall level of LBS-related risks and benefits.
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H2a: Existing risks decrease intent to disclose personal information.
H2b: Existing benefits decrease intent to disclose personal information.
Heuristics
Financial privacy violations are a staple of stories regarding the risks of using information
technology. Statistics indicate that financial privacy violations, such as crimes resulting from
identity theft, are widespread. In comparison, media reports of crimes resulting from personal
location privacy violations are relatively rare, but receive attention when the consequences are
severe. As a result, it is expected that perceptions of an increased probability of a personal
location data violation will have a strongly negative, indirect impact on LBS user intent to
disclose personal information.
H3a: (Probability) The perceived probability of a location privacy violation increases
perceived privacy risk.
H3b: (Probability Moderation) The perceived probability of a location privacy violation
increases the negative impact of perceived privacy risk on intent to disclose personal
information.
While media stories reporting personal location privacy violations are relatively rare, the
consequences for the affected LBS user are severe in these stories (BBC, 2012a). As a result, it is
expected that a high level of perceived impact of a personal location data violation will strongly
increase LBS user levels of perceived privacy risk and negatively affect user intent to disclose
personal information.
H4a: (Impact) The perceived impact of a location privacy violation increases perceived
privacy risk.
H4b: (Impact Moderation) The perceived impact of a location privacy violation increases
the negative effect of perceived privacy risk on intent to disclose personal information.
Intertemporal choice theory extends prospect theory into the dimension of time. In addition to
reference point, certainty and risk aversion biases, decision makers tend to focus on immediate
risks and benefits, rather than those with negative or positive consequences in the future
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(Loewenstein & Prelec, 1992). In the domain of privacy tradeoffs, this implies a tendency to
focus more on short-term risks and benefits rather than those realized in the future.
H5a: (Time) Perceived time distance of a location privacy violation decreases perceived
privacy risk.
H5b: (Time Moderation) Perceived time distance of a location privacy violation
decreases the negative effect of perceived privacy risk on intent to disclose personal
information.
Mobile Users’ Information Privacy Concerns
Given the rapid growth and development of LBS on mobile computing devices, Xu et al. (2012)
developed measures for three categories of mobile users’ information privacy concerns based on
Communication Privacy Management (CPM) theory; perceived surveillance, perceived intrusion
and secondary use of information, the latter of which is also part of the widely-used scales from
Smith et al. (1996).
These LBS-specific measures of privacy concern are expected to influence perceived
risks of a mobile IS artifact under consideration by a decision-maker. They are also expected to
reduce mobile users’ intent to share personal and location information.
Mobile users’ information privacy concern has been defined as “concerns about possible
loss of privacy as a result of information disclosure to a specific external agent” (Heng Xu,
Rosson, Gupta, & Carroll, 2012, p. 2). This study used Xu et al’s (2012) Mobile Users
Information Privacy Concerns construct modeled with three dimensions – perceived intrusion,
perceived surveillance, and secondary use of personal information. Perceived intrusion is an
invasive act that disturbs a person’s solitude and involves unwanted, general incursion of their
presence, often making the victim feel uncomfortable (Solove, 2006). Perceived surveillance
reflects the mobile user’s impression of “the watching, listening to, or recording of an
individual’s activities” (Solove, 2006), facilitated by the ubiquity of mobile phones and the
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Enhanced-911 system (Wang, Green, & Malkawi, 2002a). The third dimension, secondary use of
personal information, refers to situations where personal information is collected from an
individual for a primary purpose, but used for a secondary purpose without the individual’s
permission (H Jeff Smith, Sandra J Milberg, & Sandra J Burke, 1996). Xu et al (2012) combined
the three dimensions into a second order, formative variable. In this study, mobile users’
information privacy concern is a second order, formative variable in the final model. It was
expected that high levels of mobile users’ information privacy concern would increase perceived
privacy risks and decrease LBS user intent to disclose personal and location data.
H6a – Mobile users’ information privacy concerns will increase the perceived risks of a
LBS.
H6b – Mobile users’ information privacy concerns will decrease user intention to
disclose personal and location information in the LBS context.
Control Variables
Mobile Computing Self-Efficacy
Mobile computing self-efficacy can be defined as a belief in one’s abilities to organize and
execute courses of mobile computing actions to achieve some purpose (M. Keith, J. Babb, C.
Furner, & A. Abdullat, 2011). Previous research indicates that users higher in self-efficacy
regarding a particular technology tend to use it more than users lower in self-efficacy (Compeau
& Higgins, 1995). By including this control variable in the study, variance related to users’
perceptions of their skill with mobile devices can be measured.
Mobile Response Self-Efficacy
Mobile response self-efficacy is a belief in one’s ability to take actions that allow the mobile
computing device user to control the disclosure and dissemination of their personal and location
data. Previous research indicates that users higher in self-efficacy are more effective in learning
how to implement computing security measures than those lower in self-efficacy (M. Workman
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& Gathegi, 2005). The privacy implications of this variable make it appropriate to include in this
study.

RESEARCH METHOD
Research Subjects
The primary group sampled consisted of undergraduate business students in a university within
the southern region of the United States of America. All the students that were part of this study
attended the course in a classroom environment; none were online students. The primary
incentive for the students’ participation was extra credit in the course. Of the participants, 90.9
percent were self-described smartphone users. The percentage indicates the participants sampled
are not representative of the overall population, given the adoption rate of smartphones in the
United States. In a recent study of the American population, smartphone adoption rates for the 18
– 24 and 45 – 54 year age groups were 79% and 55% respectively. These were the two largest
age groups in this particular sample of college students and members of their social network age
30 and up, including many of their parents. Also, the study indicated that smartphone ownership
is generally higher for more educated and higher income consumers (A. Smith, 2013). The high
smartphone adoption rate for our sample may be partly attributable to the experiment’s emphasis
on LBS, a particular type of service closely associated with a hand-sized device. Other than E911, available on all mobile phones, LBS is almost exclusively used on smartphones.
We sampled college students and their larger social networks as they are a suitable target
audience for the app we have designed. A sample consisting of 49.5% college students appears
appropriate for a study of LBS on mobile computing devices; this particular demographic group
is generally more familiar with mobile services and uses them more than the general population
(Karjaluoto et al., 2005; Mark, 2004; A. Smith, 2013; Wilska, 2003).
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Snowball sampling is a technique we used to find people who had an innate interest and
motivation for using apps, as opposed to artificial motivations typical in experimental studies. To
trigger the ‘snowball effect,’ student participants were offered extra credit for their recruitment
of participants over 30 years old, allowing us to get a more generalizable sample of participants.
Additionally, because of the social networking nature of the LBS artifact, we asked participants
to specifically refer friends or family members who would be interested in the type of app that
was evaluated.
The secondary participants (50.5% of total sample) included a large cross-section of
adults; working professionals, executives, real estate agents, homemakers and teachers.
Institutional Review Board (IRB) approval was given to collect data, and human-subject
protocols were followed. As a control measure to ensure the uniqueness of the secondary
responses, the location-sensing capability of the LBS app rejected attempts to complete the
product assessment if the participant was within five miles of the university campus.
Research Design
Participants evaluated a trial version of a working, LBS app for smartphones called Sharing Tree.
This experiment consisted of a 2 x 2 x 2 full factorial; a total of 8 different treatment groups that
varied participant perceptions of the probability, impact, and time of a potential location privacy
breach (Keith, Thompson, Hale, Lowry, & Greer, 2013).
The Sharing Tree app was a prototype of an HTML5-based, LBS app formatted to fit the
majority of mobile device screens. With IRB approval, participants were led to believe that
Sharing Tree was a prototype of a production app undergoing market testing prior to its release
to the general public (Appendix 2). Like a production app, the participants were encouraged to
disclose their personal information through a registration process that would then permit them to
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use the general release version of the product later at no financial cost. If they decided not to
register for the full version of Sharing Tree, they only had to evaluate the trial version in order to
complete the study. As a result, the information disclosed is limited to the context of an initial
transaction.
The prototype app was designed to incorporate benefits and risks commonly found in
LBS apps including location, social network, financial and personal data. The app presented
participants with the opportunity to inform friends and family of nearby deals on clothing,
gasoline, and other activities by publishing ‘finds.’ A unique feature of the app was that users
could limit the sharing of their ‘finds’ to their personally selected network of fellow Sharing Tree
users, thereby protecting limited stocks, such as half-price shoes at a footwear store. Similar to
Foursquare™, the app did not include prominent advertisements that might interfere with its
utility, such as national ads for stores that are not geographically near the user.
Manipulations
Procedure and Task
To increase experimental control and quality of the results, participants were led through the
following five steps (visuals included in Appendix 4):
Step 1. Each participant used their smartphone to navigate to the website where the experimental
instructions and survey were hosted. After reading an IRB-approved cover letter that was
modified to deceive participants into believing they are helping an external marketing firm to
pre-test an upcoming mobile app, they were visually introduced to the app.
Step 2. Using a randomized, counterbalanced approach, participants were randomly assigned by
the web application to one of 8 different treatments (2 levels of probability – high/low; * 2
levels of impact – high/low * 2 levels of time period – short/long term). Additionally, the control
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group participants did not receive the probability/impact/time treatment. To accomplish this, an
algorithm compared the current number of participants in each treatment group, sorted the
groups by the count of completed surveys, and then randomly assigned the next participant to
one of the groups with the lowest count. This assured both random and equal assignment to
treatments.
Step 3. Next, the treatment participants were asked to read a short mockup of a news article
where a ‘mobile privacy expert’ was interviewed about the probability, impact, and time frame
of privacy breaches over smartphones. In this step, we manipulated these variables in the article
depending on the participant’s group assignment. The source of the news story was also
manipulated to reduce any credibility bias (Grewal, Gotlieb, & Marmorstein, 1994). As a result,
each participant was assigned to one of three news sources (USA Today, [University name]
newspaper, or control [no story]), two probabilities (low 5-7% or high 60-70%), two impacts
(low - “annoyances like increased junk mail, spam email, and push notifications” or high –
“serious physical threats such as robbery and assault), and two time periods (short-term “next
few minutes or hours”, or long-term “6 – 12 months). All participants, including those who did
not receive the news story, were then asked to answer survey items indicating their perceived
probability, impact, and time frame of mobile app privacy risks in general. These measures were
used as manipulation checks.
Step 4. Next, the participants were given a link to the app and asked to follow a set of review
instructions, which included:
a. View each screen of the Sharing Tree app and test out all functionality
b. Visit the registration screen and decide what information to disclose
c. Visit the settings screen and adjust privacy settings to individual preferences
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Step 5. After viewing each of the app’s screens, participants were given a post-test survey that
included all remaining measures. Importantly, the participants were also asked to specify itemby-item which of the data they provided, if any, were deliberately inaccurate. They were not
asked to provide real data if they had previously disclosed false data. As stipulated by the IRB,
student participants were assured that their extra credit was already earned in full and would not
be taken away, even if all of the information provided was deliberately inaccurate.
In a data collection involving a large number of participants, particularly geographicallydispersed ones, reminders are used to reduce nonresponse rates in survey research. In a metaanalytical study that summarized 38 prior studies of the effectiveness of reminders in web-based
data collection, it was determined that reminders in web-based data collection increase response
rates from 49.5 percent to 65.6 percent (Göritz & Crutzen, 2012). In this study, data collection
took place over a period of fourteen days. The first reminder email was sent out at the halfway
point through the data collection phase (see Appendix 3). The second reminder was sent at the
7/8ths point. The total response rate for the student participants in this study was 83 percent.
Scale Development, Conceptual Validation, and Pilot Study
When possible, the measurement items were adapted from extant literature to improve content
validity (Straub et al., 2004). All measurement items were developed through pre-pilot, pilot and
experimental stages only and should not be considered definitive. To establish these as definitive
measurement instruments, further scale development in accordance with the psychometric
literature is required (Bagozzi & Yi, 1988; Cortina, 1993; Cronbach, 1951; DeVillis, 1991).
Prior survey items were used to measure mobile computing self-efficacy (M. J. Keith et
al., 2011), mobile response self-efficacy (Michael Workman, Bommer, & Straub, 2008),
perceived risks (M. J. Keith et al., 2010a), perceived benefits, intent to disclose, and awareness
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of privacy risks with minor modifications (H. Xu et al., 2010). Mobile users information privacy
concern was measured using adapted instruments based on the Xu et al three recently developed
sub-constructs: perceived surveillance, perceived intrusion, and perceived secondary use of data
(Heng Xu et al., 2012). Similarly, items measuring perceived benefits are modeled to include
both personalization- and locatability-based benefits (H. Xu et al., 2010). As a result, perceived
privacy costs and perceived benefits are each modeled as second order formative constructs with
first order reflective sub-constructs, similar to research on trust with mobile commerce (Vance,
Elie-Dit-Cosaque, & Straub, 2008).
Prior survey items were modified and pilot tested to measure perceived probability,
impact, and time frame of smartphone-based privacy risks (Keith et al., 2012). Actual
information disclosure was measured by capturing a true/false value representing the
participant’s decision to disclose each type of registration information (email address, first name,
last name, home address, phone number, level of education, employment experience, age,
gender, ethnicity, marital status, income range) and actual device settings (Turn location services
on/off. Store credit card data. Share personal profile with: nobody/friends only/anyone). Several
control variables were measured in addition to self-efficacy, mobile privacy concern, and
awareness of privacy risks, including whether or not the participant is a smartphone user, age,
ethnicity, employment, and education background (asked separately from the Sharing Tree app
registration page).
Manipulation Check
Several checks were either included in the system or were analyzed post-hoc to ensure that the
manipulations of the independent variables were valid and understood by the participants. First,
the system did not allow participants to continue past the news story mockup unless they spent at
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least two minutes on the page. If they tried to skip the story, they were politely asked to spend
more time studying the news article. In addition to stating their perceptions of the probability,
impact and time of a potential smartphone privacy breach, participants then completed a multiple
choice ‘quiz’ to test their recall of the news story expert’s statements regarding the probability,
impact, and time frame of smartphone privacy breaches. The participants were allowed to review
the story multiple times and all questions had to be answered correctly before proceeding.
Removing Abnormalities from the Dataset
The initial dataset collected consisted of 1098 total responses. To ensure that valid, thoughtful
responses had been collected, a systematic process of data cleaning was performed in accordance
with the recommendations of prior researchers (Van den Broeck, Cunningham, Eeckels, &
Herbst, 2005). The process consisted of detecting, diagnosing and removing data abnormalities,
meaning responses that did not appear to be the result of thoughtful consideration by the research
participant based on statistical techniques.
As part of cleaning the dataset, abnormalities had to be identified. The first method of
detection was determining the mode value of the response for every participant. The ratio of the
mode value to other values submitted by the participant was then calculated, along with
summary values for the average and standard deviation of all the participant mode values. Using
this data, the responses having a mode score percentage value exceeding the average by more
than two standard deviations were removed from the dataset. Note that a few of these mode
values were 100 percent, indicating the participant had answered every question with the same
response (e.g. answering “strongly agree” to every question). A total of 48 records were removed
in this step.
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In the next step, responses were tested for a ‘dumbbell pattern’. Records were identified
in which more than 40% of the responses were the highest available response (Strongly Agree)
and more than 40% were the lowest available response (Strongly Disagree). Three records met
these criteria and were removed from the dataset. Note that in all three records, there were very
long streaks of 1's and 7's, indicating the participant was not providing meaningful feedback.
Missing Data
In order to verify there were no missing values in the survey dataset, the COUNTIFS function in
Excel was used to establish the subtotals of the values from 1 through 7 for each of the 81
original measures. These subtotals were then summed into a total, such that every measure was
validated as having 1047 responses of only the values representing Strongly Disagree through
Strongly Agree (1, 2, 3, 4, 5, 6, and 7). A final COUNTIFS function was used to ensure that all
81 measures totaled to 1047. No data was missing for the remaining 1047 responses.

DATA ANALYSIS AND RESULTS
Validation of Measures
For reflective constructs and subconstructs, convergent validity was measured using the
reliability of individual items, composite reliability of constructs, average variance extracted
(AVE) and factor analysis. As with covariance-based structural equation modeling, a key
measure of reliability is each formative item’s loading on its construct in component-based
structural equation modeling. The AVE is a measure of the total variance captured by the
indicators of an overall construct while the remainder is measurement error. A recommended
threshold for AVE is 0.50, as described in prior literature. In this study, AVE ranged from a low
of 0.826 to a high of 0.951 for the constructs in this model, as depicted in Table 7.
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Table 7 - Correlations Table
PLS - Prospect Theory Model - Latent Variable Correlations Table
INTENT
LOCB MCSE MRSE PBEN PCPI
PCPS
PCSU
PER
PPRA PRISK
INTENT
0.940
LOCB
0.377 0.896
MCSE
0.150 0.164 1.000
MRSE
0.205 0.170 0.626 1.000
PBEN
(0.329) (0.143) 0.087 0.080 0.926
PCPI
(0.275) 0.018 (0.079) (0.214) 0.202 0.911
PCPS
(0.253) 0.002 (0.064) (0.170) 0.154 0.792 0.929
PCSU
(0.289) 0.034 (0.025) (0.185) 0.187 0.716 0.645 0.915
PER
0.394 0.700 0.212 0.192 (0.193) (0.016) (0.005) 0.014 0.894
PPRA
(0.097) (0.047) (0.058) (0.116) 0.097 0.313 0.304 0.298 (0.043) 0.951
PRISK
0.186 0.112 0.062 0.008 0.063 0.170 0.185 0.171 0.163 0.200 0.826
PVRK
(0.325) (0.120) (0.203) (0.249) 0.216 0.454 0.405 0.441 (0.151) 0.210 0.045
RIM
(0.168) 0.005 (0.000) (0.072) 0.088 0.335 0.329 0.349 0.011 0.157 0.042
RPR
(0.218) (0.069) (0.111) (0.209) 0.112 0.314 0.300 0.345 (0.074) 0.181 0.160
RTP
0.122 (0.073) (0.086) 0.016 0.072 (0.044) (0.042) (0.087) (0.045) (0.059) 0.107
*Diagonal values for reflective variables replaced with square root of Average Variance Extracted.

PVRK RIM
0.906
0.360 1.000
0.339 0.366
0.091 0.027

RPR
0.905
0.006

RTP
0.854

Formative Constructs
Given that the relationships of indicators in a formative construct must be considered as
hypotheses to be evaluated, the outer weights of the constructs with formative indicators were
tested and exhibited significant relationships with their corresponding constructs (Petter, Straub
and Rai, 2007; Edwards and Bagozzi, 2000). The one exception was the MCSE5 item’s
relationship with the Mobile Computing Self-Efficacy construct, demonstrating a t-score of
1.427 (p-value 0.16, 2-tailed) in the Prospect Theory model and 1.548 (p-value 0.12, 2-tailed) in
the Social Exchange model as seen in Table 8. Given the nearly 85 percent probability that
MCSE5 is a component of the construct for both models and that the meaning of the construct
could be changed without this formative indicator, it was retained (Cenfetelli & Bassellier, 2009)
MacCallum and Browne, 1993; Jarvis et al. 2003). Additionally, the retention of such a
formative indicator is appropriate for a more holistic test of the research model (Diamantopoulos
& Winklhofer, 2001).

71

Table 8 - Weights of Formative Indicators
OUTER WEIGHTS - Prospect Theory Model- Formatives - Bootstrap with 1047 resamples
Original
Sample Standard Standard
Individual
Error
Sample
Mean
Deviation
SELF-EFFICACY
Measures
- Mobile Computing
MCSE1 <- MCSE
0.168
0.158
0.077
0.077
- Mobile Computing
MCSE2 <- MCSE
0.400
0.405
0.074
0.074
- Mobile Computing
MCSE3 <- MCSE
0.427
0.435
0.066
0.066
- Mobile Computing
MCSE4 <- MCSE
0.160
0.152
0.064
0.064
- Mobile Computing
MCSE5 <- MCSE
0.110
0.097
0.077
0.077
- Mobile Response
MRSE1 <- MRSE
0.153
0.152
0.037
0.037
- Mobile Response
MRSE2 <- MRSE
0.211
0.208
0.028
0.028
- Mobile Response
MRSE3 <- MRSE
0.231
0.229
0.025
0.025
- Mobile Response
MRSE4 <- MRSE
0.270
0.272
0.029
0.029
- Mobile Response
MRSE5 <- MRSE
0.340
0.343
0.035
0.035
Risk - Impact of breach
RIM1 <- RIM
0.331
0.331
0.029
0.029
Risk - Impact of breach
RIM2 <- RIM
0.439
0.439
0.024
0.024
Risk - Impact of breach
RIM3 <- RIM
0.436
0.436
0.021
0.021

T-score
2.171
5.410
6.466
2.496
1.427
4.122
7.664
9.292
9.369
9.676
11.306
18.171
20.410

Multitrait-MultiMethod (MTMM) Table
The Multitrait-MultiMethod (MTMM) table indicates that all constructs have significant
correlation with their related, formative indicators. Note that only one method of observation was
used; data collection through an online survey. As a result, the table includes only the correlation
matrix between all the formative indicators of the latent constructs. The complete table is
included as Appendix 5.
Reflective Constructs - Reliability
All reflective constructs and their corresponding measures were evaluated for reliability using
IBM PASW/SPSS v.18. The first reliability concern was Risk – Time in the Prospect Theory
model with an initial Alpha score of 0.606. Subsequently, RTP3R was dropped and Cronbach’s
Alpha rose to 0.648 using RTP1 and RTP2 only. A reliability score above 0.60 for a construct
with reflective indicators in exploratory research is considered acceptable (Bagozzi & Yi, 1988;
Nunnally, 1978).
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For the construct with reflective indicators to measure the perceived surveillance
dimension of privacy concern (PCPS), the wording for the PCPS1 measure may have been
unclear to the research participants; “In general, I believe that the location of my mobile device is
monitored at least part of the time.” The initial loading for this measure was 0.32 resulting in its
removal from the model. Once PCPS1 was removed, the remaining loadings for PCPS2 and
PCPS3 were 0.931 and 0.927 respectively. All measurement items can be reviewed in Appendix
6.
An Exploratory Factor Analysis (EFA) of all reflective constructs was conducted with
IBM PASW/SPSS v. 18 using a Promax rotation, Kaiser normalization and Principal Axis
Factoring. Given the results of the analysis, no measures were eliminated. A significance test of
the item loadings on their related constructs in SmartPLS 2.0 for all reflective measures in the
Prospect Theory and Social Exchange Theory Models respectively was conducted using a
bootstrap with 1047 resamples (Yung & Bentler, 1996).
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OUTER LOADINGS - Reflective Measures -Bootstrap with 1047 resamples
Original Sample Deviation Standard
(STDEV)
Sample
Mean
Error
PRIVACY CONCERN
T-score
- Perceived Intrusion
PCPI1 <- PCPI
0.9106
0.91
0.0077
0.0077 118.5314
- Perceived Intrusion
PCPI2 <- PCPI
0.9351
0.935
0.0058
0.0058 162.4827
- Perceived Intrusion
PCPI3 <- PCPI
0.8879
0.8876
0.0106
0.0106 83.6415
- Perceived Surveillance PCPS1 <- PCPS
0.3415
0.3404
0.0616
0.0616
5.5453
- Perceived Surveillance PCPS2 <- PCPS
0.9327
0.932
0.0069
0.0069 135.5161
- Perceived Surveillance PCPS3 <- PCPS
0.9221
0.921
0.0084
0.0084 109.7732
- Secondary Use
PCSU1 <- PCSU
0.9027
0.9026
0.0098
0.0098 92.2988
- Secondary Use
PCSU2 <- PCSU
0.9191
0.9191
0.0072
0.0072 127.0943
- Secondary Use
PCSU3 <- PCSU
0.9222
0.9222
0.0063
0.0063 147.2847
Privacy Risk Awareness PPRA1 <- PPRA
0.9649
0.965
0.0293
0.0293 32.9864
Privacy Risk Awareness PPRA2 <- PPRA
0.936
0.9309
0.0281
0.0281 33.3397
Prior Benefits
PBEN1 <- PBEN
0.9247
0.9245
0.0086
0.0086 107.7635
Prior Benefits
PBEN2 <- PBEN
0.9194
0.9189
0.0107
0.0107 85.7057
Prior Benefits
PBEN3 <- PBEN
0.934
0.9339
0.0076
0.0076 123.6096
Prior Risks
PPR1 <- PRISK
0.8279
0.739
0.2053
0.2053
4.0316
Prior Risks
PPR2 <- PRISK
0.8135
0.7056
0.2652
0.2652
3.0678
Prior Risks
PPR3 <- PRISK
0.8338
0.7541
0.2359
0.2359
3.5352
Prior Risks
PPR4 <- PRISK
0.8294
0.7471
0.2318
0.2318
3.5781
Probability of Violation RPR1 <- RPR
0.9076
0.9075
0.0105
0.0105 86.0826
Probability of Violation RPR2 <- RPR
0.9033
0.9031
0.0111
0.0111 81.1196
Time of Violation
RTP1 <- RTP
0.7721
0.7531
0.1621
0.1621
4.7639
Time of Violation
RTP2 <- RTP
0.9285
0.8953
0.127
0.127
7.3116
Personalization Benefits PER1 <- PER
0.8768
0.8758
0.0124
0.0124 70.6569
Personalization Benefits PER2 <- PER
0.9034
0.9027
0.0091
0.0091 99.7162
Personalization Benefits PER3 <- PER
0.9024
0.9021
0.0078
0.0078 115.9283
Locatability - Benefits
LOC1 <- LOCB
0.8747
0.874
0.0128
0.0128 68.3957
Locatability - Benefits
LOC2 <- LOCB
0.8981
0.8977
0.01
0.01 89.3876
Locatability - Benefits
LOC3 <- LOCB
0.9152
0.915
0.0074
0.0074 124.0513
Perceived Privacy Risks PVRK1 <- PVRK
0.8827
0.8821
0.01
0.01 88.6297
Perceived Privacy Risks PVRK2 <- PVRK
0.9216
0.9217
0.0057
0.0057 162.4922
Perceived Privacy Risks PVRK3 <- PVRK
0.9128
0.9123
0.0076
0.0076 119.6982
Intent to Disclose
INTD1 <- INTENT
0.9357
0.936
0.0053
0.0053 177.2982
Intent to Disclose
INTD2 <- INTENT
0.9462
0.9461
0.0048
0.0048 196.3651
Intent to Disclose
INTD3 <- INTENT
0.9389
0.9387
0.0057
0.0057 163.4385

Reflective Constructs - Discriminant Validity Testing
In the correlation matrix for the Prospect Theory and Social Exchange Theory models, the square
roots of the AVE’s for reflective constructs were substituted for the intersection cells with
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correlation equal to 1.0 (Table 7). All comparisons of the square roots of the AVE’s and
correlation values indicated differences of at least an order of magnitude (Straub et al., 2004).
Analysis Approach
Testing the Structural Model
Construct validity is defined as the extent to which the operationalization of a construct measures
what it is supposed to measure (Cook and Campbell, 1979). To determine construct validity, we
considered (1) convergent validity and (2) discriminant validity of the model. To determine the
significance of each estimated path, a standard bootstrapping procedure was applied with 1047
resamples, consisting of the same number of cases as in the sample (Yung & Bentler, 1996).
Results of Hypothesis Testing
We analyzed our path model using Partial Least Squares – Structural Equation Modeling (PLSSEM) based on SmartPLS 2.0M3 (Ringle, Wende, & Will, 2005). While the sample size was
larger than is customary for PLS, we chose it based the inclusion of formative constructs and
considerable development of new theory (Chin, Marcolin, & Newsted, 2003; Fornell &
Bookstein, 1982). All measurement items were standardized and Chin et al.’s (2003) productindicator approach was used for measuring the interaction effects.
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Privacy
concern

-.20***

Probability

n.s.

Impact

Privacy risk
awareness

.13***
.17***

.35***
n.s.
-.07*

Time
.12***

.12

Perceived
privacy risks
R2 = 32.8%

Existing risks

.19***

Existing benefits

- .22***

- .18***

n.s.

- .11***
Intent to
disclose
R2 = 39.5%

Perceived
benefits
R2 = 3.3%

.31***

Actual disclosure
R2 = 9.9%

.32***

Figure 8 - Results of hypothesis testing
Figure 8 summarizes the hypothesis testing of the theoretical model. The path
coefficients (β – betas) are on the paths between constructs, along with asterisks indicating level
of significance (if any). Significance was estimated using a bootstrap technique with the number
of resamples equal to total size of the sample (n = 1047). The explanatory power of the model is
assessed through the r-square scores – the amount of variance accounted for – and the latent
variable path scores. There are three paths between constructs that do not account for a
significant level of variance: privacy risk awareness > perceived privacy risks, and the
hypothesized interaction effects of probability and impact of a potential privacy breach on the
path from perceived privacy risks > intent to disclose personal information. All other paths
between constructs were found to have significance.

DISCUSSION AND IMPLICATIONS
Implications for research
Typical studies of privacy relevant, risk-benefit tradeoffs in the IS context have examined only
the risks and benefits directly associated with the decision to adopt the IS artifact. In this study,
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user perceptions regarding their existing risks and benefits in the LBS context were also
significant predictors of the decision maker’s intent to disclose personal information.
Additionally, user perceptions of existing risks and benefits indicated a significant reduction in
the perceived risks and benefits expected to accrue from adopting the LBS artifact. These results
suggest that decision makers rely on reference points when considering the adoption of an IS
artifact, as projected using prospect theory.
The results of this study also imply the strong reactions of decision makers to the
prospect theory variables describing the probability and impact of a potential breach of personal
and location privacy. When evaluating the LBS artifact, users reacted strongly to increased
probabilities of a location privacy breach, demonstrating a positive and significant path
coefficient from probability to perceived privacy risk of 0.13 (p < 0.001). Regarding the prospect
theory suggested variable of the potential impact of a location privacy breach, results indicate
decision makers strongly reacted to this variable as well, with a significant path coefficient from
impact to perceived privacy risk of 0.17 (p < 0.001). These non-linear responses to the
probability and impact of a potential location privacy breach indicate the relevance of the
associated heuristics for researchers examining LBS user privacy decision-making.
An earlier study based on prospect theory examined a similar set of relationships between
variables as the set that makes up this research model (Keith et al., 2012). However, the earlier
study examined LBS user decisions regarding potential financial privacy consequences rather
than the personal safety and well-being violations consequences that can be associated with a
violation of location privacy. Another significant difference between these studies is the
measures used to examine mobile users’ information privacy concerns. The current study
implemented a multi-dimensional, formative construct that appears to have strong explanatory
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power in the LBS decision-making context (Heng Xu et al., 2012). Perhaps this strengthened
tool for measuring privacy concern accounts for some of the strong path coefficients observed in
this study. Mobile users’ information privacy concerns relationship to user intent to disclose
information is significant with a path coefficient of -0.20 (p < 0.001). This strongly suggests that
user intent to disclose is diminished for a decision maker with heightened privacy concern.
Another aspect of the multi-dimensional measure of mobile users’ information privacy
concern is its impact on the user’s perception of privacy risks. While the prospect theory
variables of probability, impact and time of a potential location privacy breach have previously
been demonstrated to significantly affect perceived privacy risks (Keith et al., 2012), the path
coefficient of privacy concern alone (0.35, p < 0.001) is nearly equal to the path coefficients of
all three prospect theory variables combined (0.13, 0.17, 0.12 respectively with p < 0.001 for all
three). This suggests that future empirical research of the perceived privacy risks associated with
adopting a LBS is enhanced by using the mobile users’ information privacy concern instruments.
It should be noted that the high values for privacy concern observed in this study may be related
to the personal safety and well-being related aspects of a potential privacy breach. In a study
emphasizing the financial aspects of a potential privacy breach, privacy concern would likely
provide less explanatory value in line with previous research.
A motivation for this study was to isolate variance regarding time and its effects on
perceived privacy risks and its effect as a moderator of the relationship between perceived
privacy risks and the decision maker’s intent to disclose personal and location data. In a previous
study based on prospect theory, it was hypothesized that users would react more strongly to a
potential privacy breach occurring in the short-term than one occurring further in the future
(Keith et al., 2012). This hypothesis was based on the intertemporal choice heuristic
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(Loewenstein & Prelec, 1992), an extension of prospect theory. Instead, in both the prior
prospect theory study and in this one, an opposite and significant effect was observed; user
perceptions of privacy risk and their intent to disclose personal and location data increase
strongly in response to future breaches, rather than immediate ones. This repeated violation of
intertemporal choice theory in the LBS decision-making context warrants future research.
Regarding two of the covariates in this study’s research model, mobile response selfefficacy and mobile computing self-efficacy, these variables significantly reduced the decisionmaker’s perceptions of privacy risk. A secondary finding was the study participants younger than
25 years of age exhibited significantly higher scores for these variables than participants 25 years
of age or older (p < 0.001). This implies that younger participants, believing in their superior
ability to manage their mobile computing devices and privacy-related controls, may believe they
are at less risk of location privacy breaches. These beliefs may lead them to share more personal
information in a LBS context than users age 25 or older. These findings may merit further
privacy research regarding age differences in mobile computing.
Theoretical Contributions and Practical Implications
This is one of the few studies in IS privacy research that measures and attempts to predict actual
user behavior on a functional artifact. Practitioners are expected to adjust their products to
accommodate the tendency of users to rely on heuristics in decisions under risk. In the LBS
context, users appear to be particularly concerned for their privacy, given the potential
consequences for their personal safety. This heightened concern for privacy results in enhanced
perceptions of privacy risk and decreased intent to disclose personal and location data. For
practitioners seeking to collect personal and location data from LBS users, a significant emphasis
on alleviating privacy concerns appears warranted.
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Post-Hoc Analysis
Participant data was grouped by age and analyzed for significant differences, with the data
almost evenly divided between participants under age 25 (n = 518) and age 25 or over (n = 529).
The single most significant finding was that for the older participants, perceived privacy risk is
not a significant predictor of their intent to disclose personal and location data; a finding with
significant implications for privacy calculus. For the younger participants, perceived privacy risk
had the expected negative impact on intent to disclose personal and location data (path score 0.23, p < 0.001).This was an unexpected finding and presents some interesting possibilities for
future research. It may reflect that the younger participants, overwhelmingly traditional,
undergraduate university students (88%), may feel more vulnerable as they walk a great deal in
public spaces, often on nights and weekends. It may also reflect their parents’ advice to exercise
caution when away from the home in which the student grew up.
A secondary finding was the younger participants exhibited significantly higher scores
for Mobile Computing Self-Efficacy and Mobile Response Self-Efficacy (p < 0.001), leading to
lower perceived privacy risk scores for the younger participants. This is an area that merits
further research.
Independent Variable

Dependent
Variable

Age 25+
group

Sub25
group

n.s.
0.43
-0.23
0.38
n.s.

Full
Sample –
PLS path
score
-0.15
0.39
-0.19
0.36
n.s.

Privacy Risk (PVRK)
Benefits
Privacy Concern
Privacy Concern
Prior Privacy Risks
Awareness
Prior Risks
Mobile Response SelfEfficacy

Intent
Intent
Intent
Privacy Risk
Privacy Risk
(PVRK)
Privacy Risk
Privacy Risk

-0.08
-0.07

-0.07
-0.08

n.s.
-0.12
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-0.23
0.36
-0.19
0.29
n.s.

Mobile Computing Self- Privacy Risk
Efficacy
Prior Benefits
Benefits
PVRK * Time
Intent to Disclose
PVRK * Probability of
Intent to Disclose
Risk
Table 9 - Age groups comparison

-0.12

-0.11

-0.15

-0.23
0.11
-0.09

-0.18
0.13
n.s.

-0.12
0.16
n.s.

CONCLUSIONS
The purpose of this study was to examine mobile computing users’ information sharing behavior
in the LBS context. The study was designed to identify possible risk-related heuristics that apply
to risk-benefit tradeoff decisions in this context. A theoretical model consisting of reflective and
formative constructs was empirically tested against a large cross-section of participants (n =
1047). The research model, grounded in privacy calculus, allowed us to observe actual LBS user
decision-making behavior as the subjects considered risk-benefit tradeoffs using an actual IS
artifact.
Results suggest that multiple prospect theory heuristics influence privacy tradeoff
decisions under risk. Additionally, a multidimensional, mobile computing specific construct for
measuring privacy concern provides additional insight regarding user perceptions of privacy
concern, privacy risks, and intent to disclose personal information. While earlier studies of riskbenefit tradeoffs based in prospect theory have also examined privacy in the mobile commerce
context, this study’s emphasis was on the personal safety and well-being implications of a
potential location privacy breach. The results suggest that mobile users’ privacy concern is
relatively stronger in the context of a LBS that provides social and economic features than in the
context of a primarily economic LBS. An unexpected result of this study was that users respond
more strongly to long-term privacy breach risks than to immediate risks. The results provide
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preliminary evidence that there may be significant variance in perceptions of privacy risk related
to individual beliefs regarding self-efficacy. This may be an area for future research.
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CHAPTER 4 – ESSAY 3 – SOCIAL EXCHANGE MODEL
A Social Exchange Model of Location-Based Services Privacy Disclosure
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ABSTRACT
Researchers studying information systems consumers’ behavior have identified a ‘privacy
paradox’; disclosure of personal information is significantly higher than their intent to disclose it.
According to prior research, location-based services users consider costs and benefits when
deciding whether to disclose their personal location information. Researchers have separately
established theories based in rational economics and decision-making heuristics as suitable
lenses for examining these disclosure decisions. This study proposes a theoretical model
grounded in social exchange and commitment-trust as a predictive tool for location-based
services user information disclosure intentions and behavior. In this study, the context of privacy
was framed in terms of potential location information misuse having consequences to one’s
personal safety and well-being. A field experiment using a trial version of a mobile computing
application was conducted with a total of 1047 research participants with an average age of 36.
Results indicate non-economic costs and benefits are significant predictors of mobile users’
83

intention to disclose personal and location behavior as the antecedent variables explained 54.1
percent of the variation in intention. Additionally, the social exchange based costs and benefits
have a significant impact on relationship commitment, a strong predictor of information
disclosure intent in this model. The privacy paradox persists; the predictive model accounts for
just 9.9 percent of the variance in the actual information disclosure variable. Overall, these
results indicate privacy researchers and location-based services providers should consider social
exchange and commitment-trust theory factors when analyzing and designing these services.
KEY WORDS AND PHRASES: commitment-trust, expected utility, geolocation, location-based
services (LBS), mobile computing, mobile users information privacy concerns, personal safety,
privacy calculus, privacy paradox, social exchange, well-being.

INTRODUCTION

Figure 9 - Growth of mobile information exchange
84

“According to a new forecast from the International Data Corporation (IDC) Worldwide
Quarterly Mobile Phone Tracker, smartphone shipments are expected to grow 32.7%
year over year in 2013 reaching 958.8 million units, up from 722.5 million units last
year. 2013 will mark the first year that smartphone shipments surpass those of feature
phones, with smartphones expected to account for 52.2% of all mobile phone shipments
worldwide. This trend will continue for years to come as demand for mobile data and
handheld computing spreads across both developed and emerging markets. Emerging
markets will account for 64.8% of all smartphones shipped during 2013, which is up from
43.1% in 2010.” (IDC, 2013)
As indicated in Figure 9, the most rapidly growing field in information and communication
technology (ICT) is the mobile sector. According to the International Telecommunications Union
(ITU), from 2001 to 2011, the number of mobile cellular telephone subscriptions worldwide
grew approximately fivefold to 85.7 per 100 inhabitants. Mobile broadband, the key technology
supporting LBS on mobile computing devices, was first measured in this annual survey in 2007.
From 2007 to 2011, mobile broadband subscriptions grew approximately threefold to 15.7 per
100 inhabitants (ITU, 2012). According to a recent report, in early 2013, the number of mobile
broadband connected devices (smartphones, tablets and laptops) exceeded 7 billion - Earth’s
entire population (Census-Bureau, 2013; Janulaitis, 2013). Given the rapid growth of mobile
broadband and with smartphone sales eclipsing feature phone sales worldwide, mobile
computing will constitute a significant portion of all computing in the near future.
A key difference between (mobile) feature phones and smartphones is the computing
power of smartphones that allows them to run software programs suited to a device that easily
fits in the human hand. In addition to mobile versions of software for familiar applications such
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as email and web browsing, smartphones include technologies that use real-time location data to
provide Location-Based Services. Governmental mandates were the original impetus for
Location-Based Services (LBS) - telecommunication services that rely on an accurate
determination of the user’s geographic location to provide value-added services (Adusei et al.,
2004b; H. Xu et al., 2010). Once the technical capability to accurately determine a user’s current
location was established, commercial enterprises began offering LBS that provide driving
directions, business locations, and the real-time location of friends.
“Consumers’ privacy has taken a big hit over the past year. Identity theft is up,
according to our latest national State of the Net survey. Google and Facebook are
expanding their reach into more and more corners of people’s online lives. And clashes
are escalating over hot-button issues such as privacy controls, data mining, and online
privacy.” (Consumer-Reports, 2012)
The rapid adoption of these services and LBS-enabled smartphones has sparked an urgent
need to examine information privacy in a mobile context. Formerly, online service providers
knew only that a particular user was online, without a clear indication of their location. In
contrast, LBS providers have synchronous location data, providing a greater level of information
richness and privacy risk (M. J. Keith et al., 2011). As a result, the IT artifacts of interest in this
study are LBS-enabled smartphones and the apps they support.
The LBS are saving users time and money, but at the cost of their privacy. Whereas
privacy exposure in the context of online shopping entails the possibility of a credit card or bank
account compromise, a location information privacy exposure could lead to being accosted at
work, in a restaurant, or even at home. An example of this threat change is an incident in which a
17-year-old girl in Australia helped her grandmother inventory a large amount of paper currency
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in the grandmother’s Sydney home and posted photos of the cash to her Facebook account. That
same day, using geolocation data, armed and masked men entered the home of the girl’s parents,
demanding the cash (BBC, 2012a). A second example of the very real risk that accompanies
sharing of personal location data is an incident involving a young woman traveling alone and
posting her travel plans in a public blog. She was using the trip to raise funds for charity and
ended up being assaulted at one of her announced travel stops (Manchir & Deardorff, 2012).
This very personal, physical dimension of privacy risk highlights the need for research in this
area.
Theoretical Motivation
The ‘privacy paradox’ refers to the frequently observed tendency of consumers to disclose high
levels of personal information, but low levels of intent to disclose personal information
(Alessandro Acquisti & Gross, 2006; Awad & Krishnan, 2006; Dinev & Hart, 2006b; Jorstad,
2000; Spiekermann et al., 2001). Some have argued that such a phenomenon may not exist if
researchers better understood the real costs and benefits that factor into the disclosure decision
(Keith et al., 2012). This study was intended to observe and measure consumers’ intentions and
actual behaviors regarding the disclosure of personal information in exchange for the benefits
offered by LBS. This research was conducted in response to calls for studies of actual privacy
behavior (Bélanger & Crossler, 2011; H. J. Smith et al., 2011), as opposed to the majority of
privacy studies that measure only behavioral intentions. By measuring both intent and actual
behavior, the role of social exchange related antecedent factors identified in earlier research
could be tested for relevance in this IS usage context.
According to expected utility theory, a rational decision maker will choose the course of
action yielding the highest expected utility, the maximum level of benefits that can be obtained
87

in exchange for the least level of costs (Friedman & Savage, 1952). As a result, a privacy
paradox should not exist as users self-report that costs, in the form of personal information
shared, exceed benefits. If expected utility theory was fully supported in the mobile computing
context, users would not adopt LBS, given the results of prior research studies indicating low
intent to disclose personal information.
Expected utility theory, an approach based on comparisons of costs and benefits has a
related theory based on comparisons of risks and benefits; privacy calculus. According to privacy
calculus, a decision maker considering an opportunity to receive some benefit(s) in exchange for
their sharing of personal information, engages in a calculus – a comprehensive comparison of
risk and benefit-related issues (Dinev et al., 2006; Laufer & Wolfe, 1977; Wilson & Valacich,
2012; H. Xu et al., 2010). Whichever is the greater in their estimation, risks or benefits,
determines the outcome of the decision.
For researchers considering cost-benefit tradeoffs in the LBS context, perhaps a
significant consideration should be examining exchanges of privacy for location-specific benefits
using theories grounded in economics when there are minimal economic costs in these
transactions. Given that most LBS apps can be obtained in exchange for an economic cost of one
U.S. dollar or less, other costs and benefits are likely to be important for decision makers
considering the adoption of an app.
Note that LBS are intended to bring people together in close physical proximity for the
purposes of work, shopping, and socializing. Given this inherently social orientation of LBS as
‘people gathering’ apps, plus their minimal financial costs for users, social exchange theory and
its commitment-trust theory extension appear to be a potentially useful lens for examining LBS
user disclosure behavior
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In recent years, IS researchers have increasingly found that social exchange theory is a
valuable lens for understanding information privacy decisions (Lowry, Cao, & Everard, 2011;
Posey, Lowry, Roberts, & Ellis, 2010; Roback & Wakefield, 2013; Heng Xu et al., 2009).
Social exchange theory (SET), closely related to expected utility theory, describes how
individuals and groups engage in social transactions that maximize benefits and minimize costs
as relationships evolve (Blau, 1964; Homans, 1961; Thibaut & Kelley, 1959).
In SET, unlike economics, transactions are not fulfillments of legally binding contracts,
but instead occur within a framework of social norms and reciprocity. In SET, the parties do not
necessarily expect immediate benefits as relationships may only provide longer-term benefits.
An economic model may be an appropriate lens for examining a privacy disclosure transaction as
a rational economic actor weighs costs versus benefits within the confines of a single exchange.
However, SET describes a larger framework in which many transactions take place in the life
cycle of relationships between people as individuals, groups and organizations. By including
social exchange factors in privacy research, additional variance may be explained that has eluded
researchers using more strictly economic models. In the mobile computing app context, repeated
uses are evidence of multiple exchanges, particularly when users repeatedly load apps from a
vendor with whom a relationship has developed.
The commitment-trust theory of relationship marketing, an extension of social exchange
theory, is widely-used for describing key factors that govern sequential exchanges between
persons and organizations (Morgan and Hunt, 1994; Cook and Emerson, 1976). “We conceive
commitment between exchange partners to be an interpersonal attachment leading persons to
exchange repeatedly with the same partners.” – (Cook & Emerson, 1978, p. 734). In this study,
the relationship commitment is viewed as developing between the LBS consumer and the
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publisher of the LBS app that will reside on the smartphone, a device normally carried on the
person every day.
Trust, “a willingness to rely on an exchange partner in whom one has confidence,”
(Moorman, Zaltman, & Deshpande, 1992, p. 82) is fundamental to establishing relationships;
without it there is little or no social exchange (Blau, 1964). In the commitment-trust model, it is a
key mediating variable that is critical to establishing and maintaining relationships (Morgan &
Hunt, 1994). Trust is a common construct in IS research into privacy-related decisions
(McKnight, Choudhury, & Kacmar, 2002a; Pavlou & Gefen, 2005). In this study, we examined
the role of trust in the LBS app adoption context, particularly its direct impact on relationship
commitment, and indirect impact on the intent to disclose personal information.
Another important factor in establishing trust and relationship commitment is
communication – the exchange of information between two parties. In the LBS context,
communication takes the form of informing the potential user of the costs and benefits offered by
the app and the information disclosed by the user in exchange for the benefits. In line with
commitment-trust theory, the impact of communication on trust was tested as part of this study.
Research Questions
In light of these technology and privacy issues, the research questions driving this study were:
-

Which particular costs and benefits of LBS apps on mobile devices have the most impact
on user disclosure of personal and location information?
Do social exchange and relationship marketing considerations affect decisions to
disclose personal information for LBS apps on mobile devices?
In an LBS app on mobile devices adoption context, what is the gap between intent and
actual personal information disclosure behavior?
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Conduct of the Research Study
To determine the relevance of social exchange and commitment-trust factors to cost-benefit
tradeoff decisions, a research model grounded in these theories was developed to measure the
relevant variables. The measurement instruments for these variables were based on prior research
and adapted to the particular needs of this study.
Most of the research hypotheses were supported by the data. The privacy paradox persists
as the research model only explained approximately 10 percent of the LBS user disclosure
behavior. An attempt to substitute behavioral intention for the acquiescence construct from the
original commitment-trust model (Morgan & Hunt, 1994) was unsuccessful. Mobile users’
information privacy concern was a significant predictor of user intention to share personal and
location data. While previous research has emphasized the role of primarily financial privacy in
the mobile commerce context, a focus on personal safety issues in the LBS context appears to
have significant effects on user intention and actual disclosure behavior.
The essay will present the key theories relevant to this study, followed by the research
hypotheses, the research method and design, the data analysis, a discussion of the results and
limitations, then the areas for future research

THEORETICAL FOUNDATIONS
Privacy in the Location-Based Services Context
Researchers have examined privacy in many contexts, often accepting the original definition of
privacy as “the right to be left alone” (Warren & Brandeis, 1890). For purposes of this study, the
definition of privacy is based on Altman; “Privacy is a central regulatory process by which a
person (or group) makes himself more or less accessible and open to others,” that is, a person or
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group maintains a degree of social distance appropriate for a particular context (Altman, 1975, p.
3).

Figure 10 - Privacy control process (Altman, 1975)
According to this process-based view, depending on internal and external motivations, people
choose to share more or less of their personal information with other people until a desired state
of privacy is achieved. If they share too much, they will perceive themselves as ‘crowded,’
lacking in privacy. If they share too little, they perceive themselves as ‘isolated,’ with too much
privacy. The goal is to exchange the amount of personal information that maintains the desired
level of privacy; the ‘correct’ degree of social distance relative to others. In the LBS context,
mobile computing provides a set of tools for sharing information virtually and by bringing
people into close physical proximity, allows them to share information face-to-face as well.
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Expected Utility Theory
If the desired level of privacy is sought through exchanges, expected utility theory is a possible
lens for examining LBS user privacy. Expected utility theory, grounded in economics, proposes
that decision makers are rational and perceive a linear relationship between costs and benefits
that yields a change in the decision maker’s level of utility (Friedman & Savage, 1952).
According to expected utility theory, a decision maker compares the costs and benefits
associated with a proposition that will affect their overall level of utility. They then choose the
option providing the highest level of expected utility – the most benefits at the least cost.
Many researchers in LBS-related privacy have used the economically grounded privacy
calculus model (Dinev et al., 2006; Laufer & Wolfe, 1977; Spake et al., 2011) that describes
risk-benefit tradeoff decisions to disclose personal information. Laufer and Wolfe identified
three dimensions of privacy: self-ego, environmental, and interpersonal. In this context, LBS
could be viewed as part of the environmental dimension of privacy. Prior IS researchers (Heng
Xu et al., 2011; Heng Xu et al., 2009) found evidence to support the role of information delivery
mechanisms in a model of individual privacy decision making. However, in their 1977 article,
Laufer and Wolfe indicated the centrality of the interpersonal dimension. This focus on the
interpersonal dimension echoes Altman; “Privacy, in whatever form, presupposes the existence
of others and the possibility of a relationship with them… the interpersonal dimension
constitutes the core of the privacy phenomenon as it is experienced in daily life” (Altman, 1975,
p. 22). According to Laufer and Wolfe, the question that frames every privacy calculus decision
is, “If I am seen engaging in this behavior or that behavior or am seen with this person or that
person, what are the consequences for me in the future, in new situations, and so on?” (page 35,
italics added). It is evident that privacy calculus was originally conceived of to describe
decisions to engage in personal, relationship-oriented behavior. While an IS artifact such as LBS
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on smartphones may be relevant to privacy decisions, it is somewhat limited as it may be viewed
as part of the environmental dimension of privacy, not the central, interpersonal dimension. By
clearly focusing this study on the central dimension of privacy and measuring both personal
information disclosure intention and behavior, additional variance may be isolated is possible
through other means.

Figure 11 - Privacy Calculus
Focus on Disclosure Intention, not Disclosure Behavior
The majority of the information systems (IS) studies based on privacy calculus have measured
relationships between privacy risks, benefits, and intention to disclose personal information
(Dinev & Hart, 2006b; Nan & Guanling, 2010). Research into individuals’ actual disclosure
behavior has been much more limited than research measuring attitudes and intentions. Many of
the studies of actual behavior are found in health care literature (Henderson, Davison,
Pennebaker, Gatchel, & Baum, 2002; Potter, 2002) and psychology (Jourard, 1971; Skotko &
Langmeyer, 1977). Although most studies of privacy calculus in IS have not been based on
observations of actual behavior, they have established a firm theoretical foundation for
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identifying significant variables regarding a decision maker’s intent to disclose personal
information.
Privacy Paradox
A significant limitation of prior IS studies that measured user intent but not behavior in a privacy
calculus framework is the observed ‘privacy paradox.’ This paradox is the observation that
decision makers considering privacy tradeoffs demonstrate a propensity to share high levels of
personal information even through their expressed intent to engage in this behavior is low. (A.
Acquisti & Grossklags, 2005; Berendt, Guenther, & Spiekermann, 2005). While consumers have
become increasingly educated about the privacy risks of social media and mobile apps (Jaiswal,
2010), they have continued to publicly share their personal and location data (McCarthy, 2010),
even with mobile devices that compound these risks with location data (M. Keith, J. Babb, C.
Furner, & A. Abdullat, 2010; H. Xu et al., 2010). Studies of privacy decision-making that fail to
include the actual behavior of the participants are not accounting for the larger scope of factors
that affect LBS user behavior.
Users considering an LBS struggle to understand the relative levels of LBS risk factors.
Mobile platform providers such as Apple and Google seek to understand the key factors in LBS
user decisions to load apps on these platforms. If users are providing deliberately incorrect
information in exchange for fully functional LBS apps, then LBS providers are incurring costs
from using misleading information. As a result, it remains difficult for the potential app user to
accurately determine the appropriate costs they should exchange for an app. For the app
provider, it is difficult to set the appropriate price-to-benefit ratio that allows them to profitably
build a user base.
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The gap between user intent and actual information sharing behavior presents a
significant challenge for practitioners who create and distribute LBS apps. According to the
privacy paradox, practitioners cannot rely on expressed user intentions regarding privacy
information disclosure as these can lead to communication gaps, particularly in the relationship
marketing context. While the user may have a high level of privacy concern, they may have a
low level of knowledge of the risks of sharing their personal location information. In prior
research, it has been observed that a mobile device user expressing high privacy concern would
likely indicate low intent to disclose their personal information (H. Xu et al., 2010), but then
high actual disclosure behavior. Once the app begins functioning using the high level of personal
information that was shared, the user’s misunderstanding of the actual impact of sharing that
information may lead them to “react with resentment, which can damage the customer
relationship” (Berendt et al., 2005). Communication may be the key to preventing damage to the
customer relationship. If LBS providers can provide information that helps close the knowledge
gap, consumers will better understand the full scope of the risks and benefits offered, with less
chance of a negative surprise.
While privacy can be viewed as a resource exchanged for the benefits of LBS on mobile
devices, prior research indicates it is but one of many costs considered by LBS users; albeit
perhaps the most significant of these costs (Thompson, Keith, & Posey, 2012). Economic costs
normally feature prominently in decisions to acquire an information system and there have been
many IS studies based on these economic considerations. However, the economic origins of
privacy calculus appear to conflict with the reality of LBS apps as they typically have an
economic cost of less than one dollar (US). Many of these apps have an economic cost of zero.
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Social Exchange Theory
Given the limitations of economic-based theories for examining privacy exchanges, social
exchange theory appears to be a relevant toolset for examining privacy exchanges (Blau, 1964;
Homans, 1961; Thibaut & Kelley, 1959). Social exchange shares a basic structure with economic
theories such as expected utility theory (Friedman & Savage, 1952); decision makers seek
maximum benefits for minimal costs. However, social exchange incorporates an expectation of
multiple, related transactions occurring with an expectation of potential losses in some
transactions to be offset by gains from other transactions. If the gains exceed the losses over
time, the exchanges will continue, otherwise, the exchange relationship terminates. Social
exchange can entail a variety of resources exchanged – financial, information, esteem,
encouragement, and respect.
Increasingly, IS researchers are using social exchange as a valuable lens for examining IS
user interactions (Posey et al., 2010; Wilson & Valacich, 2012).
Relevance of SET to LBS
Users of LBS must exchange accurate location information for relevant, location-specific
benefits. While developers and distributors of LBS apps provide some form of notice to users
regarding the storage, sharing and use of the information disclosed, there is considerable
uncertainty associated with these custodial responsibilities (von Solms & von Solms, 2004). This
enhances the relevance of SET as Blau (1964, page 93) stated, “Social exchange differs in
important ways from strictly economic exchange. The basic and most crucial distinction is that
social exchange entails unspecified obligations.” (Italics in the original.)
Commitment-Trust Theory
Commitment-trust theory, an extension of social exchange developed in marketing research,
established the mediating roles of commitment and trust in understanding relationships between
97

exchange partners (Cook & Emerson, 1978; Morgan & Hunt, 1994). “We conceive commitment
between exchange partners to be an interpersonal attachment leading persons to exchange
repeatedly with the same partners.” – (Cook & Emerson, 1978, p. 734). These authors also
believe commitment to be “central in distinguishing social from economic exchange theory” (p.
728). They point out that from a sociological and anthropological standpoint, perfectly rational,
socially detached exchanges in efficient markets are virtually unknown in history; the inclusion
of at least some social elements is the norm. Ultimately, relationship commitment can provide
strong predictive power regarding an actor’s choice of exchange partner. “An actor is said to be
committed to another actor in the network to the extent that choice of current exchange partner,
from among alternative partners, can be predicted from previous partnership.” (Cook &
Emerson, 1978, p. 728).
“At the attitudinal level, commitment would involve irrationality in the short- run sense
of ignoring better alternatives in favor of staying with old partners. However, in an uncertain or
risky exchange environment, commitment might carry its own long-range utility.” (page 728)
Given the risks inherent in the rapidly shifting LBS app environment, this element of
commitment seems highly relevant. For example, 1) user develops brand loyalty to their
platform, such as Apple Computer’s iOS, 2) LBS is ‘an uncertain or risky exchange
environment’ as media reports of computing security violations are frequent therefore, 3) user
consistently returns to same app vendors in spite of potentially better alternatives as a form of
uncertainty avoidance. Furthermore, while another LBS app might be more highly regarded or
provide more benefits, the user with a strong relationship would not be willing to take on
switching costs (Day & Wensley, 1983), accepting the lesser product as it comes with the social

98

assurance of the relationship partner. In this study, we projected that relationship commitment
would provide predictive power regarding information sharing behavior in the LBS context.
Role of Trust
One definition of trust is “a willingness to rely on an exchange partner in whom one has
confidence” (Moorman et al., 1992). In one study, trust was one of the independent variables
explaining the most variance in personal information disclosure (Posey et al., 2010). Part of the
privacy paradox may be explained due to the non-standard relationship development initiation
process observed in LBS adoption as compared to ordinary relationship development. Blau,
(1964, page 94), “exchange relations evolve in a slow process, starting with minor transactions in
which little trust is required, because little risk is involved.” LBS users accustomed to thinking of
a linear progression for relationship development may believe that their exchanges with the
developer/distributor will progress likewise. They may not understand that if they enable the app
to use their location data in the initial exchange, the app can continue to record their location data
all the time, thereby recording the user’s whereabouts during work, sleep and travel times of the
day. However, if the person continues to use the app within an SET framework, then their use
really is a series of transactions and the relationship is developing slowly over time.
Regarding the privacy paradox, researchers using an economic exchange lens to study an
initial IS adoption decision may have too small of a time frame around their observations of
personal information exchanged for the IS benefit. If a user views an IS adoption as the
beginning of a relationship, they may respond to a question regarding their intent to share
personal information in proportion to their level of trust in the LBS provider with whom the
relationship is forming. At the beginning of the relationship, trust would likely be at its lowest
level and an expressed intention to disclose would likewise be low. In a longitudinal study of this
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relationship’s formation, with measures taken repeatedly as exchange transactions occur between
user and provider, intent responses would likely rise, closing the privacy paradox gap.
Alternatively, consider users who may routinely disable location tracking on their mobile
devices. Following the arc of social exchange described by Blau, the user engages in a slow
process of relationship building, beginning with the app installation, but initially turning on
location tracking only when actually using the app. Over time, trust in the app provider builds
and eventually the user allows their location to be tracked continuously, indicating a deeper
relationship has developed.
Information Disclosure as Acquiescence
In a seminal study of relationship marketing, acquiescence was defined as “the degree to which a
partner accepts or adheres to another’s specific requests or policies” (Morgan & Hunt, 1994).
They further posited that “relationship commitment positively influences acquiescence, whereas
trust influences acquiescence only through relationship commitment.” (pages 25-26) In this
study, we posit that ‘information disclosure’ is a specific instance of acquiescence, directly
influenced by relationship commitment.

RESEARCH HYPOTHESES
Research Model
Based on the above review, we present a social exchange based research model, incorporating
constructs from the Morgan and Hunt (1994) commitment-trust model of relationship marketing
to explain intention and actual disclosure of personal information in LBS (Figure 12). Control
variables suggested by previous research are included in the model to isolate potential sources of
variance.
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Figure 12 - Research Model with Hypotheses
Perceived Benefits
Based on prior research in cost-benefit tradeoffs, the perceived benefits of using a new LBS app
are expected to positively influence intention to disclose personal and location data. This
research model includes utilitarian and social benefits as developed through qualitative research
in Essay One, and then through pilot testing for the data collection phase of Essays Two and
Three.
The utilitarian benefits identified through qualitative research and tested in this
experiment provide LBS users with time and money savings. An additional benefit identified
through focus groups and interviews was increased productivity, which may interpreted as
helpful in one’s employment or for other purposes in which more is accomplished with fewer
resources than before.
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The social benefits tested in the experiment adhered to a central theme of interacting with
friends and family. An LBS typically provides communication channel(s) with a primary
purpose of bringing people together in close, physical proximity. The communication channel(s)
allow for the coordination required to assemble the LBS users at a shared point in time and
space. The LBS user shares their location information to aid others in gathering together. The
positive rewards of gathering with others should foster a relationship between LBS user and
provider.
H1a – Benefits of LBS will increase mobile computing users’ intention to share personal
and location information.
H1b – Benefits of LBS will increase mobile computing users’ commitment to a
relationship with the LBS provider.
Perceived Costs
The measures for cost tested in the experiment were based on the three categories developed as
part of the taxonomy from Essay One. Their relative prioritization by LBS users from the focus
groups and interviews were ranked from social distraction costs, through well-being costs to
utilitarian costs as the category with the least consideration for decision-making. Based on prior
research in cost-benefit tradeoff decisions, costs are expected to reduce user intention to disclose
information relationship. In line with the Morgan and Hunt (1994) model of commitment-trust,
costs are also expected to reduce relationship commitment.
H2a – Perceived costs will decrease mobile users’ intention to disclose personal and
location information.
H2b – Perceived costs will decrease mobile users’ commitment to a relationship with the
LBS provider.
Mobile Users’ Information Privacy Concerns
Given the rapid growth and development of LBS on mobile computing devices, Xu et al (2012)
developed measures for three categories of mobile users’ information privacy concerns based on
Communication Privacy Management (CPM) theory; perceived surveillance, perceived intrusion
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and secondary use of information, the latter of which is also part of the widely-used privacy
scales from Smith et al. (1996).
These LBS-specific measures of privacy concern are expected to influence perceived
risks of a mobile IS artifact under consideration by a decision-maker. They are also expected to
reduce mobile users’ intent to share personal and location information.
H3a – An increase in mobile users’ information privacy concerns will increase the
perceived costs of a LBS.
H3b – An increase in mobile user’s information privacy concerns will decrease user
intention to disclose personal and location information in the LBS context.
Communication
Communication is an important aspect of social exchange and related research (Altman, 1975;
Cook & Emerson, 1978; Morgan & Hunt, 1994; Thibaut & Kelley, 1959).
“…as the attitudes of persons A and B toward one another become more favorable,
communication between A and B becomes more frequent; and, conversely, as the rate of
communication between A and B increases, attitudes toward one another become more
favorable.” (Thibaut & Kelley, 1959, p. 73)
Communication in a customer relationship environment such as the LBS provider-user dyad
consists of an information exchange intended to provide mutual benefit to the parties. In this
study, the LBS provider informs the potential client of the features and potential benefits that
come from using the app. The provider also presents a usage agreement explaining the terms of
service and the user communicates their acceptance of these terms. The user’s response includes
the personal and location information they share with the LBS provider in order to enable the
LBS on the user’s mobile computing device.
H4 – An increase in the level of communication will increase the mobile computing
user’s trust in the LBS provider.
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Trust
Defining trust in this study as “a willingness to rely on an exchange partner in whom one has
confidence” (Moorman et al., 1992), it is expected to significantly affect the variance of
relationship commitment and mobile users’ intention to disclose personal and location
information. Without trust, little or no social exchange is to be expected (Blau, 1964). If LBS
users observe that their confidence in the provider’s integrity, benevolence and competence was
well founded (McKnight et al., 2002a), trust in the provider should increase, and with it,
relationship commitment.
H5a – Increased levels of trust will provide increased levels of relationship commitment.
H6a – High levels of trust will result in increased intention to disclose personal and
location information.

Relationship Commitment
The information technology field continues to evolve rapidly as Moore’s Law has allowed for
vast increases in computing power on ever smaller devices. In effect, the smartphone has become
a much more ‘personal’ computer than the original PC. It is anticipated that over half of the 1.4
billion mobile phones sold in 2013 will be smartphones; equal to the number of PC’s currently in
use worldwide (DeGusta, 2012b). When combined with statistics such as the 960,853 apps
counted in Apple Computer’s AppStore in 2012, this rapid evolution results in uncertainty
among users (148Apps, 2012).
Relationship commitment is a personal attachment that can cause a user to engage in
repeated transactions with the same partner. This is a form of uncertainty mitigation,
understandable given the risky nature of the rapidly evolving LBS field. While relationship
commitment normally develops over time, an initial positive exchange should indicate a
strengthening of the commitment to occur in the future.
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LBS users with high levels of relationship commitment are likely to be repeat customers
of LBS providers that foster these relationships.
H6 – High levels of relationship commitment will increase mobile users’ intention to
disclose personal and location information.
RESEARCH METHOD
Research Subjects
Participants were drawn from college students in a large public university (49.5 percent of total
sample) as well as the students’ friends and relatives over the age of 30 (50.5 percent of total
sample). Institutional Review Board (IRB) approval was given to collect data and human-subject
protocols were followed. We sampled college students and their larger social networks because
they fit well with the app we have designed. Snowball sampling is a technique we used to find
people who had an innate interest and motivation for using apps, as opposed to artificial
motivations typical in experimental studies. The students were offered extra credit for their
participation and their recruitment of participants over 30 years old, which allowed us to get a
more generalizable sample of participants. Additionally, because of the social networking nature
of the experiment app, we asked participants to specifically refer friends or family members who
would be interested in the type of app they are evaluating. As a control, we required that their
referral live no closer than five miles from campus (to prevent roommates from participating as
though they were family members over 30 years old). Since the mobile app used in the
experiment gathers location data, we were able to verify that the participants referred by students
were no closer than five miles from campus. A largely student-based sample suits a study of LBS
on mobile computing devices; this particular demographic group is generally more familiar with
mobile services and uses them more than the general population (Karjaluoto et al., 2005; Wilska,
2003).
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Research Design
This phase of the overall research plan was centered on an experiment in which participants
evaluated a trial version of a working, LBS app. To develop the survey instrument, a pre-pilot
study was conducted, focused on the newest, least-established measures in the research models;
social and utilitarian benefits, as well as social, utilitarian and well-being costs. Based on the
results of the pre-pilot, a larger pilot study was conducted. This pilot was for final refinement of
the survey instrument, the LBS app, and other issues related to isolating sources of variance.
Once the pre-pilot and pilot studies were successfully completed, the full experiment was
conducted in the spring semester of 2013.
Experiment Design
For this dissertation essay, the social exchange-based research model was tested using a trial
version of a working, LBS app evaluated and used by the study participants in a field
experiment. During this experiment, data was collected to also test a privacy calculus and
prospect theory-based model that was fully described in Essay Two. The experimental design
description relevant to the social exchange-based research model is included here.
In order to enhance internal and external validity of the research model, it was necessary
to create variation in the participants’ perception of the risks associated with the app. This
variation should have reduced the likelihood participants would perceive the app as either risk
free or highly risky, thereby causing misalignment of the theoretical relationships. Prior research
indicates users exhibit significant variance in their levels of privacy concern (Alessandro
Acquisti & Grossklags, 2003). There was a danger in this study of obtaining an unrepresentative
sample, skewed towards a particular end of the privacy concern continuum. To mitigate this risk,
the experiment was designed to manipulate user reactions to provider communications in privacy
disclosure decisions. This experiment was intended to validate the relevance of the social
106

exchange constructs in the LBS privacy context, including a high-low treatment to test the direct
impact of Communication on Trust and the indirect impacts of Communication on Disclosure
Intent and Actual Disclosure (Appendix 7).
Artifact, Task, and Procedures
We created a realistic and in-depth experiment that allowed us to manipulate and capture
participant perceptions while maintaining a high degree of practical relevance and realism. To
test the research model as thoroughly as possible, and to strengthen the generalizability of the
findings, participants were recruited under the pretense that they were analyzing and markettesting an LBS app. With IRB approval, participants were led to believe that this was a
production app that they were testing prior to its release. They were told that their participation
would give them the opportunity to continue using the app for free after its release, but only if
they registered to use it. If they preferred, they were permitted to just evaluate the app and not
register. This design allowed us to capture and analyze the information willingly disclosed
during registration.
We created a prototype of an HTML5-based mobile application named Sharing Tree that
was formatted to fit the majority of mobile device screen sizes. This app was designed to
incorporate some of the major benefits and privacy costs commonly found in most LBS apps,
including location-sensitivity, social networking, financial, and personal data. The stated purpose
of the app was to allow users to share local shopping deals, gas prices, activities, or other
interests with friends and family in the user’s area. For example, if a user found a limited stock
of discounted shoes at a local footwear store, they could share that information with only their
intended friends and family members before the supply ran out. In addition, this app did not
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include advertisements or sponsored locations, so that all shared data would be relevant and
based on the word-of-mouth recommendations of those they cared about.
Sharing Tree’s LBS allows the user to view a map of their current location with markers
of useful sites generated by friends and family members. The list of friends and family members
in the user’s social network can be imported automatically from Facebook. In addition to storing
the user’s social network, Sharing Tree also allows the user to store credit card information to
pay for shopping deals available online. Furthermore, the user can store detailed profile
information, which would allow the app to suggest personally relevant points of interest in the
user’s local area. For example, if the user prefers a particular fast food restaurant chain, locations
can be displayed in multiple contexts. The app includes a settings screen that allows the user to
specify four on or off privacy settings: 1) use of the app’s LBS, 2) location data sharing, 3)
storage of credit card data, and 4) sharing the user’s profile with anyone, friends only, or nobody.
The app is designed to be partially functional—representative of a trial version before a user
registers to use it. Therefore, while the LBS is fully functional and shows the user’s real time
location, the ‘shares’ and social network data it provides in ‘trial mode’ are fictitious and the user
cannot store credit cards, friends, or personal information. To facilitate the participant’s review
of the app, we created an online survey and instructions to capture the user’s overall perceptions
of the app.
To increase experimental control and quality of the results, participants were led through
the following five steps (see Appendix 4):
Step 1. Each participant used their smartphone to navigate to the website where the experimental
instructions and survey were hosted. After reading an IRB cover letter modified to deceive
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participants into believing they were helping an external marketing firm pre-test an upcoming
mobile app, they were visually introduced to the app.
Step 2. Using a randomized, counterbalanced approach, participants were randomly assigned by
the web application to one of 3 different treatments - low/medium/high levels of communication.
Members of the control group did not receive a communication treatment. To accomplish this, an
algorithm was written to measure the current number of participants in each treatment group, sort
the groups by the count of completed surveys, and then randomly assign the next user to one of
the groups with the lowest count. This assured both random and equal assignment to treatments
and controls.
Step 3. Next, the treatment participants were provided an End User License Agreement (EULA)
describing the terms of service for Sharing Tree users. The agreement also described the support
available to users of Sharing Tree. All participants, including those who did not receive the news
story, were then asked to answer survey items indicating their perceived probability, impact, and
time frame of mobile app privacy risks in general. These measures were used as manipulation
checks.
Step 4. Next, the participants were given a link to the app and asked to follow a set of review
instructions, which included:
a.

View each screen of the Sharing Tree app and test out all functionality

b.

Visit the registration screen and decide what information to disclose

c.

Visit the settings screen and adjust privacy settings to individual preferences

Step 5. After viewing each of the app’s screens, participants were given a post-test survey that
included all remaining measures. Importantly, the participants were also asked to specify item109

by-item which of the data they provided, if any, were accurate and honest. They were not asked
to provide real data if they had previously disclosed false data. Moreover, student participants
were assured that their extra credit has already been earned in full, and would not be taken away,
even if all of the information provided was false, as stipulated by the IRB.
Measures
Prior survey items were used to measure mobile computing self-efficacy (Keith et al., 2011),
mobile response self-efficacy (Michael Workman et al., 2008), perceived risks (Keith et al.,
2010), perceived benefits (Xu et al., 2010), intent to disclose (Xu et al., 2010), and awareness of
privacy risks (Xu et al., 2010) with minor modifications. Mobile privacy concern was measured
using three recently developed sub-constructs: perceived surveillance, perceived intrusion, and
perceived secondary use of data (Xu et al. 2012). Similarly, items measuring perceived benefits
are modeled to include both utilitarian and social benefits of LBS. To establish perceived costs,
measures for the utilitarian, social, and well-being sub-constructs were also pilot-tested prior to
use in the general data collection. As a result, perceived privacy costs and perceived benefits are
each modeled as second order formative constructs with first order reflective sub-constructs,
similar to research on trust with mobile commerce (Vance et al., 2008).
Actual information disclosure was measured by capturing a true/false value representing
the participant’s decision to disclose each type of registration information (email address,
password, first name, last name, home address, phone number, level of education, employment
experience, age, gender, ethnicity, marital status, income) and actual device settings (Turn
location services on/off. Store credit card data? Share personal profile with: nobody/friends
only/anyone). Several control variables were measured in addition to self-efficacy, general
privacy concern, and awareness of privacy risks, including whether or not the participant is a
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smartphone user, age, ethnicity, employment, and education background (asked separately from
the Sharing Tree app registration page).
Scale Development
There are currently no validated measures of the social costs or benefits of LBS apps on
smartphones and other mobile computing devices. There has been little clarity or consistency in
extant literature regarding the definitions and labels used across measures of these social costs.
Because well-established scales do not exist, it is difficult to aggregate and compare findings. In
order to advance theory building and subsequent empirical research, this study proposes new
measures and constructs, particularly for the study of LBS on mobile computing devices.
The measures were developed through pre-pilot, pilot and experimental stages only and
should not be considered definitive. Further scale development in accordance with the
psychometric literature is required (Bagozzi & Yi, 1988; Cortina, 1993; DeVillis, 1991). When
possible, the measurement items were adapted from extant literature to improve content validity
(Straub et al., 2004).
Item Generation
Beginning with definitions for each of the terms: mobile computing, social costs and benefits,
utilitarian costs and benefits, and well-being costs, a list of associated words was generated and
then divided among five categories. Questions intended to capture these meanings were
generated and first reviewed by an expert panel. After incorporating suggested modifications, the
measures were then tested in a pilot phase. Minor edits were made and then the final versions of
the measures were presented as part of the full data collection.
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Validity Manipulation Checks
Several checks were either included in the system or were analyzed post-hoc to ensure that the
manipulations of the independent variables were valid and understood by the participants. First,
the system did not allow participants to continue past the news story mockup unless they spent at
least two minutes on the page. If they tried to skip the story, they were politely asked to spend
more time studying the news article. In addition to stating their perceived smartphone privacy
risk probability, impact, and time frame, participants must then complete a multiple choice ‘quiz’
that tests their recall of the news story expert’s statements regarding the probability, impact, and
time frame of smartphone privacy breaches. The participants were allowed to review the story
multiple times and all questions must be answered correctly before proceeding.
Research Subjects
The primary group sampled consisted of undergraduate business students in a southern
university within the United States of America. All of the students that were part of this study
attended the course in a classroom environment; none were online students. Of the participants,
90.9 percent self-described as smartphone users. The percentage indicates the participants
sampled are not representative of the overall population, given the adoption rate of smartphones
in the United States. In a recent study of the American population, smartphone adoption rates for
the for the 18 – 24 and 45 – 54 year age groups were 79% and 55% respectively. These were the
two largest age groups in this particular sample of college students and members of their social
network age 30 and up, including many of their parents. Also, the study indicated that
smartphone ownership is generally higher for more educated and higher income consumers (A.
Smith, 2013). The high smartphone adoption rate for our sample may be partly attributable to the
experiment’s emphasis on LBS, a particular type of service closely associated with a hand-sized
device. Other than E-911, LBS is almost exclusively used on smartphones.
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The secondary group sampled consisted of a variety of professionals, teachers,
homemakers and other people required to have a minimum age greater than 30. As a control
measure to ensure the validity of the responses, the location-sensing capability of the LBS app
rejected attempts to complete the product assessment if the participant was within five miles of
the university campus.
Instructions to Participants
Appendix 2 contains a copy of the email sent to all the students eligible to participate in this
research project. To collect the additional participant results by people over 30 years of age, the
students were encouraged to forward the email in order to provide the clearest, most consistent
possible guidance.
The instructions to participants began with a verbally administered script delivered by
their instructors at the beginning of class time. The script is contained in Appendix 2. To avoid
any biases resulting from interrupting class, such as an arbitrary time restriction, the assessment
and survey were to be completed outside of class hours. Additionally, there were concerns about
the participation rate if the students were not given the opportunity to complete the assessment
and survey soon after receiving the verbal instructions from their course instructor. As a result,
the email containing detailed instructions for completing the assessment was sent near the end of
the class period and always on the same calendar day as the verbal instructions. The participation
rate for the primary group was 83 percent. For the secondary group sampled, they made up an
additional 50.5 percentage of the total sample.
Extra Credit for Participation
All the students were offered an opportunity to either participate in this study or in an alternative
exercise worth an equal amount of extra credit. To encourage a high rate of participation for the
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secondary group, the extra credit was doubled for each student that had at least one other person
over 30 years of age and more than five miles from campus participate.
Reminders
In a data collection involving a large number of participants, particularly geographicallydispersed ones, reminders are used to reduce nonresponse rates in survey research. In a metaanalytical study that summarized 38 prior studies of the effectiveness of reminders in web-based
data collection, Göritz and Crutzen (2012) found that reminders in web-based data collection
increase response rates from 49.5 percent to 65.6 percent. With this in mind, the first reminder
email was sent out at the halfway point through the data collection phase. The second reminder
was sent at the 7/8ths point. The total response rate for the student participants in this study was
83 percent.

DATA ANALYSIS AND RESULTS
Validation of Measures
For reflective constructs and sub-constructs, convergent validity was measured using the
reliability of individual items, composite reliability of constructs, average variance extracted
(AVE) and factor analysis. As with covariance-based structural equation modeling, a key
measure of reliability is each formative item’s loading on its construct in component-based
structural equation modeling. The AVE is a measure of the total variance captured by the
indicators of an overall construct while the remainder is measurement error. A recommended
threshold for AVE is 0.50, as described in prior literature. The values are displayed in Table 10
below.
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PLS - Social Exchange Theory Model - Latent Variable Correlations Table
COMM INTENT MCSE MRSE PCPI
PCPS
PCSU PPRA PVRK RELC
SOCB SOCC TRUST UTBN UTCS
COMM
0.774
INTENT
0.340 0.940
MCSE
0.307 0.150 1.000
MRSE
0.276 0.205 0.626 1.000
PCPI
(0.077) (0.275) (0.080) (0.214) 0.911
PCPS
(0.078) (0.253) (0.064) (0.169) 0.793 0.923
PCSU
(0.034) (0.288) (0.024) (0.185) 0.717 0.646 0.915
PPRA
(0.052) (0.097) (0.058) (0.116) 0.313 0.304 0.298 0.939
PVRK
(0.205) (0.325) (0.203) (0.249) 0.455 0.405 0.442 0.210 0.906
RELC
0.435 0.676 0.131 0.189 (0.171) (0.149) (0.196) (0.085) (0.277) 1.000
SOCB
0.298 0.411 0.090 0.110 0.051 0.041 0.026 (0.026) (0.019) 0.459 0.844
SOCC
(0.077) (0.060) (0.169) (0.149) 0.242 0.202 0.122 0.084 0.346 (0.041) 0.180 0.903
TRUST
0.494 0.495 0.146 0.186 (0.162) (0.161) (0.178) (0.091) (0.241) 0.704 0.383 (0.037) 1.000
UTBN
0.430 0.490 0.206 0.168 (0.063) (0.047) (0.032) (0.044) (0.159) 0.524 0.588 (0.009) 0.374 1.000
UTCS
(0.167) (0.330) (0.080) (0.100) 0.269 0.243 0.199 0.151 0.423 (0.303) (0.183) 0.300 (0.220) (0.265) 1.000
WBNC
(0.147) (0.203) (0.234) (0.208) 0.327 0.291 0.288 0.182 0.570 (0.166) 0.057 0.532 (0.137) (0.075) 0.392
*Diagonal values for reflective variables replaced with square root of Average Variance Extracted.

WBNC
1.000

Table 10 - Social Exchange Model - Correlations Table
Formative Constructs
Given that the relationships of indicators in a formative construct must be considered as
hypotheses to be evaluated, the outer weights of the constructs with formative indicators were
tested and exhibited significant relationships with their corresponding constructs (Petter, Straub
and Rai, 2007; Edwards and Bagozzi, 2000). The one exception was the MCSE5 item’s
relationship with the Mobile Computing Self-Efficacy construct, demonstrating a t-score of
1.427 (p-value 0.16, 2-tailed) in the Prospect Theory model and 1.548 (p-value 0.12, 2-tailed) in
the Social Exchange model as seen in Table 11. Given the nearly 85 percent probability that
MCSE5 is a component of the construct for both models and that the meaning of the construct
could be changed without this formative indicator, it was retained (Cenfetelli & Bassellier, 2009)
MacCallum and Browne, 1993; Jarvis et al. 2003). Additionally, the retention of such a
formative indicator is appropriate for a more holistic test of the research model (Diamantopoulos
& Winklhofer, 2001).
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OUTER WEIGHTS - Formative Measures - Social Exchange - Bootstrap with 1047 resamples
Original
Sample
Standard Standard
Individual
Sample
Mean
Deviation
Error
Measures
SELF-EFFICACY
- Mobile Computing
MCSE1 <- MCSE
0.168
0.168
0.074
0.074
- Mobile Computing
MCSE2 <- MCSE
0.400
0.404
0.074
0.074
- Mobile Computing
MCSE3 <- MCSE
0.426
0.428
0.067
0.067
- Mobile Computing
MCSE4 <- MCSE
0.160
0.151
0.067
0.067
- Mobile Computing
MCSE5 <- MCSE
0.110
0.101
0.071
0.071
- Mobile Response
MRSE1 <- MRSE
0.153
0.152
0.036
0.036
- Mobile Response
MRSE2 <- MRSE
0.211
0.208
0.027
0.027
- Mobile Response
MRSE3 <- MRSE
0.231
0.230
0.024
0.024
- Mobile Response
MRSE4 <- MRSE
0.270
0.270
0.028
0.028
- Mobile Response
MRSE5 <- MRSE
0.340
0.343
0.035
0.035
Utilitarian Benefits
UTBN1 <- UTBN
0.370
0.369
0.013
0.013
Utilitarian Benefits
UTBN2 <- UTBN
0.390
0.390
0.012
0.012
Utilitarian Benefits
UTBN3 <- UTBN
0.408
0.408
0.013
0.013
Utilitarian Costs
UTCS1 <- UTCS
0.746
0.743
0.057
0.057
Utilitarian Costs
UTCS2 <- UTCS
0.195
0.193
0.047
0.047
Utilitarian Costs
UTCS3 <- UTCS
0.129
0.124
0.066
0.066
Utilitarian Costs
UTCS4 <- UTCS
0.284
0.283
0.046
0.046
Social Distraction Costs
WBNC1 <- WBNC
0.146
0.146
0.044
0.044
Social Distraction Costs
WBNC2 <- WBNC
0.323
0.322
0.039
0.039
Social Distraction Costs
WBNC3 <- WBNC
0.401
0.399
0.022
0.022
Social Distraction Costs
WBNC4 <- WBNC
0.425
0.424
0.025
0.025
Trust
TRUS1 <- TRUST
0.219
0.219
0.007
0.007
Trust
TRUS2 <- TRUST
0.246
0.246
0.006
0.006
Trust
TRUS3 <- TRUST
0.233
0.232
0.006
0.006
Trust
TRUS4 <- TRUST
0.245
0.245
0.006
0.006
Trust
TRUS5 <- TRUST
0.227
0.227
0.006
0.006
Relationship Commitment RELC1 <- RELC
0.215
0.215
0.008
0.008
Relationship Commitment RELC2 <- RELC
0.205
0.206
0.007
0.007
Relationship Commitment RELC3 <- RELC
0.244
0.243
0.007
0.007
Relationship Commitment RELC4 <- RELC
0.181
0.181
0.007
0.007
Relationship Commitment RELC5 <- RELC
0.247
0.246
0.007
0.007
Relationship Commitment RELC6 <- RELC
0.265
0.264
0.008
0.008

Table 11 - Weights of Formative Measures
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T-score
2.252
5.387
6.403
2.387
1.548
4.292
7.951
9.478
9.809
9.847
29.540
33.719
32.583
13.056
4.196
1.952
6.117
3.346
8.334
18.112
16.896
33.888
38.944
42.113
42.944
36.162
27.383
30.788
34.475
25.011
34.660
32.488

Multitrait-MultiMethod (MTMM) Table
The Multitrait-MultiMethod (MTMM) table indicates that all constructs have significant
correlation with their related, formative indicators. Note that only one method of observation was
used; data collection through an online survey. As a result, the table includes only the correlation
matrix between all the formative indicators of the latent constructs. The complete table is
included as Appendix 5.
Reflective Constructs - Reliability
All reflective constructs and their corresponding measures were evaluated for reliability using
IBM PASW/SPSS v.18.
For the construct with reflective indicators to measure the perceived surveillance
dimension of privacy concern (PCPS), the wording for the PCPS1 measure may have been
unclear to the research participants; “In general, I believe that the location of my mobile device is
monitored at least part of the time.” The initial loading for this measure was 0.32 resulting in its
removal from the model. Once PCPS1 was removed, the remaining loadings for PCPS2 and
PCPS3 were 0.931 and 0.927 respectively. All survey questions can be reviewed in Appendix 6.
An Exploratory Factor Analysis (EFA) of all reflective constructs was conducted with
IBM PASW/SPSS v. 18. The EFA consisted of a Promax rotation with Kaiser normalization and
Principal Axis Factoring. Given the results of the analysis, no measures were eliminated. A
significance test of the item loadings on their related constructs in SmartPLS 2.0 for all reflective
measures in the Prospect Theory and Social Exchange Theory Models respectively was
conducted using a bootstrap with 1047 resamples (Yung & Bentler, 1996) – see Table 12.
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Social Exchange - OUTER LOADINGS - Reflective Measures - Bootstrap with 1047 resamples
PRIVACY CONCERN
- Perceived Intrusion
- Perceived Intrusion
- Perceived Intrusion
- Perceived Surveillance
- Perceived Surveillance
- Perceived Surveillance
- Secondary Use
- Secondary Use
- Secondary Use
Privacy Risk Awareness
Privacy Risk Awareness
Privacy Risk (Perceived Cost)
Privacy Risk (Perceived Cost)
Privacy Risk (Perceived Cost)
Social Distraction Cost
Social Distraction Cost
Social Distraction Cost
Social Benefits
Social Benefits
Social Benefits
Social Benefits
Communication
Communication
Communication
Communication
Intent to Disclose
Intent to Disclose
Intent to Disclose

Individual
Original
Measures
Sample
PCPI1 <- PCPI
0.9107
PCPI2 <- PCPI
0.9364
PCPI3 <- PCPI
0.8863
PCPS1 <- PCPS
0.0328
PCPS2 <- PCPS
0.9304
PCPS3 <- PCPS
0.9271
PCSU1 <- PCSU
0.905
PCSU2 <- PCSU
0.9192
PCSU3 <- PCSU
0.9197
PPRA1 <- PPRA
0.965
PPRA2 <- PPRA
0.936
PVRK1 <- PVRK
0.885
PVRK2 <- PVRK
0.9223
PVRK3 <- PVRK
0.9097
SOCC1 <- SOCC
0.9206
SOCC2 <- SOCC
0.9392
SOCC3 <- SOCC
0.8481
SOCB1 <- SOCB
0.8465
SOCB2 <- SOCB
0.8784
SOCB3 <- SOCB
0.8929
SOCB4 <- SOCB
0.7495
COMM1 <- COMM
0.8014
COMM2 <- COMM
0.7799
COMM3 <- COMM
0.7711
COMM4 <- COMM
0.744
INTD1 <- INTENT
0.9356
INTD2 <- INTENT
0.9454
INTD3 <- INTENT
0.9399

Sample
Standard Standard
Mean
Deviation
Error
0.911
0.0078
0.0078
0.9365
0.0058
0.0058
0.886
0.0112
0.0112
0.0322
0.0611
0.0611
0.9305
0.0062
0.0062
0.9274
0.0075
0.0075
0.905
0.0096
0.0096
0.9187
0.0069
0.0069
0.919
0.0064
0.0064
0.9648
0.0226
0.0226
0.9283
0.0543
0.0543
0.8856
0.0093
0.0093
0.9223
0.0055
0.0055
0.9102
0.0077
0.0077
0.9206
0.0083
0.0083
0.9389
0.0063
0.0063
0.8489
0.0159
0.0159
0.8462
0.0125
0.0125
0.8774
0.0107
0.0107
0.8923
0.0083
0.0083
0.751
0.0167
0.0167
0.8005
0.0189
0.0189
0.7777
0.0199
0.0199
0.7709
0.0188
0.0188
0.7431
0.0217
0.0217
0.9357
0.0055
0.0055
0.9453
0.0047
0.0047
0.9398
0.0052
0.0052

T-score
116.7686
160.7127
79.4116
5.5281
150.4715
124.2098
94.0549
133.1812
144.1978
42.6622
17.2516
95.1915
167.2643
118.6414
111.5502
149.5798
53.5064
67.8508
81.815
107.728
44.9323
42.5019
39.274
41.0091
34.2769
168.9259
199.6042
179.6602

Table 12 - Social Exchange - Loadings
Reflective Constructs - Discriminant Validity Testing
In the correlation matrix for the Prospect Theory and Social Exchange Theory models, the square
roots of the AVE’s for reflective constructs were substituted for the intersection cells with
correlation equal to 1.0 (Table 10). All comparisons of the square roots of the AVE’s and
correlation values indicated differences of at least an order of magnitude (Straub et al., 2004).
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Results of Hypothesis Testing
We analyzed our path model using Partial Least Squares – Structural Equation Modeling (PLSSEM) based on SmartPLS 2.0M3 (Ringle et al., 2005). While the sample size was larger than is
customary for PLS, we chose it based the inclusion of formative constructs and considerable
development of new theory (Chin et al., 2003; Fornell & Bookstein, 1982). All measurement
items were standardized and Chin et al.’s (2003) product-indicator approach was used for
measuring the interaction effects.

Figure 13 - Social Exchange model results
Figure 13 - Social Exchange model results summarizes the hypothesis testing of the theoretical
model. The path coefficients (β – betas) are on the paths between constructs, along with asterisks
indicating level of significance (if any). Significance was estimated using a bootstrap technique
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with the number of resamples equal to total size of the sample (n = 1047). The explanatory
power of the model is assessed through the r-square scores – the amount of variance accounted
for – and the latent variable path scores. There is one path between constructs that does not
account for a significant level of variance: trust > intent to disclose personal information. All
other paths between constructs were found to have significance.

DISCUSSION AND IMPLICATIONS
Implications for researchers and practitioners
We began from the logical perspective that LBS are intended to bring people together in close
physical proximity for the purposes of work, shopping, and socializing. Given this inherently
social orientation of LBS and their minimal financial costs for users, social exchange theory and
the commitment-trust extension of the theory appeared a potentially useful lens for examining
LBS user disclosure behavior. In this study, social exchange based costs and benefits
demonstrated significant explanatory power for personal information disclosure. In line with
earlier research, the most important benefits were utilitarian, while the most important costs were
social.
Another theoretical contribution of this study was its use of a multi-dimensional,
formative construct to measure mobile users’ information privacy concerns that appears to have
strong explanatory power in the LBS decision-making context (Heng Xu et al., 2012). Results
may have been enhanced in this study as there was a focus on the personal safety consequences
of a potential location privacy breach.
The researchers integrated a direct application of social exchange theory long used in
marketing – commitment-trust theory – in the nascent LBS context. The first construct from this
part of the research model was communication, the lone treatment variable in this study. It had
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the expected positive and significant impact on trust. The construct for trust used included the
three dimensions of trusting belief identified in prior IS research: benevolence, integrity, and
competence (McKnight, Choudhury, & Kacmar, 2002b). Together, the three antecedent variables
of trust, costs, and benefits explained 61.2% of the variance for relationship commitment in this
study.
One of the important paths between variables defined by Morgan and Hunt (1994) in
their seminal work on the roles of commitment and trust in relationship marketing was from
relationship commitment to acquiescence – defined as “the degree to which a partner accepts or
adheres to another’s specific requests or policies” (page 25 – italics added). In the present study,
the authors theorized that intent to disclose personal information was a modified form of
acquiescence as it lacked the action (‘adherence’) aspect. As a result, the authors hypothesized a
direct path from trust to information disclosure intent. This was not the case and, as in the
original model from Morgan and Hunt, relationship commitment fully mediated the path from
trust to information disclosure. This is an indication of the strength of the original Morgan and
Hunt model, even when used in the LBS context.
In spite of the apparent strength of this study’s theoretical model, with costs, benefits,
trust and relationship commitment variables explaining 54.1% of the variance in intent to
disclose personal information, the privacy paradox persists; only 9.9% of the variance of
information disclosure could be attributed to the intent to disclose.
Regarding two of the covariates in this study’s research model, mobile response selfefficacy and mobile computing self-efficacy, these variables significantly reduced the decisionmaker’s perceptions of privacy risk. A secondary finding was the study participants younger than
25 years of age exhibited significantly higher scores for these variables than participants 25 years
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of age or older (p < 0.001). This implies that younger participants, believing in their superior
ability to manage their mobile computing devices and privacy-related controls, may believe they
are at less risk of location privacy breaches. These beliefs may lead them to share more personal
information in a LBS context than users age 25 or older. These findings may merit further
privacy research regarding age differences in mobile computing.

CONCLUSIONS
The purpose of this study was to examine privacy tradeoff decision-making using a social
exchange based research model to validate the previously-identified costs and benefits
considered by decision makers in the LBS context. A theoretical model consisting of reflective
and formative constructs was empirically tested against a large cross-section of participants (n =
1047). The research model, incorporating elements of social exchange theory and the derivative
commitment-trust theory of relationship marketing, allowed us to observe actual LBS user
decision-making behavior as the subjects considered the risk-benefit tradeoffs of a functional IS
artifact.
Results suggest that social exchange theory and commitment-trust theory provide
significant explanatory power in the LBS user privacy context. Also, the cost-benefit model that
was developed in this study appears to be a realistic approach to measuring the considerations
relevant to decision makers in the LBS context. Additionally, this study is one of the first to
utilize a mobile computing specific construct for measuring privacy concern along the perceived
surveillance, intrusion, and secondary use of personal information dimensions (Heng Xu et al.,
2012). While earlier studies of risk-benefit tradeoffs have examined privacy in the mobile
commerce context, this study’s emphasis was on the personal safety and well-being implications
of a potential location privacy breach. The results suggest that mobile users’ privacy concern is
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relatively stronger in the context of a LBS providing social and utilitarian features than in the
more limited context of a primarily economic LBS. The results provide preliminary evidence that
there may be significant variance in perceptions of privacy risk related to individual beliefs
regarding self-efficacy. This may be an area that merits further research. Many contributions to
our understanding of privacy tradeoff decisions in the LBS context may be expected from future
research based on social exchange and the commitment-trust theory of relationship marketing.
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CHAPTER 5 – DISCUSSION AND CONCLUSIONS
DISCUSSION
Smartphones may be the technology with the fastest adoption rate in human history (Degusta,
2012a). Some excerpts from this report by MIT Technology Review:
“According to the International Telecommunications Union, in 2001 the developed world
had six times as many mobile subscriptions per capita as the developing world. By 2011,
that gap had collapsed to just 50 percent more phones per capita, and it continues to
narrow substantially. Of the world’s six billion mobile-phone subscriptions, 73 percent
are now in the developing world, even though those countries account for just 20 percent
of the world’s GDP.”
(Regarding landline telephone service worldwide) “…only 17 countries have as
many as one telephone line for every two people. Less than 30 years after Ameritech
phoned Bell’s grandson in America’s first commercial cellular call, an astounding 158
out of 200 countries the World Bank monitors have passed that threshold with mobile
phones – including countries such as Senegal, where the average income is only $5 per
day.”
“According to Gartner, there are now at least 1.4 billion PCs in use worldwide. It
remains to be seen whether tablets can maintain their record-setting pace. Mobile phones,
on the other hand, are already selling more than 1.4 billion units every single year. One
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thing seems certain: squeezed between tablets and ever-smarter phones, the PC is seeing
its reign as the world’s ‘personal’ computer draw to a close.”
The need to better understand decision-making on smartphones is growing as exponentially as
the rate of smartphone adoption. As the ‘personal computer’ is increasingly carried in the hand,
the need to research the implications of the most personal style of computing increases as well.
In order to improve understanding of this fast-growing area of computing, this research
study was conducted using qualitative and quantitative techniques to examine decision-making
and actual personal information disclosure on a functional information systems artifact. This
study is also unusual in its application of social exchange theory in the mobile computing
context, an area of research that has primarily been examined through the privacy calculus lens.
A taxonomy of costs and benefits was developed, then tested in an experiment with a relatively
large sample size (n = 1047).
Essay One – Taxonomy of Costs and Benefits
The first essay of this dissertation addressed the research question:
“Which particular costs and benefits of LBS apps on mobile devices have the most impact
on user disclosure of personal and location information?”
To address this question, a SLR and qualitative research were conducted to identify the costs and
benefits of LBS from the perspectives of researchers, consumers, and information systems
professionals. A taxonomy consisting of three categories of costs and benefits was established:
utilitarian, social, and well-being.
The SLR began with a search of extant literature using the phrase ‘mobile information
privacy’ that yielded 3130 articles. Using the recommended practices of SLR experts (Biolchini
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et al., 2005; Kitchenham, 2004a; B. J. Williams & Carver, 2010), these articles were reduced to a
final set of 28 for purposes of data extraction to identify key cost and benefit variables used in
prior research.
To capture the perspectives of consumers as well as IS professionals and executives,
qualitative research techniques were used to aid in establishing a taxonomy of decision
considerations for LBS on mobile computing devices. The results of the focus groups and oneon-one interviews yielded a similar list of considerations, but with a different prioritization. For
the most part, the consumers had similar views to the IS professionals and executives, but there
were some key differences as well. Like the IS privacy researchers, IS professionals and
executives ranked location privacy risk as a high priority decision consideration, while the focus
group participants representing consumers ranked it as a low priority. Similarly, IS privacy
researchers, professionals, and executives ranked mobile commerce benefits as a high priority,
while the consumers ranked it as a medium-level priority. These two areas of overlapping
priorities that contrast with the views of consumers may be an indication that IS researchers’ indepth knowledge of the technical aspects of LBS may cause their research interests to diverge
from those of consumers. From a consumer perspective, this may be interpreted as a lack of
research relevance. However, much of the audience for IS research consists of IS professionals
and executives; in which case, this overlap of interests can be viewed as strengthening research
relevance.
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Table of Taxonomy Development Results
LBS COST VARIABLES
Social Costs
Privacy concern*

SOURCE & PRIORITY LEVEL
SLR
High

Students
n/a

Community
n/a

IS Execs
High

Medium

Low

Low

High

Medium

Low

Medium

Medium

Medium

Medium

Medium

Low

Medium

High

Loss of social skills

Low

High

High

High

Well-Being Costs
Distracted driving

Low

High

High

High

Connectivity addiction

Low

High

High

High

Privacy loss***

Low

n/a

n/a

n/a

Utilitarian Costs
Financial cost of services

Low

Low

Low

Low

Privacy risk (location data)
Privacy risk (social data)
Privacy risk (demographic data)
Privacy control

(n/a) **

LBS BENEFIT VARIABLES
Social Benefits
Privacy Control

SOURCE & PRIORITY LEVEL
SLR
Medium

Students
Low

Community
Low

IS Execs
Medium

Entertainment

Low

Medium

Medium

Medium

Accessibility to Friends

Low

High

High

Medium

Well-Being Benefits
Emergency Services

Low

Medium

High

Low

Personal Location Monitoring

Low

Medium

Medium

Low

Utilitarian
Personalization

High

Low

Low

Medium

Mobile Commerce

High

Medium

Medium

High

Productivity

High

High

High

High

Notes: * Privacy concern refers to the consumers’ general level of privacy concern which
is not relevant to a specific IT like smartphones. Rather, their concern is factored into
their various levels of privacy risk. **Because the existing research has focused on only
general privacy risk which is what is referred to by this medium rating. None of these
specific forms of risk raised during the focus groups have been examined independently
in the literature. *** Privacy loss refers to the actual losses incurred. Therefore, it is
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Essay Two – Prospect Theory Model
The second essay of this dissertation addressed the research questions
•

Which particular costs and benefits of LBS apps on mobile devices have the most impact
on user disclosure of personal and location information?

•

Which factor(s) cause mobile LBS app users to behave rationally, as opposed to
“boundedly rational” concerning information disclosure?

•

In an LBS app on mobile devices adoption context, what is the gap between intent and
actual personal information disclosure behavior?

The risks and benefits examined in this essay were based on established measures from earlier
research that also used privacy calculus approaches to study IS user decision-making. Two of the
prospect theory based risk factors, probability and impact of a potential location privacy
violation, were significant and isolated variance in the expected direction – increasing perceived
risk. The intertemporal choice construct of time until a potential location privacy violation
provided significant impact on both perceived risk and interacted with perceived risk to increase
user intent to disclose personal information, the opposite direction of the expected impact. In
summary, prospect theory heuristics are helpful in understanding LBS user privacy disclosure
behavior, but intertemporal choice has not been supported by the data in either this study, or an
earlier study conducted in 2012. Given that time is a significant predictor, but in the opposite of
the hypothesized direction, further research is recommended.
The personalization and locatability benefits measures modified for this study from
earlier research were significant predictors of user intent to disclose personal information.
Both the perceived risks and benefits of the LBS were affected by the reference point
heuristic from prospect theory. In contrast to expected utility theory, user decisions were affected
by their perceptions of existing risks and benefits. This has possible implications for practitioners
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interested in customer relationship management as will be further discussed in the dissertation
conclusions.
Essay Three – Social Exchange Theory Model
The third essay of this dissertation addressed the research questions
•

Which particular costs and benefits of LBS apps on mobile devices have the most impact
on user disclosure of personal and location information?

•

Do social exchange and relationship marketing considerations affect decisions to
disclose personal information for LBS apps on mobile devices?

•

In an LBS app on mobile devices adoption context, what is the gap between intent and
actual personal information disclosure behavior?

While the majority of studies of IS user privacy have been based on privacy calculus, an
essentially economic view of risk-benefit tradeoffs, this essay was centered on an entirely new
model for measuring the relationships between the constructs in the nomological network. The
cost and benefit constructs were newly-developed based on the results of the qualitative research
described in Essay One. These measures were significant in their impact on LBS user
relationship-commitment and on their intent to disclose personal information. Future research
using social exchange to examine IS user privacy should benefit from this pioneering work.
The commitment-trust factors of the research model contributed significantly to the
understanding of user intent to disclose personal information, although less so to actual user
disclosure behavior. The relevance of the commitment-trust model may be an indication of the
very social nature of LBS and the attendant importance of managing communication and trust
between LBS provider and user.
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CONCLUSIONS
Researchers and practitioners interested in the adoption decisions of LBS consumers may find
both prospect theory and social exchange theory approaches helpful, in addition to the more
commonly used privacy calculus approach. This study’s results indicate distraction from the LBS
user’s immediate environment – while driving, walking and interacting with people nearby – is a
significant consideration. As for the benefits of LBS, the most significant were utilitarian –
features that save time and money. Practitioners would be well-served to emphasize such
features in their service offerings.
Another significant issue for LBS researchers and practitioners is the salience of privacy
concern when consumers consider it in relation to their personal safety. For LBS providers,
media reports of incidents involving threats to personal safety could be highly damaging. While
these reports have been rare, there is no guarantee that this situation will persist. In early 2010,
internet activists created the website www.pleaserobme.com to highlight the dangers of location
disclosure on social networks. Later that year, police in Nashua, New Hampshire arrested
members of a burglary ring that targeted Facebook users who publicly disclosed their locations.
The stolen property had a value exceeding $100,000 (Reporter, 2010). If such reports became as
commonplace as media reports of financial privacy violations, LBS adoption could be impaired.
This study adds to prior research indicating the relevance of prospect theory heuristics to
LBS user decisions to disclose personal information in exchange for benefits. Existing risks and
benefits have an impact on these decisions, with implications for longer-term relationships
between LBS users and providers. New offerings from a user’s existing provider are likely to be
viewed not strictly on their own costs and benefits, but based on ones provided earlier. This
reference point heuristic, when combined with social exchange considerations such as trust and
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communication, has implications for the development of relationships between providers and
users. As a result, the commitment-trust theory of relationship marketing appears to be an area of
research in the LBS context offering great promise for identifying decision considerations.
For practitioners offering LBS to mobile computing users, prospect theory heuristics of
non-linear consideration of the probability and impact of potential location privacy violations
imply that these factors must be carefully controlled. Measures should be taken to reduce the
perceived probability and impact of these potential violations as they received disproportional
scrutiny from LBS decision-makers. Further research is required to determine which particular
measures would provide maximal efficacy. There is a body of extant research that has examined
privacy seals, end user license agreements, and recommendation systems (e.g. “this app has 4.5
out of 5 stars”) that may be helpful when combined with these heuristic considerations.
Social Exchange Theory Approach to LBS Research
Perhaps the most significant contribution of this study is the strong support found for the social
exchange theory and the related commitment-trust model of relationship marketing in the LBS
on mobile computing devices context. This portion of the overall study began from the logical
propositions that: 1) the purpose of LBS is fundamentally social; to bring people into close
physical proximity to engage in resource exchanges and, 2) a resource exchange perspective
limited to financial considerations may be inappropriate for examining decisions to adopt and
use IS artifacts with an economic cost typically one dollar or less.
The newly developed measures of costs and benefits took the results of Essay One’s
taxonomy development into an experimental setting for further refinement. The overall
constructs of costs and benefits were significant predictors of relationship commitment and user
intent to share personal information. When combined with the significant contributions from the
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commitment-trust model’s constructs of communication, trust and relationship commitment, it
appears that social exchange theory is a sound basis for further research in LBS on mobile
computing devices.
Limitations and Future Research
While two of this dissertation’s three essays are centered on social exchange, the theory lends
itself properly to longitudinal research as relationships between exchange partners normally take
time to develop. A fundamental difference between social exchange and an essentially economic
perspective such as privacy calculus is multiple versus single transactions, respectively. Future
studies with multiple measures recorded periodically may aid in further isolating variance in
LBS user information disclosure behavior.
The opposite finding from the hypothesized one regarding intertemporal choice is a
significant violation of the larger framework of prospect theory related heuristics; user intention
to disclose personal and location information increased as a result of the interaction of time until
a potential privacy violation and the overall perceived risk of a violation. This is an area that
merits further research.
Another limitation of this study is the limited cultural domain of the research participants.
While participants ranged widely in age, income, and occupation, the majority of the sample was
drawn either from a university in the southern United States or from friends and relatives of the
university participants. This strongly implies shared culture among the members of the total
sample. Given that 73 percent of the world’s six billion mobile phone subscriptions are now in
developing countries, a similar, international study with significant differences on generally
accepted cultural dimensions, may yield much different results (Hofstede, Hofstede, & Minkov,
1991). Research using the social exchange model from Essay Three is an area for future study.
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APPENDIX 1 – INTERVIEW GUIDE
START TIME: _______________ FINISH TIME: ___________ TOTAL: ___
Begin the interview with this statement:
“Mobile computing devices such as smartphones and tablet computers allow simple
access to location-based services. An example of a location-based service is a mapping
app that uses your phone’s GPS data to give you driving directions. Other location-based
services use your personal data to help you find nearby deals when shopping and nearby
friends when you are going out to eat or socialize. The location service providers require
personal information such as your current location, your shopping habits, and the names
of your friends in order to provide you these benefits.”
Which of the following devices do you have and use? (How many of each? 0 - 9):
# of Smartphones owned ___

# of Smartphones Used ____

__ # of Tablet computers owned (typically does not have a “real” keyboard as compared to
netbook)
___ # of Tablet computers used
___ # GPS devices like Magellan or Tom Tom owned.

___ # used

Do you have these devices close by so you can look at them during this interview?
“What location-based services do you use frequently and on what computing devices, such as
smartphone, tablet computer, or a dedicated GPS device?” (If they don’t have a smartphone or
tablet computer, I think the interview should be terminated except for perhaps demographic
data.)
Type of
App
Smartphon
e

Frequency
*
Tablet (#)
Frequency

Econ/Utility (# and names)
Nav Productivity Shop

Weather

X

Local

Calendar,
Notes, for
things like
reminders of
birthdays.

Maps.
Proximit
y of
stores.
Gas
stations.
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Well-being (#)
Meds Loved
1s

Social (#)
Networks

Not
es

GPS
device (#)
Frequency
*How often do you use these services? (Implied tags are daily, weekly and monthly.)

Question one: What are each of the benefits you get from, or positive reasons you have for
using these location-based services? (Previously in this study: accessibility to friends,
emergency services, entertainment, monitoring location of loved ones such as children and the
elderly, personalization, mobile commerce, productivity, privacy control)

Which of your listed benefits are the most important? Please rank order the top two or three.

Question two: What are each of the costs, or negative consequences, you incur from using
these location-based services? (Previously in this study: Loss of social skills, connectivity
addiction, distracted driving, privacy control, financial costs, annoyances like push notices)

Which of your listed costs are the most important? Please rank order the top two or three.

How have these costs impacted your usage?

Question three: what specific privacy concerns, like unauthorized access to your identity
and location data, do you have regarding the use of these services? (Previously in this study:
privacy risk to (location/social/demographic data)
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Which of your listed privacy concerns are the most important? Please rank order the top
two or three.

Question four: If your parent or a child were to use a location-based service, what would
you warn them about regarding their personal information?’

Question five: Given your privacy concerns, what is the primary benefit that leads you to
use LBS?

Question Six (Privacy Risk Knowledge check):
-

-

-

If someone was in an accident or had just been robbed and then dialed 911 from their
smartphone, could emergency responders locate them if they could not provide their
location? Score: Very sure = 5, Sure = 4, Unsure = 3, Doubtful = 2, No = 1 No Idea = 0
If someone uses an app that continuously discloses their location data and this
information was available to Everyone, both good and bad people, how sure are you that
bad things could happen to them? Score: Very sure = 5, Sure = 4, Unsure = 3, Doubtful
= 2, No = 1 No Idea = 0
If someone’s smartphone was lost or stolen, could it be located? Score: Very sure = 5,
Sure = 4, Unsure = 3, Doubtful = 2, No = 1 No Idea = 0

Demographic Questions: age range, gender, years of work experience, years of IS industry
experience, privacy experience (e.g. suffered identity theft, person close to them suffered
identity theft)
What impact did this privacy violation have on you?

Thank you for your participation!
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APPENDIX 2 – EXPERIMENT INSTRUCTIONS
Experiment Instructions for COURSE XXX
This survey is part of a research study being conducted by a XXX faculty member. It involves
reviewing a new mobile app prototype and giving your honest feedback about it. It should take
15-20 minutes to complete the entire task.
PLEASE: use a smartphone (Android, iPhone, Windows Phone) if at all possible to take this
survey so that the prototype mobile app will be displayed correctly as it would be used on a
mobile device. If you don’t have a smartphone and can’t borrow one, you can use a regular
desktop computer.
Students can receive a total of 5 percentage points toward their final grade (that’s a huge
amount). In particular, they will get:
2.5 % for completing this survey
2.5 % for getting a parent, relative, or friend over the age of 30 and not associated with
the University of Alabama to also complete the experiment in the next 7 days.
o In order to get this additional extra credit, the parent/relative/friend will need the
crimson email address of the student they are taking it for
CONDITIONS: The questions asked in this study are not difficult. All you need to do is read the
instructions and give honest feedback. This study can be greatly skewed and ruined by
thoughtless responses. If you rush this survey as quickly as possible without giving any thought
to the questions, you will not only hurt the results, but also the credibility of the research being
performed here at XXX. As a result, there are safeguards in place and conditions to receiving the
extra credit:
•
•

1. If you select random answers to the questions, your survey will be flagged and you won’t
receive credit. Having said that, there is a VERY WIDE range of valid responses. As long
as you’ve read the question, you’re going to be just fine.
2. The person you refer to take the study will be flagged as invalid if either (a) they take it
from the same IP address as you, or (b) their geolocation is anywhere on or very near
campus.
a. IF AT ALL POSSIBLE, THEY SHOULD USE A SMART PHONE. However,
they can use a regular computer if they don’t have access to a smart phone.
b. Also, PLEASE, do not tell this person (or anyone else participating) any details
about the survey or mobile app. Just forward them these instructions. We don’t
want to bias their responses.
Direct the students to http://www.gamoda.org/
Thank you for your help and participation!!!
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APPENDIX 3 – REMINDER SENT TO RESEARCH CANDIDATES
Dear University XXX supporter,
If you have not yet taken advantage of the GBA 300 extra credit opportunity for 15 points, the
deadline has been extended through Monday, April 15 for all participants, regardless of
class meeting time. You can take care of it right away at:
https://www.gamoda.org/
Again, be sure to enter your @university.edu email address (or the XXX student's if taking it at
their request) on the final screen.
If you and two friends/family over the age of 30 have already completed the product evaluation
of Sharing Tree(TM), thank you!
COMPLETE INSTRUCTIONS:
This survey is part of a market research study being conducted by a University of XXX faculty
member. It involves reviewing a new mobile app prototype and giving your honest feedback
about it. It should take about 20 minutes to complete the entire task.
PLEASE: use a smartphone (Android, iPhone, Windows Phone) if at all possible to take this
survey so that the prototype mobile app will be displayed correctly as it would be used on a
mobile device. If you don’t have a smartphone and can’t borrow one, you can use a regular
desktop computer.
YOU CAN RECEIVE A TOTAL OF 15 POINTS TOWARD YOUR FINAL GRADE (that’s a
huge amount). In particular, you will get:
+7.5 points for the student completing the study
+7.5 points for having the student's parents, relatives, or friends OVER THE AGE OF 30 and not
associated with the University of XXX test the application in the next 6 days. (Survey ends on
Monday, April 15.) Limit is 2 additional people. E.g. If the student, a parent, and a friend over
30 were to test the app, the student would receive a 15 point bonus for their semester grade as
long as all three put in the student's University email address on the final screen.
CONDITIONS: The questions asked in this study are not difficult. All you need to do is read the
instructions and give honest feedback. This study can be greatly skewed and ruined by
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thoughtless responses. If you rush this survey as quickly as possible without giving any thought
to the questions, you will not only hurt the results, but also the credibility of the research
performed here at the University of XXX. As a result, there are safeguards in place to ensure the
feedback is thoughtful and in proportion to the bonus points:
1. If you select random answers to the questions, your survey will be flagged by the software.
Having said that, there is a VERY WIDE range of valid responses. As long as you’ve read the
question, you’re going to be just fine.
2. The person the student refers to take the study will be flagged as invalid if either (a) they take
it from the same IP address as you, or (b) their geolocation is anywhere on or very near campus.
a. IF AT ALL POSSIBLE, USE A SMART PHONE. However, you can use a regular computer
or tablet if you don’t have access to a smart phone.
b. Also, PLEASE, do not tell this person (or anyone else participating) any details about the
survey or mobile app. Just forward them these instructions. We don’t want to bias their
responses.
Study link is: https://www.gamoda.org/ Read the in-app instructions carefully.
If you have questions or concerns, please send an email to: researcher@university.edu
Thank you for your help and participation!!!
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APPENDIX 4 – INFORMATION SYSTEMS ARTIFACT
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APPENDIX 5 – MULTITRAIT-MULTIMETHOD TABLE (MTMM)
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APPENDIX 6 – MEASUREMENT ITEMS
QUICK REVIEW:
1. According to the security analyst in the above story, how likely is it that your location data
will fall into the wrong hands?
0 percent
5-7 percent
60-70 percent
100 percent
2. It is likely that the location data I disclose through mobile apps will be used unethically.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

3. It is likely that the location data I disclose through mobile apps will be used without my
consent.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

4. According to the security analyst in the above story, what is the potential impact of stolen
location data?
Little or no impact
Annoyances like increased junk mail, spam email, and push notifications
Serious physical threats such as robbery and assault
5. If the location data I disclose through mobile apps is exploited, it will result in serious
annoyances.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

6. If the location data I disclose through mobile apps is exploited, it will result in serious threats
to my safety.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

7. If the location data I disclose through mobile apps is exploited, the potential impact is very
high.
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Strongly disagree

1

2

3

4

5

6

7

Strongly agree

8. According to the security analyst in the above story, on average, how soon will your location
data be unethically distributed after using an app?
next few minutes or hours
1-2 days
2-3 weeks
6-12 months
9. If the location data I disclose through a mobile app is exploited, it will be exploited a long
time from now.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

10. If the location data I disclose through a mobile app gets used unethically, it won’t happen
until after I've used the app for at least a few months.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

11. If the location data I disclose over a mobile app is exploited, I expect it will happen sooner
rather than later.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

PERMISSIONS: this app will use...
Location data

required

Contacts

optional

Personal information

optional

Web history

optional

End User License Agreement

By using this "app", you and LBSware (publisher of Sharing Tree™) accept these terms.
LBSware will provide "best effort" support via support@lbswareinc.com within 2 business
days. Full features of Sharing Tree require access to user data such as current location and
personal profile items. This data will only be shared with parties selected by user and
Sharing Tree Network™ member companies that provide the deals seen by users of the app.
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User agrees to not intentionally infringe on rights of others, to defraud, or to damage. Sharing
Tree™ is provided "as is" without warranties.

Report a map error

REGISTRATION
Required Information
Email:
*
Password:
*
Re-enter:

*

Optional Information
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(helps us find you better deals)
F. name:
L. name:
Are you a student?
For your last degree earned (or currently
pursuing), please enter:
School:
Major:
Degree: e.g. B.S., Mas
Are you employed? (Yes or No)
For your current, or most recent, employment,
please enter:
Company:
Position:
How long?:

< 1 year, < 5 years, < 10 years, >
10 years
Where do you live?

Address:
City:
ST, Zip:
Phone:
Demographics
Gender: Female, Male
African-American, Asian,
Ethnicity:
Caucasian, Hispanic, Other
Birthday: / /
<10k, <30k, <80k, <130k, >130k
Income:
per year
Relationship:
Single, In relationship, Married, Divorced

165

Lastly, we'd like to understand your thoughts about the Sharing Tree app.
Please tell us why did or did not choose to register to use this app in the future:

What would you change about this app to make it more useful, appealing, or otherwise
improved?

Please rate your level of agreement with the following statements:
1=Strongly disagree, 2=Disagree, 3=Somewhat disagree, 4=Neither agree nor disagree,
5=Somewhat agree, 6=Agree, 7=Strongly agree
9. In general, I believe I have the ability to make purchases using a mobile device.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

10. I believe I have the ability to identify and correct common problems with mobile devices.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

11. I believe I have the ability to install and remove features and applications from mobile
devices.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

12. I believe I have the ability to use the productivity features offered by mobile devices (e.g.
calendar, email, task scheduling, etc.).
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

13. I believe I have the ability to use my mobile device’s location services, such as driving
directions or finding the nearest business or service I need.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

14. In general, I believe I have the ability to turn location services on or off for my mobile
device.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

15. I believe I have the ability to prevent specific mobile apps from accessing my calendar and
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list of contacts.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

16. I believe I have the ability to prevent specific mobile apps from accessing my location data.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

17. In general, I believe I have the ability to enable and disable push notifications such as pop
up messages.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

18. I believe I have the ability to prevent specific mobile apps from accessing my personal
identity information such as home address or social security number.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

19. In general, I believe that the location of my mobile device is monitored at least part of the
time.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

20. I am concerned that mobile apps are collecting too much information about me.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

21. I am concerned that mobile apps may monitor my activities.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

22. I feel that as a result of my use of mobile apps, other people know more about me than I am
comfortable with.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

23. I believe that as a result of using mobile apps, information about me that I consider private
is too readily available to others.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

24. I feel that as a result of using mobile apps, information about me could be used to invade
my privacy.
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Strongly disagree

1

2

3

4

5

6

7

Strongly agree

25. I am concerned that mobile apps may share my personal information without notifying me
or getting my authorization.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

26. When I give personal information to a mobile app, I am concerned that other apps may use
my information for unauthorized purposes.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

27. I am concerned that mobile apps may share my personal information with third parties
without first asking for my permission.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

28. LBSware, Inc. clearly communicates to me the potential uses of Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

29. LBSware clearly communicates to me the potential risks of Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

30. I understand why LBSware asks me to share information through Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

31. I believe Sharing Tree support would respond to questions or concerns I might have about
this tool.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

32. I currently have access all of the up-to-date shopping and entertainment information I need
without Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

33. I currently have access to all of the location-sensitive shopping and entertainment
information I need without Sharing Tree.
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Strongly disagree

1

2

3

4

5

6

7

Strongly agree

34. I currently have access to all of the personalized shopping and entertainment information I
need without Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

35. Sharing Tree would give me up-to-date information whenever I need it.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

36. Sharing Tree would give me access to relevant information at the right place.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

37. Sharing Tree would give me access to relevant information wherever I need it.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

38. Sharing Tree can provide me with personalized information and benefits tailored to my
needs.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

39. Sharing Tree can provide me with more relevant information tailored to my preferences.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

40. Sharing Tree can provide me with the kind of information and benefits that I might like.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

41. Mobile apps that use location data such as Sharing Tree can help me save time.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

42. Sharing Tree can help me spend less money for the same goods and service I use now.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

43. Sharing Tree should help me get more done than I could before it was available.
Strongly disagree

Strongly agree
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1

2

3

4

5

6

7

44. Sharing Tree’s location sharing will make me more accessible to my friends and family.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

45. Sharing Tree’s communication features will make it easier to keep in touch with my friends
and family.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

46. I can use Sharing Tree’s location features to more easily get together in person with friends
and family.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

7

Strongly agree

47. Sharing Tree will help me by locating entertainments.
Strongly disagree

1

2

3

4

5

6

48. The personal information on my mobile device is already stored by many companies.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

49. There is little personal information on my mobile device which companies don't already
have.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

50. The location data generated by my mobile device is already stored by many companies.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

51. Companies already have access to most of my location data through my mobile device.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

Please rate your level of agreement with the following statements:
1=Strongly disagree, 2=Disagree, 3=Somewhat disagree, 4=Neither agree nor disagree,
5=Somewhat agree, 6=Agree, 7=Strongly agree
52. Providing Sharing Tree with my location data would involve many unexpected problems.
Strongly disagree

Strongly agree
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1

2

3

4

5

6

7

53. It would be risky to disclose my location data to Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

54. There would be high potential for loss in disclosing my location data to Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

55. Mobile apps with location features like Sharing Tree can be a waste of time.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

56. Mobile apps that use location services can consume more battery life than most apps.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

57. Using mobile apps like Sharing Tree can take up a lot of my attention.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

58. Mobile apps like Sharing Tree can consume a lot of my mobile device data plan.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

59. I am concerned that Sharing Tree might cause me to drive in an unsafe fashion.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

60. Using a mobile app like Sharing Tree could result in me seeing false advertising.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

61. Using a mobile app like Sharing Tree could result in me being the victim of a minor crime
(e.g. petty theft, smartphone snatch-and-run).
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

62. Using a mobile app like Sharing Tree could result in me being the victim of a serious crime
(e.g. physical assault, burglary of home).
Strongly disagree

1

2

3

4
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5

6

7

Strongly agree

63. I am concerned that using Sharing Tree would take my attention away from the people I am
with at the time.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

64. I am concerned that Sharing Tree may interfere with the conversations I have with people
close by.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

65. I am concerned that Sharing Tree could hurt my relationships with friends and family.
Strongly disagree

1

2

3

4

5

7

Strongly agree

6

7

Strongly agree

6

7

Strongly agree

6

66. LBSware, publisher of Sharing Tree, is trustworthy.
Strongly disagree

1

2

3

4

5

67. I trust LBSware keeps my best interests in mind.
Strongly disagree

1

2

3

4

5

68. If I required help, LBSware would do its best to help me.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

4

5

6

7

Strongly agree

69. LBSware would keep its commitments.
Strongly disagree

1

2

3

70. LBSware is competent and effective in providing location-based apps like Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

71. I expect that Sharing Tree will perform like it should, as described when I evaluated it.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

72. I will faithfully use Sharing Tree for its intended purposes.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

73. I believe that LBSWare will keep the promises it makes in the user agreement.
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Strongly disagree

1

2

3

4

5

6

7

Strongly agree

74. I intend to disclose honest/accurate information through Sharing Tree.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

75. I feel committed to the relationship I’ve started with LBSWare and its Sharing Tree app.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

6

7

Strongly agree

76. I expect to be using Sharing Tree for a long time.
Strongly disagree

1

2

3

4

5

Please rate your level of agreement with the following statements:
1=Strongly disagree, 2=Disagree, 3=Somewhat disagree, 4=Neither agree nor disagree,
5=Somewhat agree, 6=Agree, 7=Strongly agree
77. I am willing to share my personal information through Sharing Tree when it becomes
available.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

78. I am willing to share my location data through Sharing Tree when it becomes available.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

79. Intend to disclose the information Sharing Tree needs to give me the benefits I want.
Strongly disagree

1

2

3

4

5

6

7

Strongly agree

80. How much have you heard during the last year about the use and potential misuse of
personal information over mobile devices and applications?
None at all

1

2

3

4

5

6

7

Very often

81. How much have you read during the last year about the use and potential misuse of personal
information over mobile devices and applications?
None at all

1

2

3

4

5

6

7

Very much

Please confirm or answer the questions below. These questions are for research and are not
173

shared with LBSWare or its Sharing Tree app:
82. What is your gender?
Female
Male
83. What is your ethnicity?
African American
Asian
Caucasian
Hispanic
Other
84. What is your birth year? (Choices: 40 to 00)
85. What level of education have you completed? (Some high school, High school or GED
equivalent, Some college (freshman level), Some college (sophomore level), Some college
(junior level), College undergraduate degree completed, Some graduate degree, Master or
graduate degree completed ) – total of 8 options
86. How many years of post-education, full-time employment do you have? (0, less than 1 year,
1 to 5 years, 5 to 10 years, 10 to 20 years, more than 20 years) – total of 6 options
87. Do you currently use a smartphone or other internet-capable cell phone?* (if no, skip next
two questions)
No
Yes
88. If so, what operating system does it use?
Apple iOS
Blackberry/RIM
Google Android
Symbian (Nokia)
Windows Phone
Other
89. If so, approximately how many apps have you downloaded onto your phone? (0 – 5, 6 – 15,
16 – 25, 26 – 35, 36 – 45, 46 – 55, 56 – 65, 66 – 75, 76 – 85, 86 – 95, more than 95) – total of 11
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options
90. If you registered to use Sharing Tree (skip this question if you didn't), please mark which of
your profile items below which you entered are accurate (NOTE: your answer to this question
will NOT affect your extra credit in any way. Also, you will NOT be asked to go back and
submit accurate information. We simply would like to know in order to produce the most
accurate research results. Thanks!)
Your data
Accurate?
First name:
Last name:
Email:
State:
Student:
Full-time employee?:
Job years:
Gender:
Ethnicity:
Income:
Relationship:
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APPENDIX 7 – COMMUNICATION TREATMENT
(Low level treatment)
End User License Agreement
By using this "app", you and LBSware (publisher of
Sharing Tree™) accept these terms. LBSware will
provide
"best
effort"
support
via
support@lbswareinc.com within 2 business days. Full
features of Sharing Tree require access to user data
such as current location and personal profile items. This
data will only be shared with parties selected by user
and Sharing Tree Network™ member companies that
provide the deals seen by users of the app. User agrees
to not intentionally infringe on rights of others, to
defraud, or to damage. Sharing Tree™ is provided "as
is" without warranties.

(High level treatment – includes low level treatment)
PERMISSIONS: this app will use…
PERMISSIONS: this app will use...
Location data

required

Contacts

optional

Personal information

optional

Web history

optional
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End User License Agreement
By using this "app", you and LBSware (publisher of
Sharing Tree™) accept these terms. LBSware will
provide
"best
effort"
support
via
support@lbswareinc.com within 2 business days. Full
features of Sharing Tree require access to user data
such as current location and personal profile items. This
data will only be shared with parties selected by user
and Sharing Tree Network™ member companies that
provide the deals seen by users of the app. User agrees
to not intentionally infringe on rights of others, to
defraud, or to damage. Sharing Tree™ is provided "as
is" without warranties.

177

