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ABSTRACT 
 

The current study was a pilot study intended to add to the growing literature on the use of social 

network sites (SNS) in investigations by law enforcement (LE) personnel. The study focused 

exclusively on graduates of the National Computer Forensic Institute’s (NCFI) Online Social 

Networking (OSN) course. The study consisted of an Internet-based survey instructing 

respondents to evaluate their understanding of two items: (1) learning outcomes presented in the 

course and (2) their investigative practices since completing the course. Forty-two respondents 

completed the survey. The findings indicated the course is aiding law enforcement in learning 

and adopting SNS equipped techniques, but there is some room for improvement. Specifically, 

respondents displayed a lack of understanding on how to use some software programs such as 

FastStone Capture and On The Fly Encryption (OTFE), both important tools for investigation, 

apprehension, and legal proceedings. The findings emphasize the continued popularity of using 

SNS in investigations. Further implications of the findings are discussed and suggestions for 

future research in this area are presented.  
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CHAPTER 1 

INTRODUCTION 

 

Social network sites are ubiquitous in society. Their relevance and popularity are 

indisputable amongst both the digital natives of the most recent generation and the digital 

immigrants of previous generations. An overwhelming amount of data has been released to detail 

the use of social network sites. The Pew Research Center’s (PRC) Internet and American Life 

project is one of the most extensive databases of social network and general Internet usage 

statistics. In May 2013, nearly 2,000 adults responded to their annual survey (PRC, 2013). This 

survey indicated 72% of adults are active users in online social networks (PRC, 2013). In North 

America specifically, 59% of adults log into Facebook© on a daily basis (PRC, 2013). The most 

dominant users continue to fall into the 18-24 age group, but sizable gains have recently been 

made in other age groups, notably those aged 50-64 (PRC, 2013). The increased availability of 

mobile devices that support an easier means to navigate user interface perpetuate the popularity 

of social network sites. A reported 40% of cell phone owners regularly access an online social 

network site via their device, and 28% of those users do so daily (PRC, 2013). These sites rely 

heavily on user-generated content, and users show no sign of slowing in their frequency of posts 

(Bullas, 2013; Trottier 2011).  

 Uploading photos continues to be the most popular social networking activity (PRC, 

2013). Facebook© reported a total 824.13 million active users uploading and sharing photos 
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during the second quarter of fiscal year 2013 (Facebook© Data Science, 2013). Criminal activity 

also reflects these trends. In recent times, law enforcement agencies have begun to get ahead of 

crime by participating in social networking behavior on both institutional and covert levels. 

Agencies typically use social network sites in two ways: (1) as an outreach mechanism to further 

community oriented policing efforts, and (2) to aid in the investigative process (Trottier, 2012). 

For example, a domestic violence suspect was apprehended in Utica, New York in June 2011 

after he dared police officials with a Facebook© status update reading “Catch me if you can I’m 

in Brooklyn…” (Evangelista, 2011). For the purposes of this project, the author will focus 

exclusively on law enforcement utilizing social media as an investigative tool.  

Several tangential news articles like the example above have surfaced detailing the various 

ways in which agencies utilize publicly viewable data posted on social networks to gain 

information vital to the apprehension of suspects (Bahney, 2006; Consumer Affairs, 2006; 

Evangelista, 2011; Frosch, 2007; Kerrigan, 2011; Kornblum & Marklein, 2006; Singel 2011). 

This practice is so popular that social network sites themselves (e.g., Facebook©, Twitter©) have 

been overwhelmed with requests of data on individual users from law enforcement agencies. To 

further support this notion, several social network sites have created law enforcement guides, a 

handbook on how to request information and what to do with it when it arrives. (Cardozo, Cohn, 

Higgins, Hoffman, & Reitman, 2013). The National Computer Forensics Institute (NCFI), a 

state-of-the-art training center serving every police jurisdiction in the country, has been 

established in Hoover, Alabama with an entire course dedicated to educating police officials the 

benefits of adding online social networks to their investigative toolbox (Kassner, 2013). 

However, scholarly literature has failed to establish an accurate depiction of how law 

enforcement officials actively engage in the practice. The success rate of utilizing this new tool 
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has also yet to be determined (Kassner, 2013). In addition, common pitfalls of adopting a social 

network investigative practice have yet to be identified (Kassner, 2013).  

This study seeks to address this gap by conducting an analysis directly surveying alumni of 

the NCFI online social networking course. This study will serve as an assessment of the NCFI 

Online Social Networking (OSN) course. This study will also ask graduates of the course, those 

law enforcement officials who are assumedly most actively engaged in a social network 

equipped investigative practice, about their techniques.  

Rationale for Study 

 It is important to evaluate the educational offerings to law enforcement regarding social 

networks and current investigative trends for many reasons. First, identifying the successes and 

opportunities for growth in the current NCFI curriculum not only saves valuable time for the 

participating law enforcement officer, but also improves the course and its graduates for years to 

come. Second, rallying together those who utilize social networks in investigations would 

facilitate a sharing of best practices and common pitfalls. Third, knowing how important this 

practice is to a number of agencies could be great leverage for even more resources to be used 

for the improvement and expansion of training and equipment.  

Most importantly, however, demonstrating that this tool is important to a large majority 

of law enforcement agencies could spark a change in policy. Later in the study, an issue 

surrounding the constitutionality of law enforcement utilizing social network sites is discussed. If 

legal ground continues to be gained by groups such as the Electronic Frontier Foundation (EFF), 

among others, this tool could potentially be placed out of reach of law enforcement. Establishing 

its necessity would be an important, strategic gain to initiate future anti-privacy legislation.  
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CHAPTER 2 

REVIEW OF LITERATRE 

 

As the use and popularity of social network sites has increased, so has the amount and quality 

of published academic literature. This review, however, examined a gap in the literature 

regarding the frequency of use and success of obtaining information from online social networks 

when law enforcement use them in investigations. First, this review complied a definition and 

history of online social network sites. Second, this review discussed the jurisprudence of 

electronic communications and their relevant privacy laws. Third, this review complied the brief 

but important history of law enforcement utilizing social network sites in modern investigative 

procedures, highlighting major successes. Overall, this study furthered the literature by 

addressing an area that has largely been ignored by other researchers – the popularity and 

success of social network sites investigations among law enforcement.  

A Definition of Social Network Sites 

 Several terms have been used interchangeably in both academic literature and in public 

discourse to describe social network sites. [sic]boyd and Ellison (2008) defined the term social 

network site (SNS) as: 

…web-based services that allow an individual to construct a public or semi-public profile 

within a bounded system, articulate a list of other users with whom they share a 

connection, and view and traverse their list of connections and those made by others 



 

5 
 

within the system.  (p. 211) 

The features and functionalities from site to site may vary, but their common purpose remains 

the same: connecting people to other people, places and things online. Scholars make a 

distinction between using the term social network site and social networking site (boyd & 

Ellison, 2008). They, among other scholars, argue networking implies the creation of new 

relationships whereas network signals the maintenance of existing relationships (Donath & boyd, 

2004; Haythornthwaite, 2005; Hsu, Lancaster, Paradesi, & Weninder, 2007). For the purposes of 

this project, such a distinction is not essential, but social network site will be the operative term 

of choice.  

Table 2.1: Sample Social Network Sites 
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The main attraction on most SNSs is a unique profile where users can create an online 

social identity (Haythornthwaite, 2005). Most profiles include an individual’s age, location, 

interests, and profile photo (Lampe, Ellison, & Steinfeld, 2007). Every SNS varies as to the 

visibility of an individual’s profile. After joining and creating a personal profile, members of 

SNS are asked to identify other users on the site in which they know or have a relationship. More 

often than not, approval of a friend or contact involves a two-way approval process (Kumar, 

Novak & Tomkins, 2006). It is important to remember, however, that friend or contact may not 

accurately depict the relationship. Some users note that some connections made on SNSs are 

with complete strangers (Donath & boyd, 2004).     

 Two other popular mechanisms of the major SNSs include comments and messages 

(Lampe et al., 2007). Most SNS have a feature that allows users to post messages on another 

users profile. This post or comment is publicly viewable to all users who are granted access to 

the profile. These comments differ from messages. Messages are most often private 

communications that can only be seen by the users directly communicating in the conversation 

(Walther, Van Der Heide, Kim, & Westerman, 2008).  Media files such as photos, videos, and 

URLs can be attached in private messages. Messages can also be deleted or archived by users. 

All three of these features (profiles, comments, and messages) can be recalled upon request by 

law enforcement for the purposes of investigation, even if their user has deleted them (Preibusch, 

Hoser, Gürses, & Berendt, 2007).  

A History of Social Network Sites 

The first social network site, SixDegrees©.com©, was created in 1997 (boyd & Ellison, 

2008). This site allowed users to create profiles, list friends, and later, browse the friends lists of 

other users. Scholars argue that older sites like AIM, Classmates.com, and ICQ existed with 



 

7 
 

some of the features of SNSs, but only SixDegrees© fulfills the three-pronged definition detailed 

by boyd and Ellison. SixDegrees© promised to be a “tool to help people connect with and send 

messages to others” (boyd & Ellison, 2008, p. 214). The site generated a fair amount of attention, 

even attracting over a million users, but failed to remain operational long-term. 

SixDegrees©.com© went inactive in 2000.  

From the late 1990s to the early 2000s, several sites emerged including BlackPlanet©, 

AsianAvenue©, and MiGenete©  (Donath & boyd, 2004). These allowed users to create 

professional, personal, and dating profiles. These sites were short lived, however, because they 

were created to serve only a small, homogenous portion of the population (boyd & Ellison, 

2008). In 1999, LiveJournal launched and became unique in that it listed one-way connections 

between users on individual profiles, much like the instant messaging ‘buddy lists’ of the same 

era (boyd & Ellison, 2008). These sites mostly catered to niche groups who were already 

spending a considerable amount of time online for other purposes such as gaming or work-

related tasks.  

After the new millennium, a second wave of SNSs developed, aiming to make socializing 

online both professionally viable and mainstream. In 2001, Ryze.com was launched in addition 

to Tribe.net, LinkedIn, and Friendster (Festa, 2003). These sites first catered to the business and 

technology communities of the west coast, notably San Francisco, but quickly expanded. In fact, 

the creators of these sites were colleagues and believed that they could co-exist in a community 

of support, not competition (Festa, 2003). Only LinkedIn established long term success, 

however.  

Although it is not around today, Friendster was the only other site of these three to see 

success. Friendster has since been coined “one of the biggest disappointments in Internet history” 
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(boyd & Ellison, 2008). The problem of fake or covert accounts, which was a crucial role in its 

rise and subsequent fall, is important to document. Friendster was created in 2002 to compete 

with Match.com, an online dating site (Cohen, 2003). Many popular dating sites at the time were 

designed to connect strangers, while Friendster offered users the opportunity to connect with 

friends of friends (Goldberg, 2007). The creators of Friendster assumed more compatibility 

existed between friends of friends than complete strangers. Before Friendster even launched a 

formal publicity campaign in May 2003, the site had grown to 300,000 users (O’Shea, 2003). In 

the beginning, Friendster only permitted access to users of profiles that were less than four 

degrees away, i.e., friends of friends of friends of friends (Goldberg, 2007). To work around this 

rule and in order to access more profiles, users began adding mere acquaintances and complete 

strangers (boyd, 2004). From this evolved the creation of Fakesters, fake accounts of celebrities 

or fictional characters. The use and popularity of Fakesters rendered the creators livid (Goldberg, 

2007). Even Fakesters with a functional purpose, such as a civic organization or university, 

outraged the creators (boyd, 2004). Thus, the sites administrators began actively deleting such 

accounts and, in response, users felt as though the site’s creators did not share their interests 

(boyd, 2006). At the same time, a newer, better site called MySpace© was being launched. 

Rumors Friendster would be adopting a fee-based structure in an attempt to stay afloat surface 

and, thus, a vast majority of Friendster users abandoned the site for other varieties (O’Shea, 

2003).  

From 2003 on, social network sites began to sustain popularity and attract a new 

generation of users who had never used the web as a tool to socialize (boyd & Ellison, 2008). In 

addition to the myriad of strictly SNSs that launched during this boom, existing sites (most 

notably those based around media sharing) began integrating features into their user interfaces, 
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eventually becoming SNSs themselves (boyd & Ellison, 2008). Example sites adopting these 

changes included YouTube, Flickr, and Pandora.  

In 2003, MySpace© was created in Santa Monica, California –miles away from Silicon 

Valley, the birthplace of most other SNSs. Although its initial goal was to attract ex-Friendsters, 

MySpace© quickly amassed a sizeable heterogeneous following. Of these were musicians (who 

were kicked out of the Friendster network for violating strict profile rules) who simply wanted to 

connect with the biggest fan base possible. MySpace© gave musicians that opportunity while 

simultaneously allowing users to shape their identity based upon music preferences. It is 

important to also note that MySpace© has, from its inception, welcomed under-aged users. In 

2004, the site saw an exponential increase in profiles being created by teenagers. MySpace© 

subsequently changed its user policy to allow minors into the network. MySpace© peaked in the 

summer of 2005 when News Corp purchased it for $580 million (British Broadcasting 

Corporation, 2005). Immediately after, concerns of illegal activity targeting minors plagued the 

site.  

Allegations surfaced of adults preying on minors (Consumer Reports, 2006), sparking a panic 

concerning sexual predators. Scholars suggest the concerns were over exaggerated (boyd & 

Ellison, 2008), but MySpace© subsequently created the Sentinel SAFE Project in reaction to 

these concerns. This program, still currently operational, aims to remove all registered sex 

offenders from the site’s social network. MySpace© boasts that a user’s profile is deleted within 

24 hours of a positive match. Though the profile is deleted from view of other users on the 

network, all content is preserved including photos, videos, and messages (archived by the profile 

creator, deleted, or otherwise). They claim this information is available to any law enforcement 

agency that utilizes the necessary legal processes to obtain this data, namely, subpoena or court 
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order. These terms will be discussed and compared it great detail in a later section.  

Facebook©, the most popular SNS, was founded on February 4, 2004 by then Harvard 

University sophomore Mark Zuckerberg. Initially, Facebook© was an informal online tool for 

on-campus residents to use to get to know other students in their residential community. Users 

were required to have a Harvard.edu email address to register (boyd & Ellison, 2008). However, 

the site quickly became popular and expanded to other college campuses nationwide as early as 

2005. In September of the same year, Facebook© extended its reach to high school networks, 

corporations, and essentially everyone else.  

Facebook© is unique from other SNSs in several ways. First, it does not permit users 

access into private networks. Many networks (e.g., Harvard University, Woodland High School) 

require approval by an administrator before access is granted. Also, users cannot make their full 

profile public to all users of the site. Another unique feature of Facebook© is the integration of 

third party applications. Applications allow users to imbed other social network or other online 

tasks into their Facebook© activity. To date, Facebook© users are the most connected to other 

SNSs and almost 60% of online SNS experiences start on Facebook© (PRC, 2013). While users 

are shopping, traveling, and attending events in the real world, data is automatically being 

published on their Facebook© profiles via applications.  

Social Networks and User Privacy 

 The creation of social network sites is nearly concurrent with both scholarly and public 

debate over the privacy of information posted. This debate is typically concerned with the safety 

of SNS’s under-aged users. In the first known scholarly study of SNS and privacy, Gross and 

Acquisti surveyed thousands of Facebook© profiles belonging to university students for 

potential threats to privacy (2005). They found that several students left themselves vulnerable to 
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threats including the potential for social security number to be generated based upon date and 

place of birth (Gross & Aquisti, 2005).  The United States Congress attempted to pass legislation 

to ban children and teenagers from accessing SNSs in public schools and libraries (H.R. 5319, 

2006; S. 49, 2007). Concerns were not exclusive to young users, however. The U.S. government 

also banned military personnel from accessing MySpace© for fear of making sensitive strategic 

information public (Frosh, 2007).  

 Other research indicated a ban on SNS activity would not be sufficient to halt the sharing 

of sensitive information by social network users. In 2007, a group of researchers created a 

phishing virus that appeared to come from a friend of a user via private message in a social 

network (Jagatic, Johnson, Jakobsson & Menczer). Users were likely to give away information 

that they believed was being solicited from a friend (Jagatic et al., 2007). In addition, the moving 

target that is SNS privacy settings and features makes it difficult for even competent users to 

maintain a level of privacy they are comfortable with.  

Jurisprudence of Privacy of Electronic Communications 

 While new social network technologies were emerging, a body of law concerning the 

privacy of electronic communications already existed. The jurisprudence of electronic 

communications is detailed below. Table 2 also tracks the development of this body of law.  

The Fourth Amendment of the U. S. Constitution is the basis for all law regarding the privacy of 

information, communications, and searches by law enforcement for evidence of a crime. It reads: 

The right of the people to be secure in their persons, houses, papers, and effects, against 

unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but 

upon probable cause, supported by Oath or affirmation, and particularly describing the place 

to be searched, and the persons or things to be seized.  
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Table 2.2: The Jurisprudence of Privacy of Electronic Communications 

 

In 1967, the Supreme Court held in Katz v. United States telephone conversations were protected 

by the Fourth Amendment (Katz, 1967). This ruling would be the foundation of modern laws 

concerning the privacy of electronic communications. In Katz, the court extended the 

unreasonable search and seizure clause of the Fourth Amendment to include all areas where an 

individual has a reasonable expectation of privacy (1967). If government agencies wanted to 

listen in on a phone conversation, they now had to obtain a warrant from a judge. The following 

year, the Omnibus Crime Control and Safe Streets Act, also known as the Wiretap Act of 1968, 

set out specific guidelines for law enforcement to follow when tapping phones (Federal 

Communication Commission, 2013). However, this legislation only included provisions for 

wired telephone conversations. By the early 1980's, businesses and individuals alike were 

beginning to communicate via wireless computer and phone connections. Email was making its 

technological debut and voice over Internet protocol (VoIP) phone lines were increasingly 

popular. Electronic communications rapidly shifted from a transfer of language to a transfer of 
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data. The Wiretap Act did not include provisions for these new modes of communication (Center 

for Democracy and Technology, 2013). The courts were generally confused whether or not these 

methods (e.g., email, broadband phone conversations, cell phone conversations) fit into the 

existing legal definition of wired communications held in Katz (CDT, 2013). Meanwhile, 

government agencies maintained individuals forfeited their right to privacy when communicating 

via broadband or email.  

In 1986, a forward-looking piece of legislation was passed to include these new forms of 

communication into the language of the Wiretap Act. The Electronic Communications Privacy 

Act (ECPA) was passed to specify parameters for government entities when monitoring or 

intercepting Internet communications and wireless phone conversations (CDT, 2013). Wireless 

and data communications were now considered private and protected under the reasonable 

expectation of privacy clause of the Fourth Amendment as part of the ECPA, but email remained 

an anomaly because it was not defined in the legislation as method of either wireless or data 

communication, or something else entirely (CDT, 2013).  

The ECPA was also a reflection of government agencies’ pressure on Congress to consider 

old email messages abandoned property, exempting them from privacy laws much like the cold 

storage of a corporation (CDT, 2013). In 1986, storing data was an expensive endeavor and 

Internet service providers regularly deleted email after 90 days. Congress included a provision in 

the ECPA stating that any email was no longer private after 180 days. This, at the time, would 

have been considered far outside the realm of possibility. However, it is clear to see this is no 

longer the case with modern data storing capabilities. To date, merely a subpoena is required to 

obtain email messages or SNS messages older than 180 days. Another shortcoming of the ECPA 

was the treatment of transactional data of electronic communications, which refers to email 
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addresses, originating IP addresses, and phone numbers dialed as opposed to the actual content 

of messages and conversations. A subpoena is all that is required of law enforcement to access 

this information.  

     It is important to highlight the inherent differences between a subpoena and a search warrant. 

A subpoena is an order for a witness to appear before court and give testimony or produce 

documents, or both. A court, legislative body, administrative agency, and grand jury all have the 

capacity to issue a subpoena. In some states, court clerks and private attorneys, in their acting 

roles as officers of the court, can sign off on subpoenas. There are two types of subpoenas: 

subpoena ad testificandum and suboaoena duces tecum (see Findlaw, 2013). The former only 

requests testimony in court while the latter requests both testimony and data or documents. 

Subpoenas can be used to gather testimony from witnesses either at deposition or at trial. The 

process for obtaining a subpoena is nearly free of major obstacles: the filing party simply must 

prove that there is a reasonable possibility that the testimony in question will uncover 

information relevant to the general subject of the investigation. This standard is much lower than 

the standard that is required to issue a search warrant. Subpoenas can be issued to individuals or 

to third parties. For example, a law enforcement agency can issue a subpoena to Facebook© 

requesting information from a user’s profile – all without the users knowledge. Social network 

sites have responded to user concerns about the sharing of data to law enforcement and have 

included applicable provisions in their terms of use. These terms and how they vary from site to 

site will be discussed later in this review. In sum, a subpoena is merely a request from a court for 

testimony, data, or both.  

 A search warrant, however, is somewhat different from a subpoena. A search warrant is 

not a request and only judges can issue such warrants. A search warrant will be issued and 
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executed by law enforcement, allowing them to search a specific place for evidence. Law 

enforcement requesting a warrant must establish that there is probable cause, as detailed in the 

Fourth Amendment, which evidence is in fact located in the specific area detailed in the warrant. 

Essentially, a warrant must include three key pieces of information: an offense that an individual 

or group is believed to have committed, the evidence to support this claim, and the location of 

said evidence. The Fourth Amendment does not require law enforcement to establish that a crime 

has been committed, only probable cause that any sought after evidence is located in a particular 

place. As of December 2009, Rule 41 of the Federal Rules of Criminal Procedure govern 

searches of electronically stored media and allows for delayed review of contents of any data 

seized.  

Publically viewable data, by contrast, is not circumspect to either of these legal 

mechanisms of dodging privacy simply because they are not private. When users post 

information that is publically viewable to other members of the same social network, they 

relinquish all privacy to that information. It has been established that some SNSs require 

administrative approval to join a particular network. This process has led law enforcement to 

create fake or covert accounts to gain access to social networks. Creating and maintaining covert 

accounts is a practice seems to be common among law enforcement (Evangelista, 2011; 

Kerrigan, 2011), though no research has been published documenting the actual frequency of use 

of covert accounts.  

Law enforcement officers also gain information by going straight to the source: the social 

network site itself. Sites initially exhibited resistance to these requests, clinging to the language 

of their terms of use (George, 2006). Data was gradually released, however, as more high profile 

and heinous cases were in need of evidence found in social networks. Currently, 14 social 
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networking sites have legal guides available on their sites or by request, including Facebook©, 

Twitter©, and MySpace©.  

Guidelines for Law Enforcement 

 Starting with MySpace© in 2005, social network sites began creating guidelines for law 

enforcement to use when requesting data on users.  In a landmark project, The Electronic 

Frontier Foundation complied all known versions of manuals or guides from several different 

sites and complied them into one study. The Electronic Frontier Foundation (EFF) is a donor 

funded non-profit that was founded in July 1990 with the broad goal of defending civil liberties, 

namely freedom of speech, in response to the information age. This was created in response to an 

incident involving the United States Secret Service (USSS) engaging in a series of raids 

attempting to track the distribution of an illegally obtained copy of emergency 911 system details 

was taken from BellSouth’s data files.  Ever since, the group’s founders, promise to fight off any 

threats to the right to communicate through legal measures and lobbying from both big business 

and government.  

 In the Third Annual Report on Online Service Providers’ Privacy and Transparency 

Practices Regarding Government Access to User Data, researchers at the EFF detailed the 

differences and similarities among SNS guides for law enforcement (Cardozo, Cohn, Higgins, 

Homan & Reitman, 2013). Most notably, only the ‘big three’ (Facebook©, Twitter©, 

MySpace©) explicitly warned that they delete covert accounts created by officers once they are 

found in the network (Cardozo et al., 2013). This researcher reviewed the study and complied an 

abbreviated summary of the guides, found in Table 2.3. More detailed information regarding the 

specific documents required of each site to retrieve data can be found in Appendix B.  

The EFF’s approach to compiling information regarding law enforcement utilizing social  
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Table 2.3: Existing Social Network Guide for Law Enforcement 

 

networks in investigations is much like that of other academic work on the topic: exclusively 

based upon information available from social network sites. This study departed from this norm 

and solicited instead survey data from a nationwide network of law enforcement officers. This 

study examined the information provided in the guides and other documents presented by social 

network sites alongside the experiences of law enforcement when going through the process of 

requesting data to determine if both sources display similar characteristics.  

The National Computer Forensics Institute 

The National Computer Forensics Institute is a training center operated by the United States 

Secret Service’s Criminal investigative Division and the Alabama Office of Prosecution Services 

with the mission of providing high quality, hands on experience to law enforcement personnel 
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around the country. State and local officials, prosecutors, and judges can enroll in any of the 12 

courses offered at no cost to the pupil or their home agency.  Some students are elected to attend 

course by their supervisors, while others nominate themselves to participate. One of the most 

popular courses is the Online Social Networking course. Since its inception in 2008, 150 state 

and local police officials have graduated from the Online Social Networking course (A. 

Monsoma, personal communication, December 5, 2013).  The researcher had the privilege of 

completing the course and gained valuable first-hand experience of the course and its materials. 

The learning outcomes for the course are listed in Table 2.4.  

Table 2.4: Learning Outcomes for NCFI OSN Course 

 

 

 

 

 

 

 

This study addressed a gap in the literature that has been ignored by other researchers – 

the success of current educational efforts for law enforcement and the frequency of utilizing 

social network sites in investigative procedures thereafter. The academic literature on law 

enforcement utilizing social network sites fails to explicitly state the frequency and success of 

their use. Many agencies are increasingly relying on social media as an investigative tool. Yet, 

the frequency of use and reliance on this tool has not been determined. Of those agencies 

actively using social network sites as a tool in the investigative process, we do not yet know the 
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success rate of these investigations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

20 
 

 

 

 

CHAPTER 3 

METHODOLOGY 

 

This chapter provides a description of the methodological procedures and research design 

chosen to evaluate the National Computer Forensic Institute’s (NCFI) Online Social Networking 

(OSN) course and social network site investigative practices among graduates. This study used 

descriptive statistics to explore the following research questions: 

Q1: What level of understanding of learning outcomes do graduates of the NCFI course 

display? 

Q2: What techniques are recalled and used after taking the course? 

Q3: How many graduates of the course have and maintain covert accounts as a part of 

their online social media network investigative practice? 

Definition of Construct 

For the purposes of this study, a covert account was defined as an account on a social 

network site that is a misrepresentation of its creator, built and maintained for the purposes of 

gaining access into online networks of potential informants or suspects. These accounts had to be 

maintained at a minimum of one hour per week. Accounts that did not met this time constraint 

were defined as inactive covert accounts.  

Population and Sample 

In an attempt to address a gap in the literature, this study focused primarily on law 
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enforcement personnel who are graduates of the NCFI Online Social Networking course as the 

population studied. Utilizing a probabilistic sampling technique to sample this population would 

be difficult for two reasons. First, the varying administrative structures of agencies where NCFI 

graduates are employed present an administrative challenge. Personnel are employed at the 

municipal, state, or federal level and also include college and university precincts. Job 

descriptions and duties assigned vary by rank, geographic location, and agency. Different 

jurisdictions and agencies regard the risk associated with participating in academic research 

differently and have varying policies reflecting this risk. Second, NCFI graduates, more 

specifically graduates of the online social networking course, are a growing but small population. 

This was an exploratory, preliminary study. This study was a small part of bigger vision to 

expand training options for law enforcement personnel. Thus, this study utilized the targeted 

population sampling strategy.  

Gathering the subjects began with a mass email sent to all known past participants of the 

National Computer Forensic Institute’s (NCFI) Online Social Networking (OSN) course. Since 

the first course offering in 2008, approximately 150 individuals have completed the course. The 

OSN course is typically offered three times per fiscal year on a rotating basis and has a 

maximum capacity of 22 students.  Of all past participants, contact information for 98 NCFI 

OSN graduates was collected.  At the end of the survey, the final window encouraged 

participants to pass along the survey to other law enforcement personnel who are also graduates, 

in an effort to seek out those whose contact information could not be located. This created a self-

perpetuating sample. The researcher sought to achieve a response rate of 50% or a sample size of 

about 50 subjects.  

Before completing the survey, respondents were asked to agree to a consent page, 
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informing them of the purpose of the study and potential risk associated with participating. Per 

Alabama law, all respondents must be age 19 or older. Those under 19 were not able to complete 

the survey because of minor status. Survey respondents also had to be graduates of the NCFI 

OSN course. The survey consisted of two measures in addition to demographic information. 

First, respondents were asked a series of questions regarding their experience in the course 

including overall knowledge, learning outcomes, and software use. Second, respondents were 

asked about their social network site investigative practices after having completed the course. 

After the survey was complete, respondents were directed to a page including contact 

information for any further questions about the study and a brief note thanking them for their 

participation and encouraging them to pass the survey along to other potential participants who 

have also completed the course.  

Design and Procedure 

 Data was collected via Internet self-report survey via Qualtrics, a program designed to 

specifically combat some of the internal validity disadvantages of Internet surveys. Qualtrics 

does not collect IP information, preventing the identification of respondents to the researcher and 

increasing confidentiality. Qualtrics features also include the implementation of partitions, Likert 

scales, and consent forms within the survey measure, all increasing its internal validity.  

 All data was collected electronically and stored in accordance with the University of 

Alabama’s Internal Review Board guidelines and the guidelines of the American Psychological 

Association.  
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CHAPTER 4 

RESULTS 

 

The data were examined using descriptive statistic analysis. A frequency analysis of N = 

42 responses indicated that most graduates of the NCFI OSN course where white (51%), males 

(71%), and served in suburban areas (62%), as shown in Table 4.1.  

Table 4.1: Demographics 
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Officers (31%) and Detectives (31%) were the most commonly identified rank among 

respondents and most were between 30 and 39 years of age (57%). Exactly half of the 

respondents had only obtained a high school education and half earned an income between 

$40,001 and $60,000. Most respondents were members of a municipal agency (36%) and came 

from 17 different states, most commonly Alabama (28%), Texas (7%), Georgia (7%), and 

California (5%).  

Course Assessment 

 Respondents indicated an overall expansion of knowledge of social networking sites after 

completing the course. Most agreed they conducted more thorough investigations after having 

completed the course (71%). Respondents strongly agreed they found more leads (57%) and 

faster (62%) than before the course. Perhaps most interesting, 71% of respondents indicated they 

taught other law enforcement personnel in their home agencies the techniques taught in the 

course.  

 In reference to the specific learning outcomes, however, respondents indicated lower 

levels of understanding of material taught in the course. Most respondents agreed to 

understanding how to search and find individuals on Facebook© (62%), Twitter©(59%), and 

YouTube©(52%). Respondents also indicated knowing how to create accounts on Facebook© 

(59%)and Twitter© (52%). However, most disagreed to understanding how to encrypt data 

(40%), read email headers (33%), and resolve IP addresses (38%).  

 Further, respondents indicated a low level of understanding of specific software programs 

presented in the course. Only a small proportion of respondents agreed to understanding how to 

use FastStone Capture (17%) and DownloadHelper (21%), two data extraction programs key to 
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preserving evidence and presenting it in court. Very few respondents indicated they knew how to 

use HashMyFiles (12%) or On The Fly Encryption (OFTE) (10%).  

Investigation Experiences 

 The data revealed respondents have formally submitted requests for data to Twitter©, 

(52%), Facebook© (51%), MySpace© (24%), eBay© (24%), AOL© (21%), PayPal© (21%), 

and Yahoo!©(19%). One respondent indicated a previous request to okCupid, a social network 

site not previously discussed in the literature. When data was returned to respondents, it most 

usually arrived as an email attachment (48%) about one week after requested (31%). One 

respondent indicated that data had also been delivered via access to a secure website. Most 

indicated that requests for data typically for a fee (69%) ranging anywhere between $20 and 

$150.  

 Data also revealed 69% of respondents indicated they possessed and maintained an active 

covert account. Most respondents (51%) spend between two and five hours per week maintaining 

their active covert accounts. Of these, only 31% reported their accounts being deleted or 

inactivated by the network. Facebook© was the only social network site identified by 

respondents to delete active covert accounts.  

Summary of Findings 

 Data revealed that NCFI graduates are predominately white, thirty-something males 

hailing from suburban agencies. They have submitted requests to a variety of social network 

sites, including the big three of Facebook©, Twitter©, and MySpace©. Graduates put knowledge 

gained from the NCFI course into practice almost immediately, showing that teaching other 

personnel what they learned during the course is a priority. They displayed an understanding of 

the learning outcomes for overall skills, but indicated a lower level of understanding of outcomes 
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pertaining to software applications. A majority of respondents maintain active covert accounts 

and seem to only get deleted by Facebook©.   
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CHAPTER 5 

DISCUSSION 

 

The findings related to demographic information of NCFI OSN graduates mirror the 

larger population of law enforcement personnel. It is interesting, however, most respondents had 

only obtained a high school education. This could be because those with formal higher education 

experiences are either already competent in using social network sites or confident enough to 

experiment and research on their own outside of formal training. It is clear from the data that law 

enforcement in Alabama are getting the most instruction, perhaps because the resources offered 

by the NCFI are so close and convenient to home. Even so, data indicates that many personnel 

from a variety of geographic locations, experience, rank, and ethnicities are enrolling in the 

course. 

The findings appear to indicate respondents are the youngest of the digital immigrants, or 

those not native to the widespread use of technology in everyday life (Prensky, 2001). This age 

group is most likely most unfamiliar with advanced social network techniques while still young 

enough to enjoy learning about the technology. Also, from a strictly financial perspective, this 

age group is a better investment of resources than someone who is older since they will have 

more time utilizing the material taught in the course before retirement.  

Perhaps the most important finding is that graduates of the course are going back to their 

home agencies and teaching other personnel what they have learned. Data indicates the resources 

afforded to graduates are being put into practice almost immediately and by not only graduates, 
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but their peers. Yet it seems that graduates are not completely grasping how to use certain 

software programs and more technical tasks such as resolving IP addresses. Perhaps more time 

should be spent on these items in future courses.  

Findings also support that graduates are active in requesting data on individual users from 

social network sites. This indicates that social network techniques are not only aiding law 

enforcement in the investigation process, but also apprehension and the legal processes that 

ensue. Clearly, the quantity and variety of these requests are constantly expanding, as some 

respondents indicated utilizing requests from social networks sites not covered in the literature. 

Data typically arrives in a timely manner and medium ready for analysis. This does come at a 

cost, however, and as these methods become more popular and perhaps even obligatory to 

investigations of crime, these requests might become yet another financial burden on already 

strained precinct budgets.  

The findings supported the hypothesis that a large portion of graduates have and maintain 

active covert accounts as part of their investigative practice using social network sites. Only a 

small portion of respondents have experienced their account being deleted, which is positive. 

Yet, covert accounts take a lot of time and effort to look authentic, so any work lost is still a 

waste of precious resources.  

Implications 

The study indicates that there is a need for more resources to be made available to law 

enforcement. This could be executed in a number of ways. Perhaps a series of online videos 

detailing learning outcomes from the course, specifically software programs, should be made 

available to graduates as a way to follow up on what they learned and refresh techniques not 

immediately adopted or used in everyday work. This will only strengthen the knowledge gained 
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in the course and can also assist those who are unable to take the time away from their normal 

duties to attend training.  

Also, perhaps the course should be restructured in a way that allows students to spend 

more time learning software. To do this, however, time spent on creating covert accounts and 

SNS would be sacrificed. Perhaps the course should be extended so that no time is cut on a 

particular topic. This option would mean more time away from the home agency for law 

enforcement, however. All aforementioned options have positive and negative consequences. 

They must each be weighed for their merits and a course of action must be chosen. If the course 

is left as is, more graduates would continue to receive a sub par understanding of important 

software tools.  

Limitations 

 This study was a small, preliminary project. It only evaluated one course and focused on 

a small, but growing population of NCFI graduates. The sample size, though sufficient for 

analysis, reduces the confidence in generalizing the results of this study to the larger population 

of all law enforcement engaged in SNS investigations.  The response rate for this study was 

sound, but the researcher wishes to expand the study to other NCFI courses and other social 

network site courses administered by other bodies, perhaps tapping into an international network 

of agencies.  

Suggestions For Future Research 

Although the findings of the current study are of interest, caution must be taken when 

making any generalizations. Future research should seek to sample a larger number of 

respondents and perhaps attempt to expand to all law enforcement engaged in an SNS 

investigative practice, not just NCFI OSN graduates. Future studies should also identify any 



 

30 
 

other courses aimed at educating law enforcement. Other future studies could also evaluate the 

popularity and success of online resource boards in this subject area.  
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APPENDIX A 

Existing SNS Guides for Law Enforcement 
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APPENDIX B 

Social Network Sites in the Investigative Practice 

 

1. What is your age in years?  ___________ 

 ***If respondents indicate under the age of 19 years, they opt out and are sent to the “thank you” 
page. 
2. What is your sex?  

• Male 
• Female  
• Prefer not to respond  

3. Which race / ethnicity do you identify with most?  
• Asian 
• African American 
• Biracial 
• Caucasian / White  
• Hispanic 
• Native American 
• Pacific Islander  
• Other  

4. Are you a civilian or sworn officer? 
• Civilian 
• Sworn Officer 

5. What is your current rank? 
• Officer 
• Detective  
• Sergeant 
• Lieutenant 
• Captain 
• Commander 
• Deputy Chief 
• Chief 
• Other 

6. Please describe your agency’s current jurisdiction. 
• Municipal 
• County 
• State 
• Federal 

7. What is your current annual income range from only employment? 
• $0 - $20,000  
• $20,001 - $40,000 
• $40,001 - $60,000 
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• $60,001 - $80,000 
• $80,001 - $100,000 

8. Which of the following is your highest level of completed education to date? 
• High School or Secondary Education 
• Associates Degree 
• Bachelors Degree 
• Masters Degree 
• PhD, JD, MD (etc.) 

9. In what state are you located? 
• Alabama 
• Alaska  
• Arizona 
• Arkansas 
• California 
• Colorado 
• Connecticut 
• Delaware 
• Georgia 
• Hawaii 
• Idaho 
• Illinois 
• Indiana 
• Iowa 
• Kansas 
• Kentucky 
• Louisiana 
• Maine 
• Maryland 
• Massachusetts 
• Michigan 
• Minnesota 
• Mississippi 
• Missouri 
• Montana 
• Nebraska 
• Nevada 
• New Hampshire 
• New Jersey 
• New Mexico 
• New York 
• North Carolina 
• North Dakota 
• Ohio 
• Oklahoma 
• Oregon 
• Pennsylvania 
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• Rhode Island 
• South Carolina 
• South Dakota 
• Tennessee 
• Texas 
• Utah 
• Vermont 
• Virginia 
• Washington 
• West Virginia 
• Wisconsin 
• Wyoming 

10. Describe the city in which you are located? 
• Rural 
• Sub-urban 
• Urban 

11. Do you own a personal computer? 
• Yes 
• No 

12. Do you have access to a work computer? 
• Yes 
• No 

13. How often do you use a computer (work or personal) for use in investigations?  
• Daily 
• Weekly 
• Monthly 
• Never 
• I do not have access to a computer  

14. Do you own a cell phone (work or personal)?  
• Yes  
• No  

15. How often do you use a cell phone (work or personal) for use in investigations? 
• Once a day 
• Multiple times a day 
• Most of the day 
• Never 
• I do not own a cell phone 

16. For what portion of your assigned cases do you access social network sites (Facebook, Twitter, 
etc.) as part of the investigative process? 

• 0%-20% 
• 21%-40% 
• 41%-60% 
• 61%-80% 
• 81%-100% 

17. Do you have a covert or fake account for use in investigations?  
• Yes 
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• No 
18. How much time each week do you spend updating and maintaining this account? 

• 1 hour per month 
• 1 hour per week 
• 2-5 hours per week 
• 1 hour per day 
• I do not have a covert account 

19. Do you have an active covert account on Facebook? 
• Yes 
• No  
• I do not have any covert accounts 

20. Do you have an active covert account on Twitter?  
• Yes 
• No  
• I do not have any covert accounts 

21. Have you ever had a covert or fake account deleted by the network? 
• Yes 
• No 
• I do not have any covert accounts 

22. Have you ever sent a formal request (email from .gov address, mail on department letterhead, 
subpoena, warrant, etc.) for social network data to any of the following social network sites: 
(Check all that apply) 

1. Site � Yes  � No 
2. Twitter � Yes � No 
3. Facebook � Yes � No 
4. MySpace � Yes � No 
5. Ebay  � Yes � No 
6. Paypal � Yes � No 
7. Craigslist � Yes � No 
8. MSN � Yes � No 
9. Yahoo � Yes � No 
10. AOL � Yes � No 
11. Photobucket � Yes � No 
12. MyYearbook � Yes � No 
13. Ning � Yes � No 
14. Stickam � Yes � No 
15. Tagged � Yes � No 
16. Imvu � Yes � No 

 
23. Have you ever been charged by any of the following social networks for fulfilling a request for 

data? 

17. Site � Yes  � No 
18. Twitter � Yes � No 
19. Facebook � Yes � No 
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20. MySpace � Yes � No 
21. Ebay  � Yes � No 
22. Paypal � Yes � No 
23. Craigslist � Yes � No 
24. MSN � Yes � No 
25. Yahoo � Yes � No 
26. AOL � Yes � No 
27. Photobucket � Yes � No 
28. MyYearbook � Yes � No 
29. Ning � Yes � No 
30. Stickam � Yes � No 
31. Tagged � Yes � No 
32. Imvu � Yes � No 

 
24. Please enter the highest amount charged, in dollars______________. 
25. Please enter the lowest amount charged, in dollars______________. 
26. Describe the method in which the request was fulfilled.  

• Email without data attachments 
• Email with data attachments 
• Mail with  
• Other, please list:____________ 

27. How long, on average, does a social network take to fulfill a request? 
• Less than one day 
• 1-3 days 
• One week 
• 2-4 weeks 
• More than 4 weeks 

28. Has data provided ever been incomplete or appeared to be altered in any way? 
• Yes 
• No 

29. Please describe any difficulties or issues you have encountered when requesting data from social 
network sites.  
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26. About how long after completing the course did you begin to utilize advanced social media 
techniques in your investigative practice? 

• 1 day 
• 1 week 
• 1 month 
• Over 1 month 

27. Please describe any suggestions you have for improving the course.  
 


