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ABSTRACT 

 

Today’s computer and network systems were not originally designed for accountability 

which plays a crucial role in information assurance systems. To assure accountability, each entity 

in the system should be held responsible for its own behaviors so that the entity is a part of larger 

chains of the system’s accountability. To achieve accountability, a flow-net methodology that 

records events as well as relations between events was proposed. The multi-layer feature of 

computer and network systems brings us the chance to achieve multiple degrees of 

accountability, which means we are able to acknowledge the system’s behaviors at different 

levels of accountability. In this dissertation, a multi-resolution flow-net is proposed for achieving 

multi-layer accountability. 

Moreover, Intrusion Detection Systems that monitor malicious behaviors in computer and 

network systems play an important role in assuring system security. Flow-net that builds 

comprehensive logs and helps track events is able to order to record system and user behaviors. 

In this dissertation, an Intrusion Detection Scheme by Flow-Net Based Fingerprint (IDS-FF) 

scheme is proposed for detecting fingerprints of malicious behaviors. As an application of the 

IDS-FF scheme, we use it to detect intrusions in TCP/IP networks. Furthermore, in order to 

detect the intrusions that disguise themselves as regular behaviors in networks, we apply the 

IDS-FF scheme with cryptography techniques in TCP/IP networks. 



 

iii 

 

 

 

 

DEDICATION 

 

This dissertation is dedicated to everyone who helped me through the trials of creating 

this manuscript. 



 

iv 

 

 

 

 

LIST OF ABBREVIATIONS AND SYMBOLS 

 

IDS Intrusion Detection Systems 

IDS-FF  Intrusion Detection Scheme by Flow-Net Based Fingerprint 

IDS-NL Intrusion Detection Scheme by Non-Relation Logging 

NL Non-Relation Logging 

FL Flow-Net Logging 

Ti,j Zoom In Time Cost 

tj,i Parent Tracing Time Cost 

sj,i Parent Tracing Space Cost 

pk Pointer ratio on Layer k 

rc(p) Resource cost of Design p 

CA Certificate Authority 

PFMP Proportional Fingerprint Matching Problem 

FLA Fingerprint Lookup Algorithm 

d Difference ratio limitation 



 

v 

 

 

 

 

ACKNOWLEDGMENTS 

 

I am pleased to have this opportunity to thank the many friends and faculty members who 

helped me with this research project. I am most indebted to Dr. Yang Xiao, the chairman of this 

dissertation, for sharing his research expertise and wisdom regarding motivational theory. I 

would also like to thank all of my committee members, Dr. Shuhui Li, Dr. Brandon Dixon, Dr. 

Xiaoyan Hong, and Jingyuan Zhang for their inspiring questions, and invaluable support of my 

academic progress.  

I would like to express my appreciation to Department of Computer Science, which 

offers me an ideal environment for my research and development in the field of computer 

science. 

This research would not have been possible without the support of my friends and my 

family who never stopped encouraging me to persist. 

This work was supported in part by the National Science Foundation (NSF) under grants 

CCF-0829827, CNS-0716211, CNS-0737325, and CNS-1059265. 



 

vi 

 

 

 

 

CONTENTS 

 

ABSTRACT ................................................................................................ ii 

DEDICATION ........................................................................................... iii 

LIST OF ABBREVIATIONS AND SYMBOLS ...................................... iv 

ACKNOWLEDGMENTS ...........................................................................v 

LIST OF TABLES ..................................................................................... ix 

LIST OF FIGURES .....................................................................................x 

1. INTRODUCTION ...................................................................................1 

2. A PRELIMINARY WORK: ACCOUNTABILITY AND Q-

ACCOUNTABLE LOGGING IN WIRELESS NETWORKS ...............7 

 2.1 An Overview of Flow-Net .................................................................7 

 2.2 Records of Flow-Net .......................................................................10 

 2.3 Flow-Net Logging Optimization .....................................................21 

 2.4 Q-Accountable Logging by Overhead ............................................24 

 2.5 P-accountable Flow-Net Logging ...................................................28 

 2.6 Attack Detection ..............................................................................30 

 2.7 Simulation .......................................................................................38 

 2.8 Conclusion .......................................................................................51 



 

vii 

 

3. A MULTI-RESOLUTION FLOW-NET METHODOLOGY FOR 

ACCOUNTABLE LOGGING AND ITS APPLICATION IN TCP/IP 

NETWORKS .........................................................................................52 

 3.1 Introduction .....................................................................................52 

 3.2 Definition of Multi-Resolution Flow-Net .......................................54 

 3.3 Definition of Multi-Resolution Flow-Net .......................................59 

 3.4 Flow-net Used in TCP/IP Networks ................................................69 

 3.5 Multi-Resolution Flow-net in TCP/IP .............................................76 

 3.6 Performance Evaluation ..................................................................80 

 3.7 Conclusion .......................................................................................87 

4. FLOW-NET BASED FINGERPRINTING AND ITS APPLICATION 

ON INTRUSION DETECTION ...........................................................88 

 4.1 Introduction .....................................................................................88 

 4.2 Definitions of Flow-Net and Fingerprint .........................................92 

 4.3 Flow-Net Fingerprint Matching ......................................................99 

 4.4 Intrusion Detection Using Flow-Net Based Fingerprint ...............104 

 4.5 Evaluation ......................................................................................111 

 4.6 Conclusion .....................................................................................117 

5. AN INTRUSION DETECTION SCHEME IN TCP/IP NETWORKS 

BASED ON FLOW-NET AND FINGERPRINT ...............................118 

 5.1 Introduction ...................................................................................118 

 5.2 TCP/IP Intrusion Detection by IDS-FF .........................................120 

 5.3 Normal Behavior Attacks ..............................................................127 



 

viii 

 

 5.4 Intrusion Detection by IDS-FF Scheme and Cryptography ..........131 

 5.5 New Attacks Inspired by Flow-net ................................................138 

 5.6 Evaluation ......................................................................................142 

 5.7 Conclusion .....................................................................................146 

REFERENCES ........................................................................................147 



 

ix 

 

 

 

 

LIST OF TABLES 

 

Table 3.1. HTTP and HTTPS Events.........................................................70 

Table 3.2. TCP Events ...............................................................................73 

Table 3.3. Suggestions of Multi-resolution Solution for TCP/IP ..............79 



 

x 

 

 

 

 

LIST OF FIGURES 

 

Fig. 2.1. A brief structure of flow-net in a network .....................................8 

Fig. 2.2. The framework of flow-net in a network .....................................12 

Fig. 2.3. A possible structure of a flow-net record ....................................13 

Fig. 2.4. Levels of flow-net by tree pointers ..............................................14 

Fig. 2.5. The structure of the flow-net records of Node A .........................16 

Fig. 2.6. A possible structure of flow-net records of Node A ....................17 

Fig. 2.7. A possible structure for flow-net record that saves space ...........17 

Fig. 2.8. A route and the flow-net records in network ...............................18 

Fig. 2.9. Tracing a flow-net fails ................................................................18 

Fig. 2.10. The structure of flow-net record ................................................19 

Fig. 2.11. How to trace a flow-net by IP:Port pair .....................................20 

Fig. 2.12. Tamper-Evident Flow-net Logging ...........................................23 

Fig. 2.13. Flow-net and overhead ..............................................................25 

Fig. 2.14. P-accountable Flow-net Logging...............................................29 

Fig. 2.15. Flow-net of data modification in network layer ........................31 

Fig. 2.16. The flow-net of data modification .............................................32 

Fig. 2.17. The flow-net of DoS attack in application layer ........................33 

Fig. 2.18. The flow-net of DoS attack .......................................................34 



 

xi 

 

Fig. 2.19. The flow-net of a man-in-the-middle attack in the application 

layer............................................................................................................36 

Fig. 2.20. Flow-net of eavesdropping in the network layer .......................37 

Fig. 2.21. Brief flow-net of eavesdropping in the MAC layer ...................37 

Fig. 2.22. A simple example of flow-net ...................................................38 

Fig. 2.23. Node A’s flow-net records (time fields are omitted) .................40 

Fig. 2.24. Part of Node B’s flow-net records (time fields are omitted) .....41 

Fig. 2.25. Part of Node D’s flow-net records .............................................42 

Fig. 2.26. The numbers of running steps of flow-net and log-file 

methodology ..............................................................................................43 

Fig. 2.27. Flow-net records in some nodes ................................................44 

Fig. 2.28. The deepest layer that stores flow-net records ..........................44 

Fig. 2.29. The number of flow-net records stored .....................................45 

Fig. 2.30. The number of flow-net records stored in each layer ................46 

Fig. 2.31. The number of flow-net records transmitted corresponding to 

one-hop packet loss probability .................................................................47 

Fig. 2.32. The P-accountability corresponding to one-hop packet loss 

probability ..................................................................................................48 

Fig. 2.33. The number of flow-net records in Node1 and Node3 ..............49 

Fig. 2.34. Flow-net records of an attacker .................................................50 

Fig. 2.35. Tracing time to find the attacker ................................................51 

Fig. 3.1. A sample multi-resolution flow-net .............................................56 



 

xii 

 

Fig. 3.2. Time cost of flow-net for tracing all of the flow-net event  

records ........................................................................................................58 

Fig. 3.3. A design of multi-resolution flow-net data structure for scope ...60 

Fig. 3.4. Another design of multi-resolution flow-net data structure for 

scope ..........................................................................................................61 

Fig. 3.5. Four specific designs for parent pointers .....................................64 

Fig. 3.6. A sample flow-net for HTTPS .....................................................71 

Fig. 3.7. An example flow-net of TCP events in Transport Layer ............75 

Fig. 3.8. An example of multi-resolution flow-net in TCP/IP networks ...77 

Fig. 3.9. Tracing time from Layer i to j .....................................................80 

Fig. 3.10. Resource cost when =N .........................................................82 

Fig. 3.11. Resource cost when = ...........................................................83 

Fig. 3.12. Time cost of finding the 10 target events. (NL: Non-relation 

logging; FL: flow-net logging) ..................................................................85 

Fig. 3.13. Time cost of finding the events in different layers. (NL: Non-

relation logging; FL: flow-net logging) .....................................................86 

Fig. 4.1. IDS components and architecture ................................................89 

Fig. 4.2. An example flow-net ...................................................................93 

Fig. 4.3. A behavior and its fingerprint ......................................................98 

Fig. 4.4. Flow-net Fingerprint Lookup Algorithm (FLA) .......................103 

Fig. 4.5. The Intrusion Detection Scheme using Flow-net based 

Fingerprint................................................................................................105 

Fig. 4.6. The flow chart of the IDS-FF scheme .......................................107 



 

xiii 

 

Fig. 4.7. Flow-net of window scanning ...................................................110 

Fig. 4.8. The intrusion detection scheme by logging and fingerprint ......112 

Fig. 4.9. The time for matching all fingerprints when Tconst=20 ..............115 

Fig. 4.10. The time for matching all fingerprints when Tconst varies ........116 

Fig. 5.1. The fingerprint of an SYN scanning ..........................................122 

Fig. 5.2. The fingerprint of a TCP sequence prediction attack ................124 

Fig. 5.3. The fingerprint of a TCP reset attack ........................................125 

Fig. 5.4. Flow-net of Dos/DDoS attack ...................................................126 

Fig. 5.5. Flow-net of a regular ICMP blind connection reset and an ICMP 

blind connection reset attack ....................................................................128 

Fig. 5.6. Flow-net of a regular IP connection and an IP spoofing attack .129 

Fig. 5.7. Flow-net of encryption/decryption failed ..................................132 

Fig. 5.8. The fingerprint of a digital signature process. This is not an 

attack. .......................................................................................................134 

Fig. 5.9. A brief description of using digital signature ............................135 

Fig. 5.10. The fingerprint of an attack detected by using digital     

signature ...................................................................................................136 

Fig. 5.11. Flow-net of TCP sequence prediction attack ...........................139 

Fig. 5.12. The TCP-AS attack ..................................................................139 

Fig. 5.13. Repeat of the fingerprint of the TCP-AS attack ......................140 

Fig. 5.14. The TCP-RS attack ..................................................................141 

Fig. 5.15. The number of potential attacks that are detected by the IDS-FF 

scheme......................................................................................................142 



 

xiv 

 

Fig. 5.16. The time cost for the IDS-FF scheme detecting the attacks ....143 

Fig. 5.17. The number of normal behavior attacks that are detected by the 

IDS-FF scheme ........................................................................................145 

 



 

1 

 

 

 

 

CHAPTER 1  

 

INTRODUCTION 

 

Internet was not originally designed for accountability and attack detection. 

Accountability requires that any entity in a computer and network system should be held 

responsible for its own action in order to assure the accountability of the entire system [1]. 

Without assuring accountability that plays a crucial role in information assurance systems, there 

might be no effective solution to find out the source and reason of the disclosing of the sensitive 

data [1]. And thus, certain sensitive data (including confidential records revealed, copyrighted 

material distributed without permission, and corporate secrets revealed [2]) could be disclosed to 

unauthorized parties and there might be no effective solution to find out the source and reason of 

the disclosure.  

Therefore, a lot of works about the importance and design schemes of accountability have 

been proposed. The necessities of introducing accountability in today’s computer and network 

systems are presented in [3-5]. The authors of [6] propose a model to give a formal description of 

accountability that reveals the “degree of responsibilities” between two events, and the model 

can be used for formal definition of accountability. However, the work in [6] does not include a 

specific design scheme for accountability. In order to design the schemes that achieves 

accountability, logs that record events in the computer and network systems are widely used. In 

the logging schemes that completely record the system and user events, the events leave their 

trace in the log and thus the log can be used for accountability. There are numerous kinds of 
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logging schemes, including the transaction log that is widely implemented in the database 

systems [8], a syslog service that is a de facto standard for management and security logging [9], 

a logging scheme for distributed systems that is used for recoverable distributed shared memory 

systems [10], a logging scheme that is used for mobile computing systems [7], etc. However, 

current logging schemes treat and record each event individually without considering the 

relations between the events, and we call them Non-relation Logging (NL). Without recording 

the relations between the events, a comprehensive logging that helps effectively track events 

cannot be built, and thus, a system administrator has to read and analyze the events manually in 

order to track a certain series of events. 

The vulnerability to attacks is another drawback of the current computer and network 

systems. The numerous factors that make the systems weak in security promote a lot of attack 

detection schemes to be developed to monitor malicious behaviors [2, 30, 33]. The ability of 

attack detection in the systems turns to be important while computer networks are integrated 

within our society [2]. Therefore, Intrusion Detection Systems (IDS) are developed to monitor 

malicious system and network behaviors. The behaviors with signs of intrusions, like 

unauthorized entrance, activity, and file modification, are all monitored by IDS [43]. After 

detecting suspected intrusions, the IDS systems normally send alerts to a system administrator [2, 

12, 44]. The ability to detect the intrusions/attacks in the systems increases in importance as the 

computers and networks are increasingly integrated into the systems that we rely on for the 

reliable functioning of our society [2, 30, 33].  

Therefore, the IDS systems have been researched and implemented in various ways. 

There are many intrusion detection mechanisms being developed, and an IDS can be deployed 

on a host as a Host-Based IDS that monitors the network packets or be deployed in a network as 
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a Network IDS that monitors the access to the network [12]. Moreover, based upon the functions 

of the IDS systems, the IDS systems can be classified as follow: an Anomaly-Based IDS detects 

computer intrusions by monitoring abnormal system behaviors [11]; an Application Protocol-

Based IDS monitors specific application protocols; and a Rule-Based IDS uses rules to define 

intrusions and detect them.  

Furthermore, IDS systems can be classified by their design principles as well: log-based 

IDS systems record logs for the behaviors and analyze the logs to detect the intrusions; 

state/transaction-based IDS systems maintain a status transition mechanism in order to detect the 

intrusions [13-16, 45-48].  

The log-based IDS systems directly record events in log files and search in the logging to 

find out attacks [13-16]. However, the existing schemes of the log-based IDS systems treat the 

events individually without considering the “relations” between events. For example, if we have 

such a logging process records two events (i.e. User A reading the file, and User C deleting the 

file) of two users operate a file, then the two events would be recorded individually and there is 

no explicit notification that implies both of the users have activities on the File. In this 

dissertation, the current log-based IDS systems that do not record the relations between the 

events are called Intrusion Detection Schemes by Non-relation Logging (IDS-NL).  

The state/transaction-based IDS systems maintain a status transition mechanism, and 

each event leads to a corresponding status transition [45-48]. This kind of intrusion detection 

scheme is not log-based, but it uses certain statuses to imply that potential attacks are taking 

place. If the number of the types of attacks is small, this kind of intrusion detection scheme can 

easily detect the given attacks by checking the system status. However, if the number of types of 

attacks is large, it is not feasible for such schemes to maintain a large number of statuses and 
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meanwhile check out whether the status implies an attack quickly. Although state/transaction-

based IDS systems work very well for a certain number of attacks, these systems do not have a 

good extensibility. 

In this dissertation, a scheme called flow-net, which precisely records events and their 

relations, is proposed first for the purpose of accountability as a preliminary work. Flow-net 

records describe the events in a system and their relations with other events; therefore, flow-net 

can be used to describe the accountable logging of a system. The preliminary work extends the 

application of flow-net to achieving two kinds of quantifiable accountability measurements by 

quantified accountable logging and exploring the function of detecting attacks by identifying the 

fingerprints of the victims.  

Current logging methods are normally heuristic style depending upon users’ needs and 

lack systematic research on quantified accountable logging. In this dissertation, two quantified 

accountable logging methods, which use flow-net records, are proposed. Generally, overhead is 

defined as the amount of system resources required to achieve a certain level of accountability. A 

Q-Accountability logging proposed in this dissertation takes logging overhead into account, and 

it reflects the amount of flow-net records stored in a system. Therefore, the granularity of flow-

net records that reflects quantified accountable logging is determined by users’ accepted 

overhead. Q-Accountable logging is a quantitative approach to achieve a better tradeoff of 

accountable logging and overhead.  

Moreover,  a P-Accountable Logging that describes the accountability of a system is 

proposed in this dissertation. In [31], a quantitative accountable approach is presented by using 

hierarchical P-Accountability for determining the initial cause of each event. In contrast to the 

use of P-accountability in [31], in this dissertation, the P-Accountable Logging is used to 
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describe the accountability of a system. Therefore, the ability to find the flow-net records of an 

application layer event in all the layers determines the accountability of a system in terms of P-

accountability. 

Furthermore, in order to explore the accountability in a multi-layer system, a multi-

resolution flow-net under a formal definition is proposed in this dissertation. Making use of the 

multi-layer structure of a computer and network system is essential for the accountable logging 

purpose of flow-net. The multi-layer system brings us the chance to achieve multiple degrees of 

accountability, and this indicates that we are able to acknowledge a system’s actions at different 

layers. Checking the lower layer events that correspond to an event at the higher layer can be 

considered to be the “zoom in” to the event like the “zoom in” to a picture for higher resolution. 

Due to the precise recording of behaviors by flow-net, it is able to obtain fingerprints and 

provide accurate description of any behavior in computer and network systems. Based on this 

premise, an intrusion detection scheme called Intrusion Detection Scheme using Flow-net based 

Fingerprint (IDS-FF) is proposed in this dissertation for searching and identifying system and 

network behaviors from their given fingerprints in flow-net logs, which is non-trivial as 

demonstrated later. 

The vulnerabilities of the TCP/IP networks cause many types of attacks. IDS-FF is able 

to detect these attacks by their fingerprints. Such attacks include SYN scanning, ACK scanning, 

window scanning, FIN scanning, TCP sequence prediction attack, TCP reset attack, Denial-of-

service attacks, etc. All of the attacks are called Abnormal Behavior Attacks in this dissertation, 

due to their abnormal fingerprints. However, there are other TCP/IP attacks that are called 

normal behavior attacks,  which only spoof the events of a normal behavior. Such attacks include 

ICMP attacks, IP spoofing attacks, man-in-the-middle attacks, eavesdropping attacks, etc. To 
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detect normal behavior attacks, the cryptography technique is used to assist flow-net in order to 

find out the fingerprint of a cryptography failure, which implies an attack taking place. This 

approach uses the cryptography techniques, including symmetric/asymmetric-key and digital 

signature, to achieve intrusion detection for normal behavior attacks. 

The rest of this dissertation is organized as follows. Chapter 2 presents a preliminary 

work of flow-net design and its application in accountability and intrusion detection. Chapter 3 

introduces multi-resolution flow-net designs which are based on mathematical definitions. 

Chapter 3 provides a better description for accountability in computer and network systems than 

the previous chapter. Chapter 4 proposes a flow-net based intrusion detection scheme that uses a 

concept called fingerprint to uniquely describe the behaviors in the systems. Chapter 5 is an 

application of the aforementioned intrusion detection scheme on TCP/IP networks. 
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CHAPTER 2  

 

A PRELIMINARY WORK: ACCOUNTABILITY AND Q-ACCOUNTABLE LOGGING IN 

WIRELESS NETWORKS 

 

2.1 An Overview of Flow-Net 

Accountability requires that any entity in a system should be held responsible for its own 

action [1]. Without assuring accountability, there might be no effective solution to find out the 

source of the disclosing of the sensitive data [1]. The vulnerability to attacks is another drawback 

of the current computer systems. The ability of attack detection in the systems turns to be 

important while computer networks are integrated within our society [2]. In [1], a novel flow-net 

methodology was proposed to build comprehensive logs and to track events by their relations 

that are recorded by flow-net. A brief design of flow-net for accountability was presented in [17]. 

Other than [1] and [17], this chapter presents design details of flow-net, and it provides some 

applications of flow-net. In [18], flow-net was a social network used to track secret linking. 

Flow-net can be widely applied to e-commerce accountability [19, 20], programming 

accountability [21, 22], web access accountability [23, 24], audit trail [25, 26], digital rights 

management [27, 28], etc. This chapter, as a preliminary work of flow-net, applies flow-net in 

networks and provides some applications of flow-net, which include logging optimization, 

accountability, and attack detection. 

This chapter presents a scheme of flow-net to precisely records events and their relations. 

Moreover, this chapter extends the application of flow-net methodology to a) achieving two 
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kinds of quantifiable accountability measurements by quantified accountable logging and b) 

exploring the function of detecting attacks by identifying the fingerprints of the victims. 

The definition of flow-net was presented in [1], and the original purpose of flow-net 

methodology was to achieve accountability in systems. In an ideal computer or network system, 

once an event has occurred, the event should be traceable so that we can record, analyze, and 

improve the performance of the system. However, the current Internet is not able to record all of 

the network events in each network layer because of overhead, router resources, etc. 

 

Flow 

Node A

Flow 

Node B

Flow 

Node C

Flow 

Node D

Flow 

Node E

Flow

Packet α

Flow

Packet β
Flow

Packet γ

 

Fig. 2.1. A brief structure of flow-net in a network 

 

Similar to [1], Fig. 2.1 shows the concept of flows in a network. All of the events taking 

place on a node compose the flow of this node (the horizontal lines in Fig. 2.1). Each packet is 

transmitted through a number of nodes from the resource node to the destination node, and the 

path of this packet is also its flow (the downstream lines in Fig. 2.1). Obviously, the intersection 

of two flows is an event (the points in Fig. 2.1). For example, the two intersection points of Flow 
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Node C and Flow Packet γ represent two events: 1) Node C receives Packet γ and 2) sends it to 

the next hop. In summary, a node flow (the horizontal lines in Fig. 2.1) is the set of events taking 

place on the node, and a packet flow (the downstream lines in Fig. 2.1) is the set of events related 

to the transmission of this packet on a series of nodes. 

In this chapter, a scheme for the aforementioned flow-net architecture is proposed to 

record all the events and their relations (event flow) in the five layers of the Internet. The events 

and their relations, as shown in Fig. 2.1, are represented by the coding structure of flow-net 

records. Based on the accountability provided by flow-net, flow-net can be widely used in 

networks. For example, with the help of flow-net, nodes in wireless networks can understand 

link quality by acknowledging what events take place in the links and what other events trigger 

these events to take place, and thus, they are able to calculate better routing tables than current 

routing algorithms. The wide application of flow-net in networks is feasible due to its precise 

recording of network events as well as their relations. 

Current logging methods are normally heuristic style depending upon users’ needs. They 

lack systematic research on quantified accountable logging. In this chapter, two quantified 

accountable logging methods, which use flow-net records, are proposed. Flow-net records 

describe the events in a system and their relations with other events; therefore, flow-net can be 

used to describe the accountable logging of a system. A Q-Accountable Logging by Overhead is 

proposed in this chapter. The Q-Accountability logging takes logging overhead into account, and 

it reflects the amount of flow-net records stored in a system. Therefore, the granularity of flow-

net records that reflects quantified accountable logging is determined by users’ accepted 

overhead. Also, in this chapter, a P-Accountable Logging to describe the accountability of a 

system is proposed. In this chapter, P-Accountable Logging describes the accountability of a 
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system. The ability to find the flow-net records of an application layer event in all the layers 

determines the accountability of a system in terms of P-accountability. 

A network attack detection methodology that uses flow-net is proposed in this chapter as 

an application of flow-net in a network. When an event takes places on a node in the network, 

the flow-net record of this event is stored in this node. Each type of event and the correlation of 

this event’s type with other events have patterns that can be referred to as a fingerprint. The 

fingerprints of different types of attacks are analyzed to determine whether a potential attack 

happens.  

The rest of this chapter is organized as follows. In Section 2.2, the scheme of flow-net is 

proposed. In Section 2.3, the flow-net logging is optimized by deterministic flow-net logging and 

tamper-evident flow-net logging to reduce the amount of records and prevent the tampering of 

records. Two methods to achieve accountable flow-net logging are presented in Section 2.4 and 

2.5: Section 2.4 introduces Q-Accountable Logging by Overhead while Section 2.5 introduces P-

Accountable Logging. In Section 2.6, flow-net is applied for detecting potential attacks by 

analyzing the fingerprints of different types of attacks. The simulation is given in Section 2.7. 

This chapter is concluded in Section 2.8. 

 

2.2 Records of Flow-Net 

A. Framework 

The events recorded in Fig. 2.1 are too brief to achieve accountability since “receive” and 

“send” cannot describe what exactly takes place in the Internet, which is based on a five-layer 

model. Fig. 2.2 shows an integrated framework of flow-net to record network events on different 

layers in a host computer that connects to the Internet. Note that flow-net is designed to record 
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not only network events but also other events in any system. Since the current Internet is divided 

into five layers in which all network events take place, and since an event in one layer is related 

to some other events in other layers, flow-net needs to record all the events and their relations in 

these five layers. In Fig. 2.2, where an event occurs in the highest layer (the application layer), 

for example, “send data” is recorded, and this event is related to another event, “receive data”, in 

the same layer, an arrow in the same layer is used to represent this relationship. The “send data” 

event is also related to some events in the transport layer, such as the three-way handshake. So, 

arrows from the application layer to the transport layer are used to show these relationships. For 

the same reason, events and their relationships in the network layer, the link layer, and the 

physical layer are built. Relationships of the events across the network layer, the link layer, and 

the physical layer are also built. In Fig. 2.2, most of these arrows, which represent the relations 

of events on one node, are omitted due to space limitations. 
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Fig. 2.2. The framework of flow-net in a network 

 

Events in different nodes may also be related to each other. For example, in Fig. 2.2, two 

network layer events on two nodes take place consecutively because these are “send packet” and 

“receive packet” events of the same packet. We use dashed arrows to denote this relation. In Fig. 

2.2, most of the dashed arrows, which represent the relations of events on different nodes, are 

omitted due to space limitations. Together with the arrows and dashed arrows, the events in a 

series of nodes compose a flow.  

Fig. 2.1 is a simple depiction of flow-net in a network, and Fig. 2.2 is an integrated 

framework of flow-net in a network. The events in Fig. 2.1 are like the application layer events 



 

13 

 

in Fig. 2.2. Each node maintains a database to record all the events taking place on this node, and 

the event records are organized as shown in Fig. 2.2. Hence, a node flow (the horizontal lines in 

Fig. 2.1) is stored in the node itself, and a packet flow (the downstream lines in Fig. 2.1) is 

distributed into a series of nodes through which this packet is transmitted. To get a complete 

packet flow, the flow-net records on all the nodes that this packet is transmitted through must be 

gathered. By this flow-net methodology, all the events and their relations are precisely described 

and recorded. 

In this section, a flow-net architecture is presented to record all the events and their 

relations (the event flow) in the five layers of the Internet. 

 

B. How to Record an Event Using Flow-Net 

address
related

address
event time

previous

address

next 

address

right

mark

right 

address

low1 

address
 

Fig. 2.3. A possible structure of a flow-net record 

 

Fig. 2.3 is the structure of a flow-net record. Address is the IP address or MAC address of 

this node. From the conception of event flow shown in Fig. 2.1, we know that the flow runs from 

or to another node. Therefore, we use related address to record this other node. Event denotes 

the occurrences, such as send, ACK, DNS request, channel switch, etc., on the node in this flow. 

For example, if the address is “A,” the related address is “B,” and the event is “send DNS 

request,” then, we can use this flow record to represent “A sends DNS request to B”. On the 

other hand, if the address is “A,” the related address is “B,” and the event is “receive DNS 

request,” then we can use this flow record to represent “B receives DNS request from A.” Time 

records when the event takes place on the node. The conception of event flow is shown in Fig. 
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2.1, and previous address and next address are used to record the previous and next nodes that 

the flow runs through (in the same layer). We can, therefore, trace the route of the entire flow by 

address, previous address, and next address. In this way, the event of the five layers taking place 

on each node can be clearly described. From Section 2.1, we know that flow-net is organized 

into five layers. Fig. 2.4 shows how implemented layers are recorded in flow-net: the flow-net 

record in the higher layer only records one pointer called low1 address, which points to the first 

flow-net event record in the lower layer. Most records in the lower layer record the pointer called 

right address, which points to its brother (next event in the same layer). Only the flow-net record 

of the last event in the lower layer records the pointer to the higher layer, but we still use right 

address to point to the higher layer record; right mark denotes that right address points to either 

its brother (the record of the next event in the same layer) or father (the record of the higher layer 

event). In this way, the relations of the events of the five layers can be clearly described. 

 

1

432

low1 address: 2

Right address: 3 Right address: 4 Right address: 1

Right mark: Right mark: Right mark: 

 

Fig. 2.4. Levels of flow-net by tree pointers 

 

In sum, a flow-net record describes an event and its relations with other events in the 

same or other layers and either in the same or different nodes. However, the structure of the 
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flow-net record in Fig. 2.3 is not our final version. We will analyze the limitations of this 

structure and improve it later. 

 

C. How to Store Flow-Net Records on a Node 

Section 2.1 introduces the structure of flow-net and shows that the events are stored in all 

of the nodes in the network by flow-net so that the network implementing flow-net is distributed. 

A flow-net record describes an event and its relations with other events. Each node stores the 

flow-net records that describe all of the events on this node and their relations with other events 

on this node or on others. 

In the current Internet, there is not a widely implemented protocol for storing flow-net 

records. In a distributed network, it is impossible to store the flow-net records of the entire 

network due to the lack of a central host that maintains this flow-net; thus, the only choice is to 

store the flow-net records on each node. However, we would not be able to obtain the entire 

flow-net shown in Fig. 2.1 by querying one host without changing the function of the routers and 

hosts in the current network. Fig. 2.2 shows that an event in the application layer relates to many 

events in the other four layers; therefore, each node has to store a series of flow-net records in a 

database after an application layer event takes place. The structure of the records of Node A is 

shown in Fig. 2.5. 
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A B:20 send time1 O B X ??

A C:21 send time2 O D X ??

A B:20 send time3 O C X ??

A C:21 send time4 O D X ??

A B:20 send time5 O C X ??

A D:23 send time6 O E X ??

 

Fig. 2.5. The structure of the flow-net records of Node A 

 

In Fig. 2.5, we notice that the 1st, 3rd, and 5th entries of the table are the same except for 

the time field because they are all the records of A sending data to B. Data transmission is 

normally executed by more than one packet so that we have more than one entry in the table to 

record this “data flow” (this ‘flow’ is not the ‘flow’ in ‘flow-net’ but the flow of data transmitted 

through a node). Since saving storage space is important in wireless network hosts, we change 

the structure to that of Fig. 2.6. In this structure, flow-net records and time are stored 

consecutively. The time pointer points to when the event happens in order to reduce storage cost. 

For example, from Fig. 2.6, we can see that event A sending data to B (1
st
 entry in the table) 

happens at Time1, Time3, and Time5. We can also query the events by time. This structure can 

trace a “flow” of many packets but not that of a single packet.  
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A B send O C X ??

A C send O D X ??

A D send O E X ??

Time1

Time3

Time5

Time2
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Time
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Time
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Time
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Fig. 2.6. A possible structure of flow-net records of Node A 

 

Now, we explore a new structure for the flow-net records (stored in one node) as shown 

in Fig. 2.7. In this way, a flow-net record can describe an event and its relations with other events 

in the same or other layers. However, this is not our final version of the flow-net record structure. 

We will analyze the limitations of this structure and improve it later. 
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Fig. 2.7. A possible structure for flow-net record that saves space 
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D. How to trace an event by flow-net 

Fig. 2.8 shows a route and its flow-net records in the network layer on each node. If we 

want to get all flow-net records of the route (from A to C), we need to trace them from A through 

B to C. 

A B send O B X ??

B C send A C X ??

C D send B D X ??

Time

pointer

Time

pointer

Time

pointer

B A receive A C X ??
Time

pointer

C B receive B D X ??
Time

pointer

A

B

C

 

Fig. 2.8. A route and the flow-net records in network 
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β
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(a) (b)

A B send O B X ??

B A receive A C X ??
Time

pointer

Time

pointer

B A receive A C X ??
Time

pointer

(c)

A B send O B X ??
Time

pointer

?

 

Fig. 2.9. Tracing a flow-net fails 

 

The framework in Fig. 2.8 has a weakness. Fig. 2.9(a) shows a scenario in which Router 

A sends Packets α and β consecutively to Router B via the same link. Fig. 2.9(b) shows the 
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corresponding flow-net. It is possible for the sequence of a router receiving two packets to be 

different than the sequence of another router sending these two packets, especially in wireless 

networks. If we use the flow-net record structure in Fig. 2.8, as shown in Fig. 2.9(c), the flow-net 

records of Packets α and β are the same in both Routers A and B; therefore, we cannot decide 

which flow-net record is the next record in Router A. Because of the un-sequencing property, as 

shown in Fig. 2.9(b), we cannot use time to distinguish the flows of different packets. 

An ID of the packet (and flow) is needed. Generally, the IP address pair in the network 

layer and port pair in the transport layer can distinguish a data flow effectively. Therefore, we 

use the resource and destination IP:Port pair to distinguish a flow, which is composed of a series 

of packets with the same resource and destination IP:Port pair. We can also delete the related 

address entry in the flow-net record structure. Fig. 2.10 shows this new structure, which is our 

final version of the flow-net record structure. 

 

Time1

Time3

Time2

Time

pointer

Time

pointer

Time

pointer

node

address

(res, dest) 

IP:Port pair
event

Time

pointer

previous

address

next 

address

right

mark

right 

address

low1 

address

 

Fig. 2.10. The structure of flow-net record 

 

Now, we consider the scenario in Fig. 2.9. If Packets α and β have the same resource and 

destination IP:Port pair, then they are in the same flow, and we only need to add a new time and 

change the time pointer as shown at the right of Fig. 2.10. If Packets α and β have different 

resource and destination IP:Port pairs (see [29]), then they are in different flows as shown in Fig. 
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2.11. We check both “next address” and “resource and destination IP:Port pair” to get the next 

flow-net record. 

IP:Port pair α

A

B

Flow A

Flow B

α

send

β

send

α

rec

β

rec

(a) (b)

A IP:Port pair α send O B X ??

B receive A C X ??
Time

pointer

Time

pointer

B receive A C X ??
Time

pointer

(c)

A IP:Port pair β send O B X ??
Time

pointer

IP:Port pair β

 

Fig. 2.11. How to trace a flow-net by IP:Port pair 

 

This IP:Port pair, however, can trace only a series of packets and not a single packet. This 

is because we only use the IP:Port pair to distinguish packets and one application may generate a 

number of packets with the same IP:Port pair. If we attempt to trace a single packet, we need to 

record many more characteristics than our current method. We, therefore, make the compromise 

that only the series of packets is distinguished without generating too much overhead in the flow-

net, but this compromise does not mean that this is the only way to implement the flow-net 

scheme. Using the resource and destination IP:Port pairs is one way to solve the packet 

distinguishing problem. 

In summary, a flow-net record can describe an event and its relations with other events in 

the same or other layers and in the same or other nodes. The flow-net records in the network note 

all the events in the network and their relations. Therefore, we can a) query an event by its flow-

net record, b) search its related events in other layers on this node, c) search its related events on 

other nodes, and d) get a series of events, which take place for a given reason. The flow-net 
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architecture as shown in Fig. 2.1 has been built to record all the events and their relations in the 

five layers of each node of the network. 

One flow-net record corresponds to an event in the five layers. We could generate a 

record right after the event takes place, and this event’s generation costs a constant time. Then, 

the event will be stored in external storage, such as a hard disk drive, in a constant time. 

Therefore, the time cost of generating and storing events is a linear function of the number of 

events. 

 

2.3 Flow-Net Logging Optimization   

Although flow-net records clearly and almost completely describe the events in a system, 

they require a large amount of disk space to be stored. In this section, we use deterministic flow-

net logging to reduce the number of flow-net records stored in the disk. Considering the 

importance of these flow-net records to the accountability and security of a system, it is 

necessary to prevent the tampering of these flow-net records. Therefore, in this section, we also 

present tamper-evident flow-net logging to secure the records. 

 

A. Deterministic Flow-Net Logging 

To reduce the number of flow-net records stored in a system, we can analyze the relation 

of the records and then record only part of the records. If we have the programs of the system 

and all their inputs, the outputs are deterministic unless there are some nondeterministic features.  

The inputs include the received packets/frames, the packets/frames generated by one 

machine (such as ICMP packets), etc. The outputs, including packets/frames being sent, etc., are 



 

22 

 

deterministic unless there are some nondeterministic features, such as random number generators 

or channel noise in the environment. 

This means that we can replay the events if we have the inputs. Thus, to reduce the 

amount of space required by the flow-net records, we only record the flow-net events that 

describe the inputs and then use these inputs to generate the outputs if we need to know all the 

events. This deterministic flow-net logging avoids a lot of overhead for storing, and it also 

reduces the CPU time for flow-net record generating. However, this may increase CPU time cost 

and memory load for generating outputs by those inputs. 

The first problem we need to solve is to determine which events can be considered as the 

input of a system. The received packets are one kind of input, and all other events except packet 

sending should be recorded as an input. For example, the channel switch, which sometimes 

reflects the signal quality of the environment, should be recorded since it may not only affect the 

node’s MAC layer behavior but may also change the route of the packets. Therefore, to save 

space by not recording the packet sending events, we have to record all the input events, such as 

packet receiving, environment changing, etc. 

Another problem is how to transmit flow-net records that represent the output events 

from the source node to the destination node when we have only stored the input events. One 

method is to use the input events to generate the output events on the source node and then 

transmit the generated output events to the destination node. Another method is to transmit the 

input events from the source node to the destination node and then generate the output events on 

the destination node. These solutions may cause extra network overhead, and thus, a balance 

between network overhead and storage overhead should be considered when implementing either 

solution in deterministic flow-net logging. 
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B. Tamper-Evident Flow-net Logging 

Since the flow-net logging records important information about the behavior of a node 

and can be used as a method to measure the accountability of a system, it is necessary to prevent 

the tampering of these flow-net records. PeerReview introduces tamper-evident logging, which 

ensures that each node keeps all of its log files consistent without tampering [32]. In this 

subsection, we use PeerReview to ensure the consistency of flow-net records. 
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Fig. 2.12. Tamper-Evident Flow-net Logging 
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As shown in Fig. 2.12, a hash chain stores the hash value of each flow-net record. When 

using PeerReview, a strictly increasing sequence number that is attached at each of the flow-net 

record is necessary, and we can use the time field in the flow-net record as the sequence number. 

The sequence number of the k
th

 flow-net record is sk, and the k
th

 flow-net record is denoted as ck. 

A type of the record is also necessary in PeerReview; here, we use the receive/send field as the 

record type. The type of the k
th

 flow-net record is tk. As in [32], we define the hash value of the 

k
th

 flow-net record as 1( || || || ( ))k k k k kH Hh h s t c , where || stands for concatenation. This 

recursive definition of hash value ensures the tamper-evident flow-net logging [32]. The 

existence of hk proves this node has logged the kth flow-net record and all the flow-net records 

before the kth one. Other nodes can use the hk of this node to verify whether the flow-net records 

have been tampered with by recalculating the hash value. 

 

2.4 Q-Accountable Logging by Overhead 

Accountability that makes an entity responsible for its behavior is a longstanding concern 

of trustworthy computer systems [31]. In this section, we present a quantifiable accountability 

measurement that takes overhead into account and reflects the amount of flow-net records stored 

in a system. 

 

A. Logging by Flow-Net Records 

In this section, the granularity of flow-net records that reflects quantified accountable 

logging in this chapter is determined by users’ accepted overhead. Generally, overhead is defined 

as the amount of system resources required to achieve a certain level of accountability. In an 
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extreme case, if a system that logs nothing requires nearly no system resources, the Q value in 

the Q-accountable logging is 0%. In another extreme case, if a system logs all events and their 

relations, the Q value is 100%. In a normal Q-accountable logging, we pursue a Q value, q  

( 0 100%q  ), which is any tradeoff value between accountability and the logging overhead. 

Flow-net records describe the events in a system and their relations with other events; 

therefore, flow-net can be used to describe the accountability of a system. In this chapter, we use 

the number of flow-net records stored in a node to define overhead.  

 

Application

Transport

Network

Data Link

Physical

a1

a2

a3

a4

a5

 

Fig. 2.13. Flow-net and overhead 

 

The overhead generated by the flow-net records is significant. As shown in Fig. 2.13, all 

the flow-net records in each layer correspond to a full overhead, 1 2 3 4 5O a a a a a     , which 

is the summation of the overhead of the flow-net records in all five layers.  

The system’s (users’) accepted overhead reqO  is the maximum number of flow-net 

records that the system (user) can afford to store in this system. If the system (user) can afford to 

obtain full accountability through flow-net, all the flow-net records could be stored so that 
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system’s (users’) accepted overhead 
reqO  in this case is 1 2 3 4 5req OO a a a a a      . In this 

case, the Q value is 
reqq O O =1. 

If the system (user) can only afford storing the flow-net records in the application and 

transport layer, the system’s (users’) accepted overhead reqO  in this case is reqO = 1 2a a  and the 

level of accountability is lower than when it records the flow-net records of all the five layers. In 

this case, the Q value is defined as 1 2 1 5=( + )/( + )a a a areqq O O  . Therefore, Q-

Accountability corresponds to the accepted overhead that is determined by the flow-net records. 

Given the system’s accepted overhead, reqO , and the full overhead, O , the system’s 

accountability is reqq O O  that satisfies 0 100%q  . As mentioned before, the accepted 

overhead, reqO , can be defined in many ways; in this chapter, we use the number of flow-net 

records to denote reqO . Given the system’s accepted overhead, reqO , to achieve the accountability, 

0 100%q  , we need to select sufficient flow-net records to achieve this accountability 

requirement. The Q-accountable we calculate in this section reflects the general accountability of 

a system but not a specific accountability for a particular event. We present two scenarios to 

show the use of Q-Accountable logging by flow-net records.  

Scenario 1. In this scenario we try to record as many of the upper events as possible due 

to the storage limit. By assuming the corresponding number of flow-net records for a video 

frame in each layer is a1, a2, a3, a4, and a5 and that the system’s accepted overhead is reqO  that 

satisfies 1 2 30 reqO a a a    , then the system’s highest accountability will be 

1 2 3

1 2 3 4 5

a a a
q

a a a a a

 


   
. 
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Scenario 2. If a node suffers a channel attack, the victim does not have any application 

layer flow-net record related to this channel attack since it is not an application layer event. In 

this case, if the system’s accepted overhead is reqO  that satisfies 40 reqO a  , the system’s best 

accountability will be 4

4 5

a
q

a a



. 

 

B. Dynamic Logging 

In order to meet system’s accepted overhead requirement, the logging of each layer is 

alternately enabled and disabled. For example, video streaming requires many system resources 

in the MAC and physical layer but the accepted overhead reqO  may be too low to allow flow-net 

logging in both MAC and physical layer. In this case, we can easily disable the flow-net logging 

in the MAC and physical layer and not count them when calculating q . 

 

C. Logging Transmission 

As shown in Fig. 2.11, the flow-net records may be transmitted in the network to 

integrate a complete event flow. We need to consider all the flow-net records of all the nodes in 

order to calculate the accountability. In this case, the accountability is  
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where n is the number of nodes in the network, Oreq i is the number of flow-net records on the i
th

 

node transmitted in the network, Oi is the number of all the flow-net records on the i
th

 node, Oreq 

i,j is the number of flow-net records of the j
th

 layer on the i
th

 node, and 1 5j  . 

This section presents a quantifiable accountability measurement in the network by using 

quantifiable flow-net logging. Given the system’s accepted overhead, reqO , to achieve the 

accountability, q, we select sufficient flow-net records to achieve this accountability. The policy 

of choosing these sufficient flow-net records influences the system’s (user’s) accepted overhead, 

reqO , and the accountability, q. In this chapter, we determine the policy of choosing flow-net 

records after giving system’s (user’s) accepted overhead, reqO . The policy’s making includes the 

choice of flow-net logging on one node and the determination of logging transmission among a 

series of nodes. 

 

2.5 P-accountable Flow-Net Logging 

In this section, another quantifiable accountability measurement by flow-net is proposed. 

The granularity of flow-net records is determined by the flow-net record depth (called P-

Accountable Logging) in this section. As in the P-Accountable Logging, if we find nothing about 

an application layer event in the log, the system’s P-Accountability is 0%. In another extreme 

case, if we find all five layers events caused by an Application event via the log on the system, 

the system’s P-accountability is 100%. 
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Fig. 2.14. P-accountable Flow-net Logging 

 

Because flow-net records describe the events in a system and their relations with other 

events, flow-net can be used to describe the accountability of a system. As shown in Fig. 2.14, an 

application layer event causes events in the lower layers, and flow-net records record all these 

events and their relations.  All the layers of events may not be stored. How deep the system can 

trace the flow-net records reflects the P-accountability of this system. For an event j on node i, 

the P-accountability of this event is 
j
ij

i j
i

R
A

S
 , where j

iR  is the deepest layer that stores the 

corresponding flow-net records of this application event, j
iS  is the deepest layer on which the 

corresponding flow-net records could be stored. For example, executing an application layer 

event “ping google.com” on a node corresponds to a series of events in all the five layers of this 

node and in this case 5j
iS  . If this node only records application layer and transport layer flow-

net records regarding this application event, then 
2

5

j
ij

i j
i

R
A

S
  . 

Considering all the possibilities of the log for an event j, the value of j
iA might be 0, 1/2, 

1/3, 2/3, 1/4, 2/4, 3/4, 1/5, 2/5, 3/5, 4/5, or 1. We define Ji as the set of all the application layer 
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events on node i, and |Ji| is the number of members in the set Ji. For a node i, the P-

accountability of this node is 

j
i

i

i

A
A

J



. 

 

2.6 Attack Detection 

The fingerprint is the pattern of a node’s flow-net. By analyzing the fingerprint, it can be 

determined whether the flow traffic through this node is normal data transmitting or an attack. 

Data Modification and Denial-of-Service Attack can be detected by flow-net, but in-the-middle 

attack and eavesdropping cannot. Although the attacks can be detected by many other schemes, 

this chapter presents the usage of flow-net on detecting the attacks as an application of flow-net 

on attack detection. 

 

A. Data Modification 

Domain hijacking is an example of data modification. In the domain, Attacker C receives 

a DNS request from Node A, then sends Node A a fake IP address before the real DNS server 

sends Node A the real IP address. Fig. 2.15 shows the flow-net of data modification in the 

network layer, and “receive IP address again” informs us that a DNS attack may have occurred. 
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Fig. 2.15. Flow-net of data modification in network layer 

 

Fig. 2.16(a) shows Node A’s flow-net in the application layer in this situation, and we 

can see two events with the same event “receive IP address”. Actually, the duplicate appears in 

each layer of Node A as shown in Fig. 2.16(b). We show only the dashed arrows to note the 

relations to the events in other nodes in the application layer in Fig. 2.16(b) due to space 

limitations. Fig. 2.16(c) shows Node A’s flow-net records in the application layer, and we can 

see that two time fields are assigned to the flow-net record of the event “receive IP address”. 

This duplicate of “receive IP address” can be the fingerprint of a DNS attack if two different IP 

addresses are received. 
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Fig. 2.16. The flow-net of data modification 
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B. Denial-of-Service Attack (DoS) 

When a node or nodes send a huge amount of data to another node unceasingly over a 

short period of time, a DoS attack takes place. This repetitive DoS attack data may make the 

victim unable to respond to other network service requests. Fig. 2.17 shows the flow-net of a 

DoS attack from Node C on Node A in the application layer. 
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Fig. 2.17. The flow-net of DoS attack in application layer 
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Fig. 2.18. The flow-net of DoS attack 
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Fig. 2.18(a) shows the victim Node A’s flow-net in the application layer in this situation, 

and we can see many of the same types of events. Actually, a large number of repeated events 

over a short period of time appear in each layer of Node A as shown in Fig. 2.18(b). We use a 

cone to denote all the events related to an application layer event, and we only show the dashed 

arrows to denote the relations with the events in other nodes in the application layer in Fig. 

2.18(b) due to space limitation. Fig. 2.18(c) shows Node A’s flow-net records in the application 

layer, and we can see that a large number of time fields are assigned to a few types of flow-net 

records. This repetition of events over a short period of time in different layers implies a DoS 

attack. The repetitious records may also imply a Distributed DoS in which addresses might be 

different if the IP:Port pair are different among the records.  

 

C. Man-In-the-Middle Attack and Eavesdropping 

This subsection shows why man-in-the-middle attack and eavesdropping attack cannot be 

detected by flow-net. 

In a man-in-the-middle attack, Attacker C intercepts the data that A intends to send to B 

and then revises the data and sends the revised data to B. The same process also happens when B 

sends data back to A. Fig. 2.19 shows the flow-net of a man-in-the-middle attack in the 

application layer. 
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Flow A

Flow C

Flow B

Send

Receive

Intercept

Send

Intercept

Receive

 

Fig. 2.19. The flow-net of a man-in-the-middle attack in the application layer 

 

We cannot detect this type of attack by only the flow-net of Nodes A and B because we 

cannot get enough information to show the fingerprint of a man-in-the-middle attack without 

Flow C as shown in Fig. 2.19. 

In Fig. 2.20, an Attacker C wiretaps the data between Sender A and Receiver B in an 

eavesdropping attack. This scenario is common due to the characteristics of wireless networks. 

Fig. 2.20 shows the flow-net of the three nodes in the network layer. Fig. 2.21 shows the brief 

flow-net of eavesdropping in the MAC layer. 
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Fig. 2.20. Flow-net of eavesdropping in the network layer 
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ACK
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Fig. 2.21. Brief flow-net of eavesdropping in the MAC layer 
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We cannot detect this type of attack with flow-net because we can only get the flow-net 

of Nodes A and B; thus, we cannot get enough information to show from the fingerprint that 

eavesdropping occurs without the flow-net of Node C. This problem is solved in Chapter 5. 

 

2.7 Simulation 

A. Simulations of Building Flow-Net Records 

This subsection presents some examples showing how to record flow-net and how it 

works. First, a simple network is given to briefly show how to build flow-net records. Then, a 

simulation on a larger network is presented to show the performance of our flow-net scheme. 

a) Building Flow-Net Records on a simple network 

Fig. 2.22 shows a simple network in which each node has a database in which to record 

its flow-net records. Assume that there is a route from Node A to Node E and that there is a DoS 

attack from Node D on Node A.  

 

Attacker

 A B C E

D

   

 

 

Fig. 2.22. A simple example of flow-net 
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All the flow-net records of a node are stored in its database. Figs. 23 to 25 show part of 

the flow-net records in some nodes, but time fields, such as those shown in Fig. 2.10, are omitted. 

There are five layers in the Internet so each node stores all the events and their relations in the 

five layers. For example, Fig. 2.23(a) shows the flow-net records of Node A. The 1
st
 and 2

nd
 

records are the flow-net records of the application layer, and the “right address” field of the 1
st
 

record shows that these two records happened sequentially. The 3
rd

 to 7
th

 records are the flow-net 

records in the transport layer, and the “right address” fields of the 3
rd

 to 6
th

 records denote that 

the relations happened sequentially. The “low1 address” field of the 1
st
 record records the 

relation of the 1
st
 record (application layer) and the 3

rd
 to 7

th
 records (transport layer). The events 

that are recorded by the 3
rd

 to 7
th

 records are the lower layer events of the application layer event 

which is recorded by the 1
st
 record. The “right address” field of the 7

th
 record points to the event 

in its higher layer (application layer). 

 



 

40 

 

Time1

Time2

Time

pointer

Time

pointer

A
(A, E) :

 (53, 53)

DNS Query

Send

Time

pointer
Start E

right 

address

low1 

address  

A
(A, E) :

 (53, 53)

DNS Query

Receive

Time

pointer
E End N/A

low1 

address  

A
(A, E) :

 (53, 53)
TCP01 Send

Time

pointer
Start E

right 

address

low1 

address  

A
(A, E) :

 (53, 53)
TCP02 Receive

Time

pointer
E A

right 

address

low1 

address  

A
(A, E) :

 (53, 53)
TCP03 Send

Time

pointer
A E

right 

address

low1 

address  

A
(A, E) :

 (53, 53)
TCP Send

Time

pointer
A E

right 

address

low1 

address  

A
(A, E) :

 (53, 53)
TCP Receive

Time

pointer
A E

right 

address

low1 

address  

A
(A, E) :

 (53, 53)
Route

Send

Time

pointer
Start B

right 

address

low1 

address  

A
(A, E) :

 (53, 53)
Route

Send

Time

pointer
B End

right 

address

low1 

address  

A
(A, D) :

 (80, 80)
Route

Send

Time

pointer
A B

right 

address

low1 

address  

Time900

Time905

Time

pointer

Time

pointer

Time150013

Time150014

Time

pointer

Time

pointer

(a)

(b)

… …

 

Fig. 2.23. Node A’s flow-net records (time fields are omitted) 
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Fig. 2.24. Part of Node B’s flow-net records (time fields are omitted) 
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Fig. 2.25. Part of Node D’s flow-net records 

 

b) Building Flow-Net Records on a larger network 

Simulation programs for building a network of 100 nodes in which several source and 

destination nodes transmit data are written in Java language. 

In Fig. 2.26, the numbers of running steps of flow-net and log-file methodology (a simple 

list of logged events in order of time sequence) to trace a series of events are estimated to 

compare their efficiency. We assume: a) there are k events stored (by both flow-net and log-file) 

in each node; b) in flow-net methodology, tracing an event on a node to the event’s next event on 

another node consumes a constant time (see Fig. 2.11); c) the expected number of steps required 

to trace an event in a node’s entire events list is equal to half of the number of events on the node. 
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The huge difference in the number of tracing steps of flow-net and log-file is caused by the 

difference in their structures: log-file records only the events but not their relations, and therefore, 

when tracing a series of events on a list of nodes, each node needs to search its entire events list 

to match the events’ relation; flow-net records not only the events but also their relations, and 

therefore, when tracing a series of events on a list of nodes, each node can “immediately” find 

the destination event to match the required relation of the events (see Fig. 2.11). One flow-net 

record corresponds to an event, and the simulation result shows that the time cost of generating 

events is a linear function of the number of events (Note that the vertical axis is based on 

logarithmic scale). 

 

 

Fig. 2.26. The numbers of running steps of flow-net and log-file methodology 

 

Fig. 2.27 shows some flow-net records of the simulation result. According to Fig. 2.11, 

the “next address” field in Node 1’s 30
th

 record is Node 5; therefore, there must be data 

transmitting from Node 1 to Node 5. That Node 98’s 54
th

 record has no left node means that this 
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node might be the destination of a data flow. Fig. 2.27 also shows the generating time of each 

flow-net record. 

 

 

Fig. 2.27. Flow-net records in some nodes 

 

B. Q-Accountable Logging by Overhead 

A simulation for quantified accountable logging is presented in this subsection. 

Simulation programs for building a network of 100 nodes on which the nodes generate and store 

flow-net records corresponding to overhead are written in Java language.  

 

 

Fig. 2.28. The deepest layer that stores flow-net records 
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Fig. 2.29. The number of flow-net records stored 

 

Given the system’s accepted overhead percentage, we select sufficient flow-net records to 

achieve this accountability. The policy of choosing these sufficient flow-net records influences 

both the overhead and the accountability. Fig. 2.28 shows the deepest layer that stores flow-net 

records corresponding to different overheads. Fig. 2.29 shows the number of flow-net records 

stored in all the layers corresponding to different overheads. These two figures show that the 

higher acceptable overhead causes more flow-net records and that this also allows the system to 

generate flow-net records in the deeper layers. 
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Fig. 2.30. The number of flow-net records stored in each layer 

 

Moreover, Fig. 2.30 shows the number of flow-net records stored in each layer 

corresponding to different overheads. For example, in this simulation, when the acceptable 

overhead is 10%, only application and transport layer record their flow-net records. When the 

acceptable overhead is 90%, all the layers except for physical layer record their flow-net records. 

When the acceptable overhead is up to 100%, all the layers record their flow-net records. 

Therefore, Fig. 2.30 shows the cause of the ladder shaped line in Fig. 2.29. 

 

C. P-Accountable Logging 

A simulation for P-Accountable Logging is presented in this subsection. Simulation 

programs for building a network of 100 nodes on which we retrieve the flow-net records to 

calculate the P-accountability are written in Java language. 

How deep a system can trace the flow-net records reflects the P-accountability of this 

system. As mentioned before, the P-accountability of a node is 

j
i

i

i

A
A

J



, where j
iA is the P-
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accountability of the event j on node i, and Ji is the set of all the application layer events on node 

i. We use this equation to calculate the P-accountability of a node in the simulation. 

In the simulation, we transmit the flow-net records among a set of nodes and test which 

of the layers we can trace the log and thus the P-accountability of the flow-net records. Fig. 2.31 

shows the number of flow-net records we can retrieve in our simulation corresponding to one-

hop packet loss probability. Fig. 2.32 shows the P-accountability of one node in our simulation 

corresponding to one-hop packet loss probability. In these figures, we can see that the loss of 

flow-net records caused by one-hop packet loss probability affects the P-accountability of the 

node. The P-accountability of the node is determined by how deeply we can trace the flow-net 

records. These two figures show sample results of calculating P-accountability by flow-net. 

 

 

Fig. 2.31. The number of flow-net records transmitted corresponding to one-hop packet loss 

probability 
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Fig. 2.32. The P-accountability corresponding to one-hop packet loss probability 

 

D. Simulation Result of Attack Detection 

In this subsection, we present some examples that show how to detect potential attacks in 

networks. We first give an example briefly showing flow-net records related to potential attacks 

on a simple network.  Then, we present a simulation on a larger network to show the 

performance of our flow-net scheme in attack detection. 

a) Attack Detection on a simple network 

In this subsection, we present an example to briefly show flow-net records that imply 

potential attacks on the simple network as shown in Fig. 2.22. In Fig. 2.22, we assume Node D 

executes a DoS attack on Node A. Fig. 2.23(b) shows some flow-net records in Node A of when 

attacks have occurred. This figure shows the characteristic of the fingerprint of a DoS attack: the 

repetition of many “time” fields on some records over a short period of time. 

b) Attack Detection on a larger network 

Simulation programs for building a network of 100 nodes in which attacks take place are 

written in Java language. Fig. 2.33 shows the number of flow-net records in Nodes 1 and 3. The 
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bars in Fig. 2.33 record the times of data transmitting, and we assume that a potential DoS attack 

takes place if the number is larger than a certain value. In Fig. 2.33(a), Node 1 starts regular data 

transmitting at 28.214’ and ends at 28.6’. The attacker then starts to DoS attack Node 1 at 

28.641’ and continues until 31.496’. In Fig. 2.33(b), Node 3 is not attacked. 

 

28.214' 28.641' 31.495' 31.612' 32.033' Time

Number of 

flow-net records

200

2000

28.214' 28.600' 31.612' 32.033' Time

Number of 

flow-net records

200

(a) Node 1

(b) Node 3  

Fig. 2.33. The number of flow-net records in Node1 and Node3 
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Fig. 2.34 shows some flow-net records of an attack on Node 1. We detect the attack on 

Node 1 by analyzing its fingerprint as shown in Fig. 2.21. Our simulation proves that once an 

attack happens, we can detect it by the fingerprint of flow-net records. In this simulation, there 

are more than 100 attacks on Node 1 in 1466 milliseconds. Since flow-net records not only the 

events but also their relations, we can also get the attack route: Node 70, Node 69, Node 68, 

Node 67, Node 56, Node 55, Node 54, Node 44, Node 34, Node 23, Node 12, and Node 1. In a 

real network, the distance (hops) from the attacker to the victim may vary in different situations. 

Fig. 2.35 shows the time required to trace an attacker over different distances, and the time 

increases linearly as the distance increases (Note that the vertical axis is based on logarithmic 

scale). This simulation result convinces us that flow-net is effective in detecting and tracing 

attacks in a network. 

 

 

Fig. 2.34. Flow-net records of an attacker 

 



 

51 

 

 

Fig. 2.35. Tracing time to find the attacker 

 

2.8 Conclusion 

In this chapter, we proposed a flow-net scheme to record all the events and their relations. 

We optimize the flow-net logging by deterministic flow-net logging to reduce the amount of 

records and by tamper-evident flow-net logging to prevent the tampering of records. Because of 

the clear description of the events’ relations, flow-net achieves accountability in networks. We 

present two methods to analyze the accountability of a network via the users’ accepted overhead 

called Q-Accountable Logging by Overhead and the flow-net record depth called P-Accountable 

Logging, respectively. As another application of flow-net, the fingerprint of flow-net records is 

used to determine whether a potential attack happens. The simulation results show the feasibility 

and effectiveness of our flow-net scheme. 
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CHAPTER 3  

 

A MULTI-RESOLUTION FLOW-NET METHODOLOGY FOR ACCOUNTABLE LOGGING 

AND ITS APPLICATION IN TCP/IP NETWORKS 

 

3.1 Introduction 

A lot of works about the importance and design schemes of accountability have been 

proposed. The necessities of introducing accountability in today’s computer and network systems 

are presented in [3-5]. The authors of [6] propose a model to give a formal description of 

accountability that reveals the “degree of responsibilities” between two events, and the model 

can be used for formal definition of accountability. However, the work in [6] does not include a 

specific design scheme for accountability. In order to design the schemes that achieves 

accountability, logs that record events in the computer and network systems are widely used. In 

the logging schemes that completely record the system and user events, the events leave their 

trace in the log and thus the log can be used for accountability. There are numerous kinds of 

logging schemes, including the transaction log that is widely implemented in the database 

systems [8], a syslog service that is a de facto standard for management and security logging [9], 

a logging scheme for distributed systems that is used for recoverable distributed shared memory 

systems [10], a logging scheme that is used for mobile computing systems [7], etc. However, 

current logging schemes treat and record each event individually without considering the 

relations between the events, and we call them non-relation logging. Without recording the 

relations between the events, a comprehensive logging that helps effectively track events cannot 
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be built, and thus, the system administrator has to read and analyze the events manually in order 

to track a certain series of events. 

In this chapter, a formal definition of flow-net is presented. Based upon the formal 

definition, a multi-resolution flow-net logging for multi-layer systems is proposed. It is common 

for a computer system to be organized in a multi-layer manner (e.g., the five-layer TCP/IP 

networks, internal/secondary memory space, compiler systems). Therefore, making use of the 

multi-layer structure of a computer and network system is essential for the accountable logging 

purpose of flow-net. The multi-layer system brings us the chance to achieve multiple degrees of 

accountability, and this indicates that we are able to acknowledge a system’s actions at different 

layers. Checking the lower layer events that correspond to an event at the higher layer can be 

considered to be the “zoom in” to the event like the “zoom in” to a picture for higher resolution. 

For example, as an analogy, we can zoom in the image with a higher resolution in order to see 

the particular area that we are interested in for more details, and we can also zoom out of the 

image with a lower resolution in order to get a comprehensive view of the image. Therefore, a 

multi-resolution flow-net is a flow-net on multi-layers with the zoom feature that is able to show 

events with a different resolution. 

The multi-layer hierarchy structure is used to in a complicated system, but it hides the 

relations between the events in different modules/layers/hierarchies. Events may be related with 

each other across the modules/layers/hierarchies, because these modules/layers/hierarchies are 

not isolated; thus, the multi-resolution flow-net is able to record the correlation of the events. 

The multi-resolution flow-net adapts on the complicated hierarchy/multi-layer computer systems 

and extends the usage of flow-net to achieve multiple degrees of accountability. The multi-
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resolution feature of flow-net solves the weakness of the non-relation logging scheme, which 

does not maintain the log as a multi-layer structure as the computer systems are.  

The multi-resolution feature of flow-net implies that an event in the higher layer may 

cause multiple events in the lower layer, and these events are a part of the flow-net in the lower 

layer. This part of the flow-net in the lower layer is the scope of the higher layer event. The 

scope of an event is the portion of the flow-net in the lower layer caused by this event. Therefore, 

we may consider a scope as a set of event’s child events. The multi-resolution feature of flow-net 

provides us with a methodology to trace the relations of events at different layers. In this chapter, 

we propose designs to support distinguishing the scopes of different events in a high layer.  

We also apply multi-resolution flow-net in TCP/IP networks in this chapter. It is a novel 

approach to study the accountability of TCP/IP networks by using multi-resolution flow-net.  

The rest of this chapter is organized as follows. In Section 3.2, the mathematical 

definition of flow-net is presented. Different designs of multi-resolution flow-net are presented 

in Section 3.3. The events in TCP/IP networks are summarized and listed in Section 3.4. TCP/IP 

networks are studied from the perspective of multi-resolution flow-net in Section 3.5. Evaluation 

results are given in Section 3.7. And the work in this chapter is concluded in Section 3.7. 

 

3.2 Definition of Multi-Resolution Flow-Net 

In this section, the formal definition of multi-resolution flow-net is presented, and based 

upon this, a solution for event tracing under a few of assumptions is found.  
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A. Formal Definition of Flow-Net 

In flow-net, a flow is an entity’s event list with time stamps [1]. Each entity (e.g., a file, a 

TCP segment, an IP packet, or a process) has its event list that logs the entity’s events with time 

stamps [1]. An interconnection of two flows indicates an event was taking place [1].  

A flow-net is denoted by a directed graph fn=(E, R) in which E is the set of nodes and in 

which R is the set of edges. In the graph, a node e represents an event, and a directed Edge 

 1,2 1 2,e er   represents the relation that Event e1 causes Event e2 to take place in a flow. Since a 

flow is a set of events and relations, we can represent a flow as a series of relations: f={r1,2, 

r2,3, … rn-1,n} in which ri,i+1=(ei, ei+1). If ri,i+1=(ei, ei+1), then we call ei and ei+1 two consecutive 

events or call ei+1 ei’s next event. In this case, ei is called the preceding event, and ei+1 is called a 

successive event. These denotations can be used to describe part of a flow starting from Event e1 

to Event en. For convenience, we use “flow” as an abbreviation of a part of flow in this chapter. 

Each event and flow has certain properties (i.e., timestamp, event name, flow name, event type).  

The multi-resolution feature of an image means that we can zoom in the image to a 

higher resolution in order to see the particular area that we are interested in for more details, and 

we can also zoom out of the image to a lower resolution in order to get a comprehensive view of 

the image. A multi-resolution flow-net is a flow-net with multi-layers, and it has the zoom 

feature that is able to show events with a different resolution.  

The lower layer events that are caused by the higher layer event and the flows that 

connect these lower layer events compose the scope of the higher layer event. The higher layer 

event is called the parent event, and the lower layer events in the parent event’s scope are called 

scope events. The part of a flow that is composed by these scope events is called the scope flow. 

We denote the Scope Set as 1 2 2 3 , 1,{ , ,..., ,..., }i j n neS r r r r  ， ，  in which ri,j means that Event ei and ej 
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are two consecutive scope events in the same flow. And therefore, Events e1, e2, …, en are all of 

Event e’s scope events. 

Unlike Relation Set R that is the set of relations in a flow within a layer, Event e’s Scope 

Set Se is the set of cross-layer relations. Relation Set R denotes the intra-layer relation, and Scope 

Set Se denotes an inter-layer relation. A multi-resolution flow-net is denoted as fn=(E, R, S) in 

which E is the set of events, R is the set of relations in a flow within a layer, and S is the set of all 

the scope sets in this flow-net. 

 

B. Mathematical Description of Multi-Resolution Flow-Net 

An upper layer event possibly causes multiple lower layer events. For example, in a 

TCP/IP network, an application layer event “sending a message” will trigger multiple TCP 

events, including “send segment,” “receive ACK”, etc.. Similarly, a TCP event may cause 

multiple network layer events. A multi-resolution flow-net logs events and relations on multi-

layers, and with the zoom feature, it is able to show events with a different resolution in order to 

achieve multiple degrees of accountability.  

 

21e21 21e22 21 e24e23

31e31 31e32

3
2

e34e33
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Layer 111 11e12e11 e13

22 22e27

22

e28

…
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22 e26e25

Flow 10

Flow 20

Flow 30

 

Fig. 3.1. A sample multi-resolution flow-net 
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Fig. 3.1 shows a sample multi-resolution flow-net in which there are three layers. On 

Layer 1, Flow f11={r11,12, r12,13}. Event e11 is an intersection of Flow f10 and f11. Similarly, we can 

denote the flows on Layer 2 (i.e., f21 and f22) and the flows on Layer 3 (i.e., f31, f32 , … , f3i). 

The events of Flow f21 and f22 on Layer 2 are caused by Event e12 on Layer 1. With the 

multi-resolution feature, we can either check out only Event e12 or zoom in to Layer 2 to check 

out the events on Flow f21 and f22. The events of Flow f21 and f22 are the scope events of Event e12. 

The Scope Set of Event e12 can be denoted as 
12

21,22 22 23 23 24 25 26 26 27 27 28{ , , , , , }S r r r r r re  ， ， ， ， ， . Note that 

there is not a r24,25 in the above set because Event e24 and e25 belong to two flows and because e24 

and e25 are not consecutive events. Similarly, we have 
23

Se  which is the Scope Set of Event e23. 

The flow-net in Fig. 3.1 can be denoted as  

12 23

11 21 31

11,12 21,22 31,32

=( { ,  , ,  , , },

        { ,  , ,  , , },

        { , } ).

fn e e e

r r r

S Se e

 

 

C. Event Tracing Time Cost of Multi-Resolution Flow-Net 

We can analyze the time cost for retrieving the flow-net records. Flow-net stores the 

relations of the events, and thus, we can trace the events by these relations in the flow-net record. 

We assume that the flow-net records for a series of contiguous events in the same layer are 

stored in a contiguous block of memory or external storage. Therefore, tracing from an event 

record to the successive one costs a fixed amount of time. However, the records for the events of 

a different layer may be stored separately. 

The time cost caused by zooming from a parent event at a higher layer i to a scope event 

at a lower layer j is called Zoom In Time Cost, and it is denoted as Ti,j. The time cost caused by 
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finding an event’s parent event from a lower layer j to a higher layer i is called the Parent 

Tracing Time Cost, and it is denoted as tj,i. The space cost that is caused by storing and 

maintaining the flow-net in order to finding an event’s parent event from a lower layer j to a 

higher layer i is called the Parent Tracing Space Cost, and it is denoted as sj,i. All these costs are 

affected by the specific data structure design of flow-net. 
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tck

tc j-1 

tci
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Fig. 3.2. Time cost of flow-net for tracing all of the flow-net event records 

 

Fig. 3.2 shows the logical structure of calculating zoom in time cost of flow-net records. 

We assume that the time cost for retrieving a record by tracing from the preceding event to the 

successive one in the same layer is a fixed amount of time, called te. This is the time cost for 

intra-layer event tracing. The time cost for tracing from a higher layer event record to the 

adjacent lower layer one may cost a different amount of time because the records may be stored 

in a different block of an external storage. This is the time cost for inter-layer tracing. We define 

k
tc  as the time cost for tracing an event record from Layer k to its adjacent lower Layer k+1. 

However, if we do a large amount of times of this cross-layer tracing, we will get an average 
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value of 
k

tc  for a different k. Therefore, we assume a fixed value for each 
k

ct tc  for any k. We 

define nk as the number of event records that we have traced at Layer k and N as the total number 

of events being traced through all the layers. Therefore, in the case of multi-resolution, the Zoom 

In Time Cost is 

1 1
, 1 1
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Therefore, the total time cost for tracing all of the related flow-net event records is 

proportional to the number of related records. 

 

3.3 Definition of Multi-Resolution Flow-Net 

In this section, we first propose two designs for the data structure of multi-resolution 

flow-net. Based upon these two designs, we then propose a general design scheme for multi-

resolution flow-net. Then, we define and evaluate the performance of different multi-resolution 

flow-net designs, and thus, we can find the optimal design. 

 

A. Two Designs of the Multi-Resolution Flow-Net 

There are three kinds of relations between two events in multi-resolution flow-net: one 

event causes a successive event taking place in the same flow; one event is a lower layer event’s 

parent event; one event is a higher layer event’s scope event. One detailed event and relation 

recording method was proposed in [44] as a previous work. Moreover, we could have different 

designs for the flow-net to record events and relations as well. For example, using a foreign key or 
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column in a database to refer to another tuple can denote the relation between two events. 

Referring to an ID field in an XML-based file can also denote the relation between two events. 

Whatever design we use, the relations are normally denoted as a “reference” between 

events. We can abstract the relation between two events as a reference, which can be 

implemented by pointer or reference in programming languages, data field in database systems, 

etc. If we use the reference in the data structure of a flow-net implementation, then a reference 

from the parent event to the scope event is called a scope pointer, a reference from the scope 

event to the parent event is called a parent pointer, and a reference from the preceding event to 

the successive event in a flow is called a flow pointer. The flow pointer denotes the intra-layer 

relation, and the scope pointer and parent pointer denote inter-layer relations. 

 

Scope pointer

Parent pointer

Flow pointer

Event

 

Fig. 3.3. A design of multi-resolution flow-net data structure for scope 

 

Fig.3 and 4 show two designs of the scope of multi-resolution flow-net. We introduce 

three kinds of references/pointers in each event’s data structure in Fig. 3.3 and 3.4. In both 

designs, the scope pointer of parent event only points to the start of each flow in the scope. The 

difference between these two designs is the placement of the parent pointer: the first design places 
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a parent pointer in each scope event while the second one places the parent pointer only in the last 

event of the scope flow. 

Fig. 3.3 and Fig. 3.5(a) show the first design scheme. As stated before, the parent event’s 

scope pointer points to the start of each flow in the scope. In this design, each scope event has a 

parent pointer to the parent event.  

For any event in flow-net, it must be the crossover of two flows. This means that an event 

record should have two flow pointers that point to the two successive events in the two flows, 

respectively. Note that a series of flow pointers on a flow can represent the flow. 

For an event record in the higher layer, it has scope pointers pointing to scope event 

records in the lower layer. In the design shown in Fig. 3.3, the scope pointers only point to the 

first event of each flow in the scope at the lower layer. 

For each event in the lower layer, it has a parent pointer pointing to its parent event in the 

higher layer. Some of the scope and parent pointers are not drawn in Fig. 3.3 due to the space 

limitations. 

b

c

a

d

Scope pointer

Parent pointer

Flow pointer

Event

 

Fig. 3.4. Another design of multi-resolution flow-net data structure for scope 

 



 

62 

 

Fig. 3.4 and Fig. 3.5(b) show another design scheme of the scope of flow-net. In this 

design, the parent pointer only exists in the last event of a scope flow. Some of the scope and 

parent pointers are not drawn in Fig. 3.4 due to the space limitation. In both of the two designs, 

the three kinds of pointers along with the events intelligibly represent the multi-resolution flow-

net. 

In the second design, in order to find an event’s parent event, we have to trace along the 

flow pointers and then get the parent pointer from the last event in the flow. This design saves 

more space than the first design, but it costs more time for an event in a flow to find a parent 

pointer at the end of the flow. Because each event is the crossover of two flows, we need to decide 

which flow we are at when tracing on the flow. For example, in Fig. 3.4, we can find Event a’s 

parent event by tracing the flow a-b-c. Therefore, at Event b we need to ensure that we are tracing 

to Event c but not d in order to get the parent pointer on Event c. The similar process for choosing 

the next event of the flow must take place on all of the events in the flow since each event is the 

crossover of this flow and another flow. 

However, the scopes of two events do not overlap with each other. One parent event 

causes certain events among the parent’s scope while another parent has its different scope events. 

These two scopes cannot possibly overlap with each other because the two parent events cause 

different sets of events at the lower layer. This property of multi-resolution flow-net implies that 

we just need to trace to any event to reach the last event of any scope flow in order to get the 

parent event. Rather than ensuring the trace to Event c but not d in the previous example, we can 

trace to either of them in order to reach the last event of any scope flow.  

The difference between these two designs is the placement of the parent pointer. The first 

design maintains a parent pointer in each event record while the second design maintains the 
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parent pointer only in the last event record in the scope flow. Both designs use a scope pointer at 

the parent event to get the start event of its scope flow. Therefore, the first design costs constant 

time to trace to one event’s parent event, and the second design costs linear time to trace the 

parent event according to the distance from the current event to the last event in the flow. 

Although the first design saves time for parent tracing, it costs space to save the parent pointers on 

each event. 

 

B. A General Design Scheme for Multi-Resolution Flow-Net 

The two designs in the previous subsection use the most and least numbers of possible 

parent pointers, respectively. We could also design schemes that have numbers of pointers in 

between the two designs. 

To trace an event’s parent event, we could provide a parent pointer a) at each event, b) 

only at the end event of a flow, or c) at every certain number of events. Therefore, in a scope, the 

number of parent pointers can be as large as the number of events in the scope, as small as the 

number of flows in the scope, or in between.  
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(a) (b)

a

(c)

b c d e

(d)  

Fig. 3.5. Four specific designs for parent pointers 

 

Fig. 3.5(a) shows the design that has a parent pointer at each event, Fig. 3.5(b) shows the 

design that has a parent pointer only at the last event of the scope flow, and Fig. 3.5(c) and (d) 

shows the designs that have a parent pointer at some of the events on the flow and they are the 

cases in between the two extreme cases of Figs. 5(a) and (b). We analyze the performance of these 

designs in the following subsections. 

 

C. Performance Evaluation of the Multi-Resolution Flow-Net Designs 

Therefore, the number of parent pointers on the scope flow can be between 1 to the 

number of events on the flow. This gives us a general design scheme in which the specific number 

of parent pointers on the scope flow denotes a specific design. Let n be the number of events in a 

higher layer event’s scope, m ( n m ) be the number of parent pointers in this scope. We define 

pointer ratio of this scope as p=m/n. For simplicity, we assume that the values of p at any scope 

on Layer k are the same. We define mk as the number of parent pointers at Layer k and nk as the 

number of events at Layer k. On Layer k, the pointer ratio is pk=mk/nk. Therefore, we use the value 
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of pk  0 1
kp   to describe the character of a design. In other words, we can use a different 

value of pk to differentiate different designs. 

Now, we consider the space cost for maintaining the parent pointers in multi-resolution 

flow-net. As shown in Fig. 3.5, there are two kinds of event records: the record with a parent 

pointer and the record without a parent pointer. The former costs more space than the latter. We 

may put a NULL value at the parent value position in the event record that has no parent pointer. 

Therefore, we can use a uniform format for both kinds of records, and a NULL value indicates 

that there is not a parent pointer. However, many modern database systems, such as Oracle 

Database and SQL Server 2008 and later, handle the NULL value as a variable value so that the 

first kind of records costs more space than the second. Using logging systems has a similar effect. 

For an Event e at Layer j, if it has a parent pointer, we can trace along this parent pointer 

to get its parent event at Layer j-1. If Event e does not have a parent pointer, we can trace along 

the flow pointers until reaching an event with a parent pointer, and then, we can trace along the 

parent pointer to get the parent event at Layer j-1. Repeating this process recursively, we can 

reach Event e’s grandparent, great grandparent, and other ancestors who are all called parents for 

convenience. Therefore, we can recursively trace to e’s parent at Layer i, where i<j. In other 

words, if we have an Event e at Layer j and we try to trace e’s ancestor at Layer i, we can call this 

ancestor as e’s parent at Layer i. We will define and analyze the space and time cost for tracing an 

event’s ancestor/parent. 

We assume that the space cost of an event record without the parent pointer is a fixed 

amount of value that is denoted by se. This can be considered as the space cost for intra-layer 

event tracing. The space cost of an event record with the parent pointer that is denoted by sc, is the 

summation of se and parent pointer space cost. This can be considered the space cost for inter-
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layer tracing. Denote N as the total number of events being traced through all the layers. We have 

the Parent Tracing Space Cost from Layer j to Layer i 

,
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If we assume that for any k that the pointer ratio pk is a real number p and 0 1p  , then 

the value of p determines the character of a design. Because each value of p corresponds to a 

design, we use p to differentiate the designs. We have 
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Now, we consider the time cost for maintaining the parent pointers in multi-resolution 

flow-net. The time cost for retrieving a record by tracing from a lower layer event record to the 

adjacent higher layer one may cost a different amount of time because the records may be stored 

in a different block of an external storage. We have the worst Parent Tracing Time Cost from 

Layer j to Layer i 
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If we assume for any k that the pointer ratio pk is a constant value p, then we have 
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In summary, each value of p corresponds to a design and affects the value of both sj,i and 

tj,i.  

 

D. Optimal Design for Multi-Resolution Flow-Net 

Both sj,i and tj,i affect the performance of the design, and they are determined by the 

pointer ratio p. It is a negative correlation between tj,i and p while it is a positive correlation 

between sj,i and p. In this subsection, we give the definition of performance for a design, discuss 

the correlation between the performance and p, and find the optimal value of p. 

We can consider sj,i and tj,i separately. For a given value 0V , if we require the Parent 

Tracing Space Cost , 0j i Vs  , then we have 0( )[ ( ) ]c e eN j i p Vs s s    . Therefore, 
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c e

V N j i s
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. For a given value W0, if we require the Parent Tracing Time Cost , 0j i Wt  , 
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valid interval of p as 0

0

[ ( )]

( )

ee

c e c e

V N j i st
p

W j i t t s s

 
 

   
. However, this interval could be 

empty. 

Therefore, we obtain an interval of p under the separate requirement of space and time 

cost. However, an optimal value of p has not been deduced. 
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Furthermore, we can consider sj,i and tj,i together in order to obtain an optimal value of p. 

We define a weighting parameter 0 1    and let 1   , and then, define the resource cost 

of design p as 
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where N, j, i, sc, se, tc, and te can all be viewed as constant values. To get the minimum value of 

rc(p), we have to get the value of p such that the derivative of rc(p) equals 0. We have 

2
( ) ( )( ) ( ) ,c e ecr p N j i j i ps s t        and 
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, which is the optimal value of p and makes rc(p) minimum. This 

optimal value is for general cases in which the ratio between and   is set. 

However, one dilemma for us to determine the value of p is that it depends on N. This 

means that we have to know the number of events before we determine the pointer ratio. Given 

the fact that flow-net tends to cost a large amount of space to record the events and relations no 

matter how we design it, we can consider the time cost more than the space cost. Therefore, we 

can solve the problem by setting N  . Since 1   , we have 1 ( 1)N   . This means 

when considering the resource cost of flow-net, we focus on the time cost rather than the space 

cost. Therefore,  e c ep t s s   is the optimal value of p and makes the rc(p) the minimum, if 

1 ( 1)N   . Note that this optimal value is for a special case in which the ratio between   and 

  is set to be N. 

Therefore, the optimal value of p does not depend on the layer number i or j, and this 

means that we can set the pointer ratio p to the same value for all layers. Moreover, p depends on 

the inter-layer tracing space cost sc, but it does not depend on the inter-layer tracing time cost tc.  



 

69 

 

 

3.4 Flow-net Used in TCP/IP Networks 

In this chapter, we call the behaviors that are defined in the TCP/IP protocols as “protocol 

events”, and we record them in the flow-net logging. Therefore, these events are actually 

protocol level events in TCP/IP networks. We check out some well-known TCP/IP protocols and 

give the event lists of these protocols. This work focuses on finding and summarizing the events 

that are defined by TCP/IP protocols. Therefore, our goal is not revising the behaviors of the 

protocols but only adding logging functions for TCP/IP networks through the help of flow-net. 

By using flow-net, each entity and layer in the network system is held responsible for its own 

action, and thus, the accountable logging of the entire system is assured.  

 

A. HTTP and HTTPS 

Before looking TCP/IP events, we first check Hypertext Transfer Protocol (HTTP) and 

HTTP Secure (HTTPS), which two of the most widely used application layer protocols. HTTP is 

an application protocol for data communication on the World Wide Web. Designing for data 

exchange, HTTP can be implemented on both servers and clients. The client sends HTTP request 

messages to the server by establishing a TCP connection [34]. Upon receiving a request, the 

server sends back a message with the requested data [34]. The events in HTTP include 

sending/receiving the request messages and sending/receiving the response messages. A 

response message normally includes a response head and a body. The Events “sending request” 

and “receiving response” normally take place at the client, while the events “receive request” and 

“sending response” normally take place at the server. 
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HTTPS is a secure communication protocol based upon HTTP. HTTPS makes use of the 

digital certificate and Certificate Authority (CA) to assure the authentication of the website and 

to prevent a man-in-the-middle attack and other attacks. In order to use HTTPS, we must assure 

that a) the browser at the client runs correctly, b) the certificate authority is trustworthy, c) the 

website provides the correct certificate that matches the website, and d) the data 

encryption/decryption is trustworthy [35]. Table 3.1 lists the HTTP and HTTPS events. Due to 

the space limitation, we only list a part of the events. 

 

Table 3.1. HTTP and HTTPS Events 

Event  Description 

Send/Receive HEAD request Must be implemented at server. 

Send/Receive GET request Must be implemented at server. 

Send/Receive POST request Check if a URL is serviceable, etc. 

Send/Receive PUT request Upload certain resource. 

Send/Receive DELETE request Deletes certain resource. 

Send/Receive TRACE request Echo back the received request. 

Send/Receive OPTIONS request Return supported HTTP methods. 

Send/Receive CONNECT request Usually used in HTTPS. 

Send/Receive PATCH request Apply partial modifications. 

Send/Receive response Response the request. 

Encrypt message 
The server/client encrypts the message using the 

symmetric key. 

Send/Receive encrypted message 

Data transmission is secure, because the message is 

encrypted by the symmetric key. The message in this 

event may be a specific HTTP event. 

Decrypt message 
The server/client decrypts the message by using the 

symmetric key. 
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Fig. 3.6. A sample flow-net for HTTPS 

 

Fig. 3.6 shows a sample flow-net of an HTTPS connection. CA is a trustworthy third party 

that issues digital certificates. In this example, the client sends a request to the server for a secure 

session. After receiving this request, the server contacts the CA to generate the server’s digital 

certificate in order to show the server’s authentication to the client. To generate this digital 

certificate, CA uses its private key to encrypt the server’s public key and other information. Then, 

CA sends the server’s digital certificate to the server. After receiving the digital certificate, the 

server sends it to the client. The client decrypts the digital certificate by using CA’s public key in 

order to get the server’s public key. The secure session between the server and the client is 

encrypted by a symmetric key. This symmetric key is generated at the client and should be sent to 

the server. In order to secure the symmetric key transmission, the client uses the server’s public 

key, which the client just obtained by decryption, to encrypt the symmetric key. Also, the server 

can decrypt to get the symmetric key by using the server’s private key. In this way, both the 

server and the client use the same symmetric key, and this symmetric key is transmitted in a 

secure way by using a digital certificate and server’s public/private key. Then, the server and the 

client can use the symmetric key to secure the following messages in transmission. Because the 

symmetric key is transmitted to the server and encrypted by the server’s public key, the 

symmetric key is not leaked.  
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We use flow-net to show the events in Fig. 3.6, and the flow-net of this sample HTTPS 

session is denoted as follow. 

    1,2 19,201 20= , , , ,  , .
HTTPS

fn e e r r  

Using flow-net, a HTTP/HTTPS session is denoted integrity. This subsection shows that 

flow-net is effective to achieve accountable logging in the application Layer. Moreover, flow-net 

can be used for the other layers in TCP/IP networks to achieve accountable logging as well. In 

the following subsections, we use a similar way to study TCP/IP protocols and draw the flow-net 

for the data communications using these protocols in order to achieve accountable logging. 

 

B. TCP Events 

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are two of the 

most well-known transport layer protocols. In this section, we study TCP protocols from the 

perspective of flow-net, and we also present a sample flow-net of a TCP session. TCP uses a 

three-way handshake to establish a connection. The TCP sender received data from its 

application layer and encapsulates the data into segments, which will be sent to the TCP recipient. 

After receiving the segments, the TCP recipient sends ACKs to the TCP sender, and it extracts 

data from the segments to the application layer. TCP congestion control, including slow start, 

congestion avoidance, fast retransmit, and fast recovery, takes place along with segment 

transmission. Other TCP events are also executed to assist the segment transmission [36, 37]. 

Some TCP events, such as “send ACK,” “send segment,” and “change window scaling,” 

are indicated by a specific format in the TCP header. Therefore, these events can be represented 

by the TCP header. Some other TCP events, such as congestion control, are affected by the TCP 

status and executed at the end hosts. For example, both slow start and congestion avoidance take 
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place after a segment transmission, but slow start requires a congestion window smaller than the 

threshold, and congestion avoidance requires the opposite. Flow-net records events and their 

relations but not status (i.e., congestion window size and threshold in this case). However, the 

events, “change congestion window size” and “change threshold”, can be recorded by flow-net. 

Therefore, we can achieve accountable logging by examining the events and relations recorded by 

flow-net. Table 3.2 lists the TCP events in which we classify the events based upon their purposes. 

 

Table 3.2. TCP Events 

Category Event Description 

Before and 

After 

Connection 

Listen  

Connection Established  

Connection Closed  

Establish 

Connection 

Send/Receive SYN 

These six events constitute a three-way 

handshake, which establishes TCP connection. 

Send/Receive SYN-

ACK 

Send/Receive ACK 

Data 

transmission 

Receive data from 

Application Layer 
TCP sender received data from Application Layer 

and encapsulates the data to segments, which will 

send to the TCP recipient. 
Encapsulate data to 

segments 

Send/Receive segment Data transmission. 

Receive segment: in-

order segment arrival TCP arranges the order of segments to compose 

original data for Application Layer. Receive segment: out-

of-order segment arrival 

Send/receive ACK  

Timeout  

Check checksum  

Extract data to 

Application Layer 

Extract Application Layer message from the TCP 

segment and send to Application Layer 

TCP 

Congestion 

Control 

Slow start 

Triggered by timeout or duplicate ACKs. Set 

congestion window to be one segment, and half 

threshold. Exponentially increase congestion 

window until reaching threshold. 

Congestion avoidance 
Triggered when reaching threshold. Linearly 

increase congestion window. 

Fast retransmit Triggered by three duplicate ACKs. Resend 
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segments.  

Fast recovery 

Triggered by three duplicate ACKs. Congestion 

window size is reduced to the slow-start 

threshold. Fast recovery executes fast retransmit 

followed by congestion avoidance. 

Change congestion 

window size 

Window size is changed during slow start or 

congestion avoidance. 

Change threshold 
Caused by congestion. Slow start must just take 

place. 

Close 

Connection 

Send/Receive FIN This handshake is the regular way to close 

connection, by using FIN segment. Send/Receive FIN-ACK 

Send RST 
Set RST field in TCP header as 1 to terminate 

TCP connection immediately. 

Flow control window size changed 
The size of receive window is used for changing 

flow rate. 

 

Window 

scaling 

window size changed to 

0 
Sender stops sending data. 

Change window scaling 
An option to increase the size of TCP receive 

window. 

Out of band  Urgent data Alters the receiver for urgent data. 

Forcing 

delivery 
Push data Send this data immediately. 

 

After comprehending the TCP events, we present an example that shows several TCP 

events. Fig. 3.7 shows a sample TCP data transmission that Node A sends data to Node B. In this 

example, Event e1 “receive data from the application layer” takes place at Node A, and is 

followed by Event e2 “encapsulate data to segments”. After Event e3 “send segment seq# 1”, 

Event e4 “Receive segment seq# 1” on Node B takes place. Similarly, Event e9 on Node A and 

Event e10 on Node B take place. After receiving both of these two segments, Node B sends two 

ACKs to Node A. An event for congestion control, e8 “Slow start and change congestion window 

size”, takes place after Node B receives the ACK. Actually, Event e8 is composed of two events, 

but we combine it into one event in the figure because of the space limitation. Similarly, two 

congestion control events e14 “change threshold” and e15 “Congestion Avoidance and change 

window size” take place after Node B receives the ACK. A flow in flow-net is composed of a 
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series of events. For example, the events related with the segment seq# 1 compose Flow α, and 

the events taking place on Node A compose Flow A. An event is an intersection of two flows. 

After receiving the two segments, Node B also executes Event e14 and e15 to extract the data from 

the segments and send the data to the application layer. 
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Fig. 3.7. An example flow-net of TCP events in Transport Layer 

 

The events in the aforementioned example are shown in Fig. 3.7, and the flow-net of this 

sample TCP session is denoted as follow.  

 1,2 7,8 9,10 14,151 15= { , , }, { ,  , , ,  , } .
TCPfn e e r r r r  

 

C. Other Events in TCP/IP Networks 

UDP protocol is another important protocol in the transport layer. Unlike TCP, the UDP 

protocol is a connectionless protocol without the complicated connection establishment and 

congestion control [38]. Therefore, the number of events in UDP is much fewer than TCP. The 

network layer is responsible for packet routing through the routers in the network. Internet 

Protocol (IP) is the principal communications protocol in the network layer while Internet Control 

Message Protocol (ICMP) is responsible for control purpose and error indicating [39-42]. The 

data link layer and physical layer are responsible for transferring data between two adjacent 

network nodes. For example, IEEE 802.11 standards for wireless local area network 

http://en.wikipedia.org/wiki/Connectionless_protocol
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communication are developed and implemented in both the data link layer and the physical layer. 

Due to the space limitation, we do not give the sample flow-net for the aforementioned protocols 

in this subsection. 

 

3.5 Multi-Resolution Flow-net in TCP/IP 

The multi-layer feature of TCP/IP networks brings us the chance to achieve multiple 

degrees of accountability TCP/IP networks. In TCP/IP networks, communications only take 

place across two adjacent layers. We apply the multi-resolution flow-net to TCP/IP networks and 

provide designs for distinguishing the scope in TCP/IP networks. By using multi-resolution 

flow-net, for a low degree of accountability, we can check out an event in a higher layer. For a 

higher degree of accountability, we can zoom in on this event and trace to this event’s scope 

events in the lower layer. Multiple degrees of accountability in TCP/IP networks therefore 

correspond to events recorded by flow-net on multiple layers. In this section, we first give an 

example of applying multi-resolution flow-net in TCP/IP networks, and then give suggestions for 

determining a higher layer event’s scope events.  
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A. An Example of Multi-Resolution Flow-Net in TCP/IP Networks 
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Fig. 3.8. An example of multi-resolution flow-net in TCP/IP networks 

 

Fig. 3.8 shows an example of the multi-resolution flow-net applied in TCP/IP networks. 

Multi-resolution flow-net can be drawn as a tree architecture that maintains the parent and scope 

events. An application layer event e12 “Send message” causes multiple TCP events, including the 

two TCP segment sending events and congestion control events. After executing Event e21 

“Receive data from Application Layer”, the TCP layer generates two segments that are ready to 

be sent. Events “Encapsulate data to segments”, “Send segment seq# 1,” and “Receive ACK# 2” 

correspond to sending the first segment. After the TCP layer receives the ACK, an event for 

congestion control, e25 “Slow start and change congestion window size” takes place. Actually 

Event e25 is composed of two events, but we combine them into one event in the figure because of 

the space limitation. These TCP events compose a flow for the first segment. Similarly, the TCP 

events for the second segment compose another flow at the network layer. In this example, one 

event at the application layer causes two flows at the transport layer. All of the above TCP events 

are the scope events of the application layer Event e12. 
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Fig. 3.8 also shows the scope events of Event e23 “Send segment seq# 1” at the network 

layer. The network layer flows correspond to IP packets that are generated by fragmenting the 

TCP segment to several parts and encapsulating them using an IP header. 

The aforementioned example shows that in TCP/IP networks, an event at the upper layer 

may cause multiple events and even multiple flows at the lower layer. Therefore, multi-resolution 

flow-net can be applied on TCP/IP network naturally in order to achieve multiple degrees of 

accountability. To achieve a low degree of accountability, in this example, it is enough for us to 

check out Event e12 “Send message” at the application layer. To achieve a high degree of 

accountability, it is enough for us to check out Event e12’s scope events (e.g., Event e23 “Send 

segment seq# 1”) at the transport layer. To achieve an even higher degree of accountability, we 

have to check out the events (e.g., Event e23’s scope events) at the network layer. Besides e23, 

other events at the transport layer have scope events at the network layer as well, but Fig. 3.8 

shows only part of the scope events due to the space limitation. The flow-net in Fig. 3.8 can be 

denoted as follows: 

11 12 13 21 29 31 35

12,13 21,22 22,23 24,25 31,32 32,3311,12

12 23

=

({ , , , , , , , , },

 , , , , , , , , },{

 { , }),

examplefn

e e e e e e e

r r r r r r r

S S

 

where 21,22 31,3212 23{ , }, { , }.S Sr r   

 

B. Suggestions for Determining Scope Events in TCP/IP Networks 

In order to apply multi-resolution flow-net on TCP/IP networks, we need to decide how to 

determine a TCP/IP event’s scope events. The principle of the determination is that the lower 
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layer events caused by a higher event should be this event’s scope events. We give our 

suggestions for determining an event’s scopes in Table 3.3. Since there are numerous protocols 

implemented in TCP/IP networks, we only list part of the suggested scope event determination in 

Table 3.3 due to the space limitation. 

 

Table 3.3. Suggestions of Multi-resolution Solution for TCP/IP 

Parent event at the 

higher layer 
Scope events at the lower layer Description 

Send message 

Receive data from Application 

Layer 

Using TCP 

Encapsulate data to TCP segments 

Calculate checksum 

Send TCP packet 

Receive ACK 

TCP Congestion Control events, 

including  

Send message 

Receive data from Application 

Layer 

Using UDP Encapsulate data to packet 

UDP sender calculates checksum 

Send Packet 

Receive message 

Receive segment 

Using TCP 

Receive segment: in-order 

segment arrival 

Receive segment: out-of-order 

segment arrival 

Check checksum 

Extract data to Application Layer 

Send ACK 

TCP Congestion Control events 

Receive message 

Receive Packet 

Using UDP 
Extract data from packet 

UDP sender checks checksum 

Send data to Application Layer 

Send TCP segment 

/ Send TCP ACK 

/ Send UDP packet 

Receive data from Transport Layer 

IP events are the scope events 
Encapsulate data to IP segments 

Checksum 

Send IP packet 

Receive TCP segment Receive IP packet IP events are the scope events 
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/ Receive TCP ACK 

/ Receive UDP packet 

Checksum 

Extract data to Transport Layer 

Send data to Transport Layer 

 

3.6 Performance Evaluation 

In this section, we present the evaluation results for the proposed multi-resolution flow-

net. We first evaluate the Zoom In Time Cost. Simulations on tracing from an upper layer event 

to lower layer events are present as well. Simulation programs for building a flow-net system in 

which a large amount of events and their relations are maintained are written in Java language. 

 

A. Evaluation of Zoom In Time Cost 

 

Fig. 3.9. Tracing time from Layer i to j 
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The Zoom In Time Cost Ti,j is defined as the time cost caused by tracing from a parent 

event at a higher layer i to a scope event at a lower layer j. Fig. 3.9 shows the evaluation results 

for a multi-resolution flow-net system, which has five layers. The intra-layer event tracing time te 

and the inter-layer event tracing time tc re set to be two constant values. In Fig. 3.9, the x-axis and 

y-axis represent i and j, respectively, and the z-axis represents the value of Ti,j. Fig. 3.9 shows that 

for a given i, a larger j causes a larger Ti,j because the tracing process crosses more layers and 

consumes more time than that with a smaller j. For a given j, a smaller i leads to a larger Ti,j 

because the tracing process crosses more layers and consumes more time than that with a larger i. 

Therefore, the larger the difference between the values of i and j indicates that there is a larger Ti,j. 

 

B. Performance Evaluation of the Multi-Resolution Flow-Net Designs 

In this subsection, we also present simulation results that calculate the resource cost rc(p) 

for different values of p. We use the values of p to differentiate the designs and to calculate the 

resource cost rc(p) of each design. We set 1 5i j   . The values of intra-layer event tracing 

time te, inter-layer event tracing time tc, intra-layer event tracing space se, and inter-layer event 

tracing space sc are all set to be certain constant values. 
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Fig. 3.10. Resource cost when =N 

 

However, the value of the weighting parameters  and  are set in a different way. In Fig. 

3.10, we set  =N in which N is the total number of events being traced through all the layers. 

The curves in Fig. 3.10 correspond to sc=200, 100, and 10, respectively. Fig. 3.10 verifies that the 

minimum value of rc(p) is at  e c ep t s s  when  =N.  
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Fig. 3.11. Resource cost when = 

 

In Fig. 3.11, we set =, and the results show that the x-coordinate that yields to the 

minimum value of rc(p) depends on the value of p. Since N is a very large value in the flow-net, 

no matter how we set the other parameters, the x-coordinate that yields to the minimum value of 

rc(p) is usually very close to 0. Both Fig. 3.10 and Fig. 3.11 show that the value of rc(p) does not 

change sharply when the value of p is approaching to 1. This implies that when we are not sure 

about the setting of the parameters in the implementation of flow-net, a smaller value of p is more 

notable than other parameters. Therefore, we can set p as a small value and make our design adapt 

to the other parameters, and then, we can gradually increase p in order to get the minimum value 

of rc(p). 

 

C. Simulation of Event Tracing 

An upper layer event may cause a series of scope events in lower layers. With multi-

resolution flow-net logging, a lower layer event can be found by tracing from the parent to the 

scope event and repeat the same process. Therefore, in a few steps, a given event in the lower 
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layer (called target event) can be found through the event relations maintained by multi-resolution 

flow-net. Non-relation logging does not record the relations between events or maintain the multi-

resolution feature. To find the target event in the non-relation logging log, we have to scan all the 

events taking place after the application message receives the event. In this subsection, we 

simulate the above process and compare the time of finding the target event using flow-net and 

non-relation logging.  

In the simulation for flow-net, a log file that records events and relations and maintains the 

multi-resolution feature is generated. We set the flow-net to record four layers of events. The 

scope pointer (across two layers from parent event to child event) and flow parent (from 

preceding event to successive event in a flow) are maintained in the flow-net log. To get the target 

event, the simulation traces from the parent event to its scope event. If this scope event has a 

scope pointer, the simulation traces to the scope event’s scope event. If this scope event does not 

have a scope pointer, the simulation traces to its next event along the flow pointer in the flow until 

finding a scope pointer, and then trace to the scope event along the scope pointer. This process 

repeats until finding the target event. We set the time cost for tracing from an event to the 

successive event along the flow pointer in the same layer as a fixed value (denoted as te), and the 

time cost for tracing from an event to the child event in the lower layer along the scope pointer as 

another fixed value (denoted as tc). The simulation selects 10 events in Layer 1 (the highest layer), 

and it calculates the time for finding the corresponding target events. The simulation result is 

shown in Fig. 3.12. 

In the simulation for non-relation logging, a log file that records events in the four layers 

is generated. To get the target event, the simulation traces within the log. To be fair, we set the 

time cost for tracing from an event to the next event in the log as te as well. The simulation selects 
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the same 10 events as in the simulation for flow-net, and it calculates the time for finding the 

target events. The simulation result is shown in Fig. 3.12. 
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Fig. 3.12. Time cost of finding the 10 target events. (NL: Non-relation logging; FL: Flow-net 

logging) 

 

Fig. 3.12 shows the time cost of finding the 10 target events that correspond to the 10 

events at Layer 1. In the simulation for non-relation logging, a scanning for the consecutive events 

in the log must be executed in order to locate the target events in the log. In the simulation for 

flow-net, the benefit of the multi-resolution feature causes no time spent on scanning the large 

number of consecutive events in the log. With the multi-resolution feature, we directly trace to 

and locate the scope events in the lower layer without costing time on scanning the events that are 

not related to the parent events. This is the reason why time cost for flow-net is much lower than 

that for non-relation logging in Fig. 3.12. This simulation result shows that multi-resolution flow-

net provides better performance than non-relation logging. 
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This result also shows that the time costs for finding different events using flow-net are 

similar, but the time costs for finding different events using non-relation logging are different. 

This implies that the time cost for finding an event using non-relation logging is affected by the 

position of the event in the log, but the time cost for finding an event using flow-net is not. 
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Fig. 3.13. Time cost of finding the events in different layers. (NL: Non-relation logging; FL: 

flow-net logging) 

 

Since the time cost for finding an event using flow-net is not affected by the location of 

the event in the log, we may want to know which factor influences the time cost. For this reason, 

we conduct another simulation that includes the same 10 events at layer 1, and then, we calculate 

the time cost of finding the corresponding events in the second, third, and fourth layer.  

Fig. 3.13 shows the time cost of finding the events in different lower layers using flow-net. 

The result implies that the layer number (e.g., 2nd, 3rd, and 4th) is a key factor that affects the 

time cost. This is because the depth of the layer determines how many times to trace along the 

scope pointers. Fig. 3.13 also shows that the time cost for using non-relation logging is always 

larger than the time cost for using flow-net. We may infer that the time costs for the two 
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mechanisms are the same when the number of layers in flow-net approximately equals the number 

of events in the non-relation logging. However, this is a very extreme and rare situation since the 

number of events in the log is normally very large and since the number of layers for events is 

normally small. This simulation result convinces us that multi-resolution flow-net provides a 

better performance than non-relation logging. 

 

3.7 Conclusion 

In order to achieve different degrees of accountability for computer and network systems, 

a mathematical definition of multi-resolution flow-net is proposed in this chapter. We propose 

different designs for multi-resolution flow-net, and evaluate their performance and find the 

optimal design. TCP/IP networks and protocols are studied as the applications of multi-

resolution flow-net. The simulation results convince us that multi-resolution flow-net provides a 

better performance than non-relation logging. 
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CHAPTER 4  

 

FLOW-NET BASED FINGERPRINTING AND ITS APPLICATION ON INTRUSION 

DETECTION 

 

4.1 Introduction 

Current computer and network systems are subject to many types of intrusion attacks. 

IDS’s are developed to monitor system and network behaviors aiming to discover signs of 

intrusions, such as unauthorized access and data modification [45]. Numerous intrusion detection 

techniques have been developed. IDS’s can be classified as Host-based IDS’s or Network IDS’s. 

A Host-based IDS is deployed in a host computer and monitors computer events within the host 

for suspicious activities. A network IDS monitors network traffic within a network segment or 

devices and analyzes network protocols to identify suspicious activities [12]. Depending on 

detection models used to extract evidence of intrusions, IDS’s can be classified as signature-

based IDS’s and anomaly-based IDS’s. A signature-based IDS looks for specific and explicit 

indications, i.e., signatures of intrusions from within a host or a network. Since an intrusion can 

be considered as a misuse of a host or a network, such a detection model is often referred as to 

misuse detection. An anomaly-based IDS looks for deviation from the normal behavior of a 

system or a network. Based on how an anomaly or an intrusion is expressed, two techniques have 

been proposed, transaction-based IDS’s and state-based IDS’s [13-16, 45-50]. A state-based IDS 

maintains system state and a state transition mechanism, and each event leads to a state transition 

[47-50]. It uses certain system states to imply that potential intrusions may be taking place. A 
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transaction-based IDS treats a sequence of actions that correspond to an intrusion as a transaction 

and an appearance of the transaction allows detection of the intrusion [56].  

Regardless how it is classified, an IDS typically follows the architecture shown in Fig. 

4.1. In an IDS, one or more sensors collect system or activity data called events. For instances, in 

an operating system, auditing mechanism can record audit logs that consists of audit events; in a 

network, packet sniffing facility can be deployed at network routers to listen to network activities 

that constitutes network events. These events are organized as logs that are typically organized as 

files or stored in databases. An IDS can search the logs for intrusions [13-16].  In this chapter, 

we refer the process that an IDS collects system or network activities through deployed sensors 

in the system or the network as the “logging” process and call the collection of system or 

network activity events as “logs”.  
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Fig. 4.1. IDS components and architecture 

 

The existing logging schemes of IDS’s typically treat the events individually without 

explicitly considering “relationship” among events. For example, if we have a logging process 
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that records two events (i.e., an event that User A reads a file and another event that User C 

deletes the file) of two users’ operating a file, then the two events will be recorded individually 

and there is no explicit declaration that both of the users have activities on the same file. The 

relationship among the users and the file can only be inferred from the values of certain attributes 

of the two events, such as users ID’s and the name of the file. The file names can be changed and 

two files can have the same file name. In addition, file names may be subject to spoofing. 

Nevertheless, the relationship of the events inferred from the values of the attributes may not be 

reliable. For convenience, we call IDS’s that do not record relationship among the events 

Intrusion Detection Scheme using Non-relational Logging (IDS-NL).  

In this chapter, a flow-net based fingerprinting method is proposed and applied to detect 

intrusion by examining both the events and the relationship among the events. Each type of 

behaviors causes certain events, and the correlation of these events has patterns that can be 

referred to as a fingerprint of the type of behaviors. Intrusions to a computer system or a network 

can be detected by checking the fingerprints of different types of behaviors appearing in flow-net 

logs. We will show that it is an effective approach to integrate the proposed fingerprints in flow-

net that records each type of behaviors in the computer and network systems. 

A formal definition of flow-net based fingerprint is proposed in this chapter. By using 

flow-net fingerprint, we are able to obtain fingerprints and provide accurate descriptions of any 

behaviors in computer and network systems. Intrusion detection can be detection of fingerprints 

of intrusion behaviors in flow-net logs. Based on this premise, we then propose an intrusion 

detection scheme called Intrusion Detection Scheme using Flow-net based Fingerprint (IDS-FF). 

IDS-FF searches and identifies system and network behaviors from their given fingerprints in 

flow-net logs, which is non-trivial as we demonstrate later.   
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We formulate the problem of searching and identifying intrusion behaviors from flow-net 

logs as the Fingerprint Matching Problem (FMP). To solve FMP, a Fingerprint Lookup 

Algorithm (FLA) is proposed in this chapter. FLA searches and identifies in flow-net logs the 

occurrences of the types of behaviors whose fingerprints are stored in a fingerprint library. FLA 

is designed to look up behaviors by matching fingerprints of the behavior to those in the 

fingerprint library. However, since the same type of behaviors may have minor variations, FLA 

may not lead to better result by always producing exact matching.  

A distance between a fingerprint and that of a behavior is defined as fingerprint 

difference ratio. The distance allows us to compare how close a fingerprint in the fingerprint 

library to the fingerprint of a behavior. We consider a match when the distance is small enough. 

Therefore, with the fingerprint ratio, FLA tolerates certain variation of any types of behaviors in 

solving PMP. We call the PMP of detecting certain type of behaviors tolerating behavior 

variation the Proportional Fingerprint Matching Problem (PFMP). For real-time intrusion 

detection, IDS-FF operates only on very recent flow-net logs, and therefore, such a small 

overhead caused by flow-net logging would not reduce the performance of IDS-FF. 

The performance of IDS-FF is analyzed and the optimal parameter configuration for IDS-

FF is found in this chapter aiming to achieve optimal performance under different conditions. 

We show that IDS-FF has not only intrusion detection capability but also better performance 

than existing intrusion detection schemes based on non-relational logging. It is a novel approach 

to use the flow-net based fingerprint to describe a system or network behavior’s characteristics 

and to apply the fingerprinting in intrusion detection.  

The rest of this chapter is organized as follows. In Section 4.2, the formal definition of 

the flow-net based fingerprint is proposed. FLA is proposed in Section 4.3. IDS-FF is then 
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proposed in Section 4.4. Evaluation results are presented in Section 4.5. The work in this chapter 

is concluded in Section 4.6. 

 

4.2 Definitions of Flow-Net and Fingerprint 

This section presents formal definitions of behavior, fingerprint, and other related 

concepts in this section.  

 

A. Flow-Net 

Same as in the previous chapter, a flow-net is denoted as a directed graph fn = (E, R) in 

which E is the set of nodes and R is the set of edges. For convenience, the multi-resolution 

feature is omitted in this chapter. A flow is represented as f={r1,2, r2,3, … rn-1,n} that shows the 

relationships of two consecutive events in their temporal order. This notation is also used to 

describe a part of a flow, starting from event e1 ending at event en. Each event and flow has 

certain properties or attributes (i.e., timestamp, event name, flow name, event type) that will be 

discussed further in the following sections. 
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Fig. 4.2. An example flow-net 

 

Fig. 4.2 shows an example of flow-net, in which all the events executed by user 1 and 

arranged in temporal order is the user 1’s flow, i.e., flow f4, and all the events executed on file 1 

and arranged in temporal order is file 1’s flow, i.e., flow f1. The interconnection of flow f4 and f1 

is at event e1 that corresponds to the event “user 1 operates on file 1”. 

 

B. Behavior 

A behavior in a computer system or a network to is referred as an action of a set of 

related actions that can be described semantically and can have clearly defined beginning and 

ending points. For instances, “copying a file” can be a behavior and “establishing a TCP 

connection” another. A behavior is typically composed of multiple events. Flow-net is designed 

to record all these events and their relationships. For example, the behavior “copying a file” 

includes events such as reading source file, creating a new destination file, reading from the 

source file, and writing to the destination file. Take TCP three-way handshake as another 

example. The behavior “establishing TCP connection” includes events such as sending/receiving 
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SYN, sending/receiving SYN-ACK, and sending/receiving ACK. Therefore, we may consider a 

behavior as a set of correlated events that are aimed at fulfilling certain purpose or performing a 

function. 

Formally, a behavior in flow-net fn=(E, R) is denoted as a graph b = (Eb, Rb) in which Eb 

represents the nodes of the graph and is the set of events of the behavior and in which Rb 

represents the edges of the graph and is the set of the relationships among the events in E. Note 

that b=(Eb, Rb) is a subgraph of fn, i.e., Eb  E and Rb  R.  

 

C. Fingerprint 

A fingerprint represents the pattern of a type of behaviors in computer systems and 

networks. For example, there are many instances of “establishing TCP connection”. The 

fingerprint of the behavior type “establishing TCP connection” represents the common patterns 

of the many instances of “establishing TCP connections”. We extract the fingerprint of the type 

of behavior aiming to identify all instances of the “establishing TCP connection” behaviors since 

they belong to a single type of behaviors. For convenience, we simply refer an instance of a type 

of behaviors as a behavior from this point onward.  

Flow-net records many details of an event. The details consist of the values of various 

attributes of the event, such as timestamp, user name, file name, host name and IP address. For 

example, to record an event “Host A receives an IP packet from Host B at time t”, flow-net 

records the information such as the source IP address, destination IP address, timestamp, or event 

TTL value in the event record. The type of behaviors to which an event belongs to is determined 

not only by the values of the attributes of the event but also its context in a flow-net, i.e., the 

related events that also belong to the same behavior.  Although the attributes and their values of 
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an event are important, the type that a behavior belongs to is of the utmost concern. We assign an 

essential type to each event. For instance, the essential type of a network event can be “receiving 

an IP packet”. We only use events’ essential types to extract fingerprints of various types of 

behaviors. For instance, the fingerprint of behavior “establishing TCP connection” can be six 

related events with essential types of “sending SYN,” “receiving SYN”, “sending  SYN-ACK”, 

“receiving SYN-ACK”, “sending ACK”, and “receiving ACK.”  Since the relationships of these 

events are already preserved in the flow-net, the values of the attributes of the events become 

non-essential to infer the event relationships. The fingerprint can be expressed by the event 

relationships and their essential types rather than actual values of the attributes.      

Denote e’ be the abstract event of event e.  For an event e, we define a map denoted as 

proto from the event e to its abstract event e’, i.e., e’ = proto(e). Abstract event e’ of event e is a 

prototype of event e. In the following, we use event prototype and abstract event interchangeably. 

Abstract event e’ of event e contains the event’s essential type and does not contain the values of 

event e’s attributes. It is not rare that two events are of the same essential type. For example, 

event e1 represents “user 1 operates on file 1 at time xxx” and event e2 represents “user 1 

operates on file 1 at time yyy”. In this case, we denote their same abstract event as proto(e1) = 

proto(e2). 

Having obtained abstract events of all events, we replace event e by its abstract event e’ 

in relationship set R to obtain the relationships among abstract events.  The definition of flow-net 

then remains the same except that the flow-net is now on abstract events (i.e., event prototypes). 

The actual mapping between an event and its abstract event is determined by the specific 

characteristics of the event. To determine common abstract events for TCP/IP networks, it 

requires an analysis on TCP/IP protocols, which will be provided in the following sections. 
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A behavior’s fingerprint is the abstraction of the behavior that is expressed as its abstract 

events and the relationship among the abstract events, which have a specific pattern.  

Given a behavior b = (Eb, Rb), for any event e in event set E, we obtain its prototype 

e (i.e., abstract event e ). The set of all the event prototypes is called event prototype set Eb’, 

which is formally defined as  ' | ( ) and b bE e e proto e e E    . For any relationship ,i je e bRr  , 

we can easily obtain a corresponding relationship ', 'i je er  in b’s fingerprint since ei’=proto(ei),  

ej’=proto(ej), ei, ej Eb, and ei’, ej’ Eb’. The set of the relationships between event prototypes, 

denoted as Rb’, is called abstract event relationship set (or event prototype relationship set). The 

aforementioned process implies a straightforward method to get a behavior’s fingerprint once a 

behavior is defined by its events, i.e., to replace each event with its prototype in Eb and Rb to 

obtain Eb’ and Rb’. Given events e1, e2, e3, and e4, and relations 
1 2,e er  and 

3 4,e er , we have two 

same event prototype relationships 
1 2 3 4', ' ', 'e e e er r  if and only if proto(e1) = proto(e3) and proto(e2) 

= proto(e4). 

Formally, given behavior b = (Eb, Rb), b’s fingerprint is denoted as fpb = fingerprint(b) = 

(Eb’, Rb’) in which Eb’ is the event prototype set corresponding to the b’s event set Eb, Rb’ is the 

relation set corresponding to the b’s relation set Rb.  

Different behaviors that have the same fingerprint belong to a type of behaviors. In other 

words, we can use the fingerprint to exactly and uniquely denote a type of behaviors. Given two 

behaviors b1 and b2, the two behaviors have the same fingerprints, i.e., fingerprint(b1)  

fingerprint(b2)  if and only if the following two conditions hold, 

(1) There is a one-to-one correspondence between the event prototypes of the fingerprint 

graph, such that two event prototypes are consecutive in fingerprint(b1) if and only if 
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their corresponding event prototypes are consecutive in fingerprint(b2). This 

condition ensures that the two fingerprints/graphs are isomorphic. 

(2) For any relationship ,i je er  in b1, we must be able to find a relationship ,k le er  in b2 such 

that proto(ei)=proto(ek) and proto(ej)=proto(el). 

(3) For any relationship ,i je er  in b2, we must be able to find a relationship ,k le er  in b1 such 

that proto(ei)=proto(ek) and proto(ej)=proto(el). Condition (2) and (3) ensure that the 

event prototype sets and the event prototype relationship sets in the two fingerprints 

are identical to each other. 

If any one of above three conditions is left out, the fingerprints of behaviors b1 and b2 

may not be the same. For instance, when 
'2 1
' '' ' { }

m ne eb bR R r  where 
2

', ' 'm n be e R  and 

1
', ' 'm n be e R , condition (2) may hold and condition (3) does not hold, in which case, the two 

fingerprints are not the same.  
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Fig. 4.3. A behavior and its fingerprint 

 

Fig. 4.3 shows an example of some behaviors and their fingerprints. In this figure, there 

are two behaviors, b1 and b2, which are composed of different events, and the two graphs 

denoted by b1 and b2 are isomorphic. Both of the behaviors have the same fingerprint, denoted as 

fp, i.e.,  fp = fingerprint(b1) = fingerprint(b2), because e1’ = proto(e1) =proto(e5), 

e2’=proto(e2)=proto(e6), e3’=proto(e3) = proto(e7), e4’ = proto(e4) = proto(e8), 1 2 5 6', ' ', 'e e e er r , 

2 4 6 8', ' ', 'e e e er r , 
3 4 7 8', ' ', 'e e e er r , 

1 3 5 7', ' ', 'e e e er r and there does not exist a relationship in either 
1
'bR or 

2
'bR  that cannot be found in the event prototype set of the other behavior. However, behavior 

b4’s fingerprint is not fp because 
2 4 10 12', ' ', 'e e e er r  since there is a relationship between two abstract 

events in the prototype relationship set 
4
'bR   that cannot be found a match in 

1
'bR  (or 

2
'bR  ), or 

vice versa. Behavior b3’s fingerprint is not fp either since there are fewer events in b3 than those 

in b1 (or b2). 
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 Having introduced flow-net fingerprint, a flow-net can be viewed as a group of 

fingerprints instead of a collection of individual events. Note that some fingerprints may overlap 

with each other, such as behaviors b2 and b3 in Fig. 4.2. By introducing the flow-net fingerprint, 

we can focus on the identification of various types of behaviors without unnecessary costly 

examination of attributes of the events. 

 

4.3 Flow-Net Fingerprint Matching 

Giving a flow-net fingerprint of a type of behaviors, we are interested in identifying the 

type of behaviors from flow-net logs. The process of identifying occurrences of a type behavior 

in flow-net logs is referred as fingerprint matching.  

Since both flow-net fingerprints and flow-nets are organized as directed graphs in which 

each vertex has a “color”, i.e., the type of event that the vertex represents, the fingerprint 

matching process is to identify from flow-net subgraphs that are of the same graphs of the 

fingerprints of the given type of behavior, which is in effect a subgraph isomorphism for colored 

directed graphs.   Subgraph isomorphism problem in general is a NP-complete problem [51, 55]. 

Subgraph isomorphism for colored directed graph can be less computational expensive if certain 

structure exists in the graph.  

A behavior lookup algorithm is proposed to identify the behaviors that match the given 

fingerprint in the flow-net. In the remainder of this chapter, we make the following assumptions: 

 As a log file, the data of flow-net, which includes event information, time stamp, 

relationship, etc., is stored completely. 

 The stored data of flow-net is reliable without being tampered with. 
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A behavior lookup algorithm is proposed to solve the Fingerprint Matching Problem 

(FMP), i.e., given a behavior b and a flow-net fn, check whether fn contains a behavior b2 such 

that fingerprint(b)=fingerprint(b2). To solve this problem, we have to obtain b’s fingerprint fp 

first and then check in fn to find whether or not there is any behavior with a fingerprint that is fp 

as well. We know that behavior, fingerprint, and flow-net are all denoted as graph. As discussed 

above, such problem is in effect a subgraph isomorphism for colored directed graphs.  Although 

general algorithms for solving such graph problem have been proposed, we show that an 

efficient algorithm exists to solve the problem due to the unique structure of flow-net fingerprints 

and flow-nets.  

We propose an algorithm called Fingerprint Lookup Algorithm (FLA), to solve FMP. As 

shown in Fig. 4.4, FLA has a function called contain that checks whether behavior b’s 

fingerprint is contained in flow-net fn. Before executing the function, we first call getFingerprint 

function to obtain b’s fingerprint fp, and then check if any behavior in fn has the same fingerprint 

as fp. If such a behavior exists in fn, we say fp matches (a part of) fn. To check if fp matches any 

part of fn, we have to select prototype e’ of the head event in fp where the head event is the event 

that happens the very first in fp  or a rare event in fp. Then check in fn to see whether or not there 

is an event e such that e’=proto(e). After getting e, we start a new process that checks whether fp 

matches this part of fn by comparing two graphs. Two events or two event prototypes have the 

relationship denoted by the flow in the flow-net. If two events are consecutive in a flow, then 

they are neighbors. The relationship function checks whether two events or events prototypes are 

consecutive. In the following match function, we recursively check an event’s and event 

prototype’s neighbors. If  all pairs of the events/event prototypes have the same relationship, then 

the fingerprint matches the flow-net. 
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We may let the algorithm returns true if and only if the flow-net contains exactly a given 

fingerprint, an input parameter of the algorithm. However, sometimes a behavior may slightly 

change its details without changing its basic characteristics. For example, a Denial of Service 

Attack (DoS Attack) may include a different number of service requests, and this leads to 

different fingerprints for different occurrences of the same DoS attack. Therefore, in order to 

detect whether a behavior’s fingerprint is contained in a flow-net, we have to tolerate a minor 

difference between the given fingerprint and that of the behavior in the flow-net to detect the 

type of behaviors with minor variations. 

For Fingerprint fp, we count the number of its event prototypes and relationships. We 

denote the number as count(fp). For behavior b, we count the number of its events and 

relationships. We denote this number as count(b). Assuming that Fingerprint fp1 and fp2 are 

similar, we count the number of events and relationship in fn2 that are different than those in fp1, 

and denote this difference value as diff(fp1, fp2). We define difference ratio dr as dr(fp2, 

fp1)=diff(fp1, fp2)/count(fp1). Actually, in the definitions of the difference value and the difference 

ratio above, we can replace the fingerprint with a behavior and do not change the meaning of the 

definitions. Therefore, assuming that fingerprint fp and the fingerprint of behavior b are similar, 

we also have the difference ratio dr as dr(b, fp)= diff(fp, b)/count(fp). 

Fig. 4.3 shows an example for calculating the difference ratio. In Fingerprint fp shown in 

Fig. 4.3(b), there are 4 event prototypes and 4 relationships among these events. Therefore, 

count(fp)=8. We have e1’=proto(e9), e2’=proto(e10), e3’=proto(e11), e4’=proto(e12), and thus, 

Fingerprint fp’s event prototypes are same as behavior b4’s events’ prototypes. Also, the only 

difference between fp and b4 is that b4 has one relationship less than fp so that diff(fp, b4)=1. 

Therefore, we have dr(b4, fp) = diff(fp, b4)/count(fp) = 0.125. Note that the value of the 



 

102 

 

difference ratio must always be in the interval [0, 1]. A value of 0 of the difference ratio implies 

that the given behavior matches the given fingerprint exactly. 

Based upon the above definitions, we define the Proportional Fingerprint Matching 

Problem (PFMP) as follows, given behavior b, flow-net fn, and a real number d ( 0 1d  ), 

check whether or not fn contains a behavior b2 such that 2( , ( ))dr fingerprint b db  . The real 

number d is a threshold called difference ratio limitation.  

As shown in Fig. 4.4, FLA is capable of solving both FMP and PFMP. The input to the 

contain function are b, fn, and d, and the output is a Boolean value that implies whether the 

behavior b’s fingerprint is contained in the flow-net fn within the difference ratio limitation d. 

In FLA, when the threshold d is set as 0, i.e., no variation of the type of behavior is 

allowed, it solves FMP; when d is great than 0, it solves PFMP. We use FLA to solve PFMP, i.e., 

FMP is a special case of PFMP when d is set to 0.  

The introduction of the difference ratio limitation d in FLA allows us to look up an 

intrusion even when the intrusion changes its details slightly. The use of the difference ratio 

limitation makes FLA more powerful because it is not rare for an intrusion to change its behavior 

slightly every time. We have indicated that FMP is a subgraph isomorphism problem for colored 

directed graph. Existing solutions of the problem do not support slight changes of the given 

subgraph. Therefore, the existing algorithms that solve the subgraph isomorphism problem 

cannot solve PFMP that allows a slight variation of a type of behavior. This is the motivation 

behind the proposed difference ratio of two fingerprints and the FLA.  

In FLA, the key is to find an event prototype and then recursively check if its relationship 

with neighbors match the flow-net. Therefore, we should find a suitable event prototype e’ for 

the contain function to  work efficiently. For example, if we want to check whether or not a TCP 
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three-way handshake exists in a flow-net, we should use the event prototype “sending SYN-

ACK” as the starting event for prototype e’ since this event prototype is not as common as other 

kinds of event prototypes in the flow-net. Some events in the flow-net are rare. Rare events are 

used as starting point of the looking up process in the flow-net. By using a rare event, the PFMP 

or FMP can be solved more efficiently using FLA. 

 

 
Fig. 4.4. Flow-net Fingerprint Lookup Algorithm (FLA) 

 

Fingerprint Lookup Algorithm (FLA): 

Input: Behavior b, Flow-net fn=(E, R),  double d 

Output: Boolean value 

contain(Behavior b, Flow-net fn, double d) { 

  Fingerprint fp = getFingerprint(b) 

  nfp = |E| + |R| 

  efp = getHeadEvent(fp) 

  For (efn   E) {  

    if (efp == proto(efn)) { 

      n = matchCount(efp, efn) 

      If (n/nfp ≥ 1 – d) return true 

      Else return false 

    } 

  } 

} 

 

matchCount(Event Prototype efp, Event efn) { 

  n = 0 

  Xfn ={xfn | isNeighbor(efn, xfn) = true AND !xfn.visited}  

  Xfp ={xfp | isNeighbor(efp, xfp) = true AND !xfp.visited} 

  For (xfn   Xfn) { 

    xfn’ = proto(efn) 

    If (xfn’   Xfp) { 

      n = n + 1 

      xfn.visited = true 

      xfp.visited = true 

      if (relationship(efn, xfn) == relationship (efp, xfp){ 

        n = n + 1 

        n = n + matchCount(x’, x) 

      } 

    } 

  } 

  return n 

} 



 

104 

 

We can improve the performance of the algorithm by adding some assisting data 

structure in the flow-net. When generating a new part of the flow-net, we check the new 

generated fingerprints on this flow-net in real time. We store the name of the fingerprint, such as 

TCP connection and file transfer, in the assisting data structure. Therefore, when we want to 

check if a behavior’s fingerprint is in the flow-net, we can simply check the assisting data 

structure. This revised algorithm saves time than the first one but costs more space to maintain 

the assisting data structure. 

 

4.4 Intrusion Detection Using Flow-Net Based Fingerprint 

We propose an Intrusion Detection Scheme using Flow-net based Fingerprint (IDS-FF). 

After proposing IDS-FF, we demonstrate how the proposed scheme can be used to detect 

intrusions in TCP/IP networks. 

 

A. IDS-FF  

Flow-net stores all the behaviors including their events and the relationships between 

events. Intrusions are harmful behaviors to computer systems and networks. To look up an attack, 

it is fundamentally to look up a type of behavior.  

We assume a host’s or a network’s behaviors are all stored in the flow-net, and we can 

look up the attack’s fingerprint in the flow-net in order to detect the attack. In other words, 

detecting an attack is equal to looking up this attack’s fingerprint in the flow-net. IDS-FF uses 

FLA to look up intrusions from flow-net logs using the fingerprints of the intrusion behaviors. 

Fingerprints may overlap, and furthermore, one fingerprint may contain another fingerprint. For 
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example, a complicated TCP attack may contain a TCP three-way handshake. Looking up each 

fingerprint by FLA is an independent work regardless of the overlap situation of the fingerprint. 

 

Flow-net

past futurenow

Fingerprint library

-tsc

Scanning area

true true falseexistence

frequency

min interval

fingerprint

2
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1 0
- -

true
1,000,000
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Fig. 4.5. The Intrusion Detection Scheme using Flow-net based Fingerprint 

 

Fig. 4.5 shows the IDS-FF. We store the attacks’ fingerprints in a fingerprint library. Our 

goal is to detect these target attacks in the flow-net.  

For each target attack, IDS-FF stores the following values, a) the target intrusion’s 

fingerprint, b) whether the fingerprint of the intrusion exists in the flow-net, c) how many times 

the fingerprint appears in the flow-net, and d) the minimum time interval between two 

occurrences of the type of behavior represented by the fingerprints in the flow-net.  

The values (fingerprint, existence, frequency, and minimum interval) in the fingerprint 

library as shown in Fig. 4.5 denote the aforementioned properties and can be used for setting a 

threshold of the intrusion alert. For example, we may set for an intrusion that if the intrusion’s 
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fingerprint appears more than twice in 10 ms, then we can trigger the alert for this attack. Such 

values that affect how a report should be generated and what action should be taken are 

configuration parameters that are fed into the report and action components of an IDS as shown in 

Fig. 4.1.  

Although Flow-net stores all behaviors of a host, in a real-time intrusion detection, we do 

not need to detect all the intrusions taking place in the entire history.  In Fig. 4.5, the flow-net 

stores the behaviors in current time and the past, and the future of the flow-net is empty since 

flow-net does not predict the future. In a real-time intrusion detection, we may only need to detect 

the intrusion in a small time window in the past. However, for other purposes, such as log 

auditing, we may detect the behaviors in a very large time window in the past. No matter how 

“old” the behaviors that we aim to detect, the time window between the oldest time from which 

we start to detect intrusions and present time is called the scanning window. The part of flow-net 

that consists of events happening during the scanning window is called the scanning area. In other 

words, we only detect intrusions in the scanning area of the flow-net. For real-time intrusion 

detection, the scanning window and scanning area should be small, and therefore, the overhead 

caused by the flow-net logging will not lower the performance of IDS-FF. 
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Fig. 4.6. The flow chart of the IDS-FF scheme 

 

Fig. 4.6 is a flow chart of IDS-FF. For example, we aim to detect three intrusions whose 

fingerprints are stored in the fingerprint library as shown in Fig. 4.5. According to Fig. 4.6, we 

first select one fingerprint from the fingerprint library and then use FLA to look up the fingerprint 

from the scanning area of the flow-net.  We will set the existence field of this fingerprint as true 

or false in the fingerprint library based on whether or not this fingerprint is found. If it is found, 

we also increment the frequency of the occurrences of the fingerprint. We continue to look up the 

fingerprint until we reach the end of the scanning area. If multiple occurrences of the fingerprint 
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are found, we record the minimum time interval among the occurrence; otherwise, we record the 

interval as infinity. We then look up the next fingerprint in the fingerprint library. 

Therefore, IDS-FF is able to detect the intrusion that have unique fingerprints. The 

fingerprint library can be used for showing whether an intrusion appear in the flow-net, and thus 

can be used for triggering the intrusion alert to the administrator. 

 

B. IDS-FF for Anomaly Detection  

An intrusion has its unique fingerprint that can be detected by the IDS-FF scheme. 

However, some attacks, such as Denial-of-Service attack (DoS attack), use normal behaviors but 

repeat for a great number of times to drain the victim’s resource. We will show that in this 

subsection the aforementioned IDS-FF scheme can be used to detect the multiple appearances of a 

type of behavior represented by its fingerprint, which is in effect to use IDS-FF to detect 

anomalies, i.e., the deviation from normal behavior.  

In Fig. 4.6, the fingerprint can be a representative for a type of normal behavior. The 

frequency field in the fingerprint library records how many times the type of behavior that a 

fingerprint represents appears in the flow-net, and the min interval field records the minimum 

interval between two occurrences of  the same type of behavior. For example, one fingerprint 

appears one million times, and the min interval is a very small value. This implies an attack may 

be taking place to drain the system resource. 

We propose a new method to denote the repeated appearance of a type of behavior. We 

use the star symbol (*) to denote that an event prototype and a relationship appear many times. 

Assume that we have a type of behavior’s fingerprint     1 2', '1 21
= ', ' , e efp e e r , and if this type of 

behavior appears many times, we can denote it as     2 3', '1 21
= ' , ' , e efp e e r    . A DoS attack 
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may be composed by repetition of several different regular behaviors, such as fp1, fp2, etc., and we 

can denote the DoS attack by 
1 2DoS

fp fp fp   . 

Shown in Fig. 4.6, after looking up fingerprints in the scanning area, we update the 

fingerprint library and get the existence frequency, and minimum interval of each fingerprint. The 

intrusion alert may be triggered by checking the frequency and min interval fields in the 

fingerprint library. If the fingerprint is for an intrusion, the algorithm in Fig. 4.6 detects intrusions; 

if the fingerprint is for normal behavior and a type of normal behavior repeats too many times and 

too frequently, an alert may be triggered by a detected anomaly. 

 

C. Application of IDS-FF on TCP/IP Attacks 

We demonstrate a more concrete example of using IDS-FF for intrusion detection for 

TCP/IP networks. We will express some well-known TCP/IP attacks using flow-net fingerprints.  

A three-way handshake for the TCP connection establishment is normally composed by 

six consecutive SYN and ACK events. Flow-net is able to record not only these six events but 

also their relationship. The pattern of the events and the relationship between the events in the 

three-way handshake can be referred to as the fingerprint of the three-way handshake. Therefore, 

flow-net is able to record the network behaviors and we can use the IDS-FF to detect TCP/IP 

attacks using the fingerprint. 

Port scanning may be considered as an attack that are attempted too frequently and too 

many in a short period of time. Port scanning sends certain TCP or UDP segments to certain port 

addresses on a host with the goal of prying the vulnerabilities of the host [52-54]. As a type of 

port scanning, window scanning is conducted by sending an ACK segment from the attacker to 

the victim host. After receiving the ACK segment, the victim responds by an RST segment which 
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contains a window size field. If window size equals 0, then the attacker is aware that the port is 

closed; else the port is open. 
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Fig. 4.7. Flow-net of window scanning 

 

Window scanning takes place only when the ACK and RST events are not related with 

other segment sending events. Fig. 4.7 shows the flow-net of a window scanning and its 

fingerprint can be denoted as follows. 

Event e1=“send ACK”, e2=“receive ACK”, e3=“send RST”, e4=“receive RST”. 

    1 2 2 3 3 4', ' ', ' ', '1 2 3 4= ', ', ', ' , , , .e e e e e ewindow scanning
fp e e e e r r r  

The events e2 and e3 along with the relation 
2 3,e er  on the victim is a significant implication 

of the attack. And then the aforementioned fingerprint or the part of the fingerprint on the victim 

side can be added to the fingerprint library for the IDS-FF. Similarly, we can added other TCP/IP 

attacks’ fingerprints to the fingerprint library of the IDS-FF for intrusion detection. This example 

is very specific for TCP/IP intrusion that may result to a misleading consideration about the 

victim’s cooperation. This chapter focuses on the general idea of IDS-FF rather but not its specific 

application on TCP/IP intrusion detection which is proposed in the next chapter. 
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4.5 Evaluation 

Simulation programs are developed in Java programming language to test the IDS-FF. In 

the simulation, a flow-net with a large amount of events and their relationships is maintained. 

We first provide a comparison between IDS-FF and  IDS-NL. The difference ratio limitation d 

affects the performance and the cost of IDS-FF. We find the optimal value of the difference ratio 

d and study the performance of IDS-FF when the optimal value of d is taken.  

 

A. Comparison of IDS-FF and IDS-NL 

We evaluate the time to find a known intrusion from flow-net logs using flow-net based 

fingerprint and that from non-relational logs. The time is the indicator how quickly the IDS-FF 

and the IDS-NL can identify an intrusion. We assume that there are in total N events in either the 

flow-net log or the non-relational log. We assume an attack is composed of n (n<<N) events. The 

objective is to measure the time needed to find all n evens in either the flow-net log or the non-

relational log. We denote these n events as e1, e2, …, en. In the non-relational log, the 

relationships among the N events are not maintained explicitly and the N events are stored in the 

order when they were written to the log. In the flow-net log, the relationships among the N 

events are explicitly maintained. Relationships in the flow-net log are stored as references (i.e., 

addresses) to each other and the references allow traverse to the related event directly using its 

reference.  

 



 

112 

 

1

2

2"

3"

3 4

4" 5

5"

n

n"

 

Fig. 4.8. The intrusion detection scheme by logging and fingerprint 

 

Since the n events of the intrusion in the non-relational log are not necessarily next to 

each other and there is no direct reference among the events, we have to search sequentially 

among all the N events for the n events. On the contrary, the n events are referenced to each 

other in the flow-net log, when one event of the n events is found and the rest of the n-1 events 

can be located using the references among them, i.e., we only need to trace along the 

relationships to locate all the n events of the attack in the flow-net log. As shown in Fig. 4.8, 

each event has two related events, and we only need to check these two events to determine 

which one of them is part of the intrusion. 

We assume that a) in the non-relational log, it takes te time to locate next event in the log 

and b) in the flow-net, it takes the same amount of time to locate a related event. We aim to 

compare the time of locating all the n events of the attack in both of the logs starting from event 

e1 in both logs. 

In the non-relational log, it takes (N-1) searches to locate the first event in the worst case 

scenario since we have to traverse all the N events to find out the n events. Similarly, if any event 

among the n-1 event stills need (N-1) searches, the cost is Tl = [(N-1) + (N-2) + (N-3) … + (N-

n)]te = (2N-1-n)nte/2. In the flow-net log, because the log stores the events’ relationships using 

references of the events, we can trace along the intrusion’s n events without looking up all the N 
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events after the first event is located. However, it takes (N-1) searches to locate the first event in 

the worst case as well. In case of Fig. 4.8, we need to trace both neighbors of an event, and it 

takes ( 1) 2( 1) ( 2 3)f e e eN n N nt t tT         to locate all the n events of the attack. 

In the aforementioned case, let Tf = Tl, then 23 33
2

2 4
n N NN     . This result 

means when 23 33
2

2 4
n N NN     , we have f lT T . Apparently, 23 33

2 0
2 4

NN    . 

Therefore, it is ensured f lT T  when n<N. Since typically n<<N, it takes significantly less time 

using flow-net logs than using non-relation logging. 

 

B. Performance Analysis of IDS-FF  

In this subsection we analyze the computational performance of the IDS-FF, which calls 

the FLA algorithm repeatedly in order to find all intrusions that match the corresponding 

fingerprints in the fingerprint library. One execution of the FLA algorithm is to find behaviors 

that match a fingerprint in the library. Therefore, in the IDS-FF, the FLA algorithm is executed 

in the loop by which we search behaviors in flow-net logs matching all finger prints in the 

fingerprint library as shown in Fig. 4.6. The FLA algorithm solves and FMP and PFMP that 

areessential in the intrusion detection. Apparently, the difference ratio limitation d affects the 

time cost of the FLA. In this subsection, we look for an optimal value of d. The FLA algorithm 

that takes a difference ratio limitation d as the parameter is executed in the loop until we get all 

the matched behaviors in the flow-net. The time cost for the IDS-FF are composed by two parts: 

a) the time for executing the FLA algorithm in the loop and b) the time for updating the 
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fingerprint library and handling and storing the behaviors that match the fingerprint. The value of 

d affects both of these two time costs.  

On one hand, the smaller the d is, the larger 1-d is. And therefore, we have to check more 

event prototypes and relationships in the FLA. In other words, as d decreases, the time cost for 

checking the behaviors increases. For a Behavior b in the flow-net fn, the time cost for checking 

if b matches Fingerprint fp is denoted by tb(d, fp). As d decreases, tb(d, fp) increases. The total 

time cost for checking all the behaviors is ( , )b

b fn

d fpt


 . 

On the other hand, as d increases, an increased number of behaviors match the input 

fingerprint, and therefore, the time cost handling and storing all the matched behaviors in Flow-

net fn is larger. We assume the time cost for handling and storing one behavior is a constant 

value Tconst, and the number of behaviors that match the Fingerprint fp is denoted as nmatch(d, fp). 

As d increases, nmatch(d, fp) increases. The total time cost for handling and storing all matched 

behaviors is ( , ) constmatch d fpn T . 

Therefore, in the IDS-FF, the total time cost for getting all the matched behaviors with a 

given difference ratio d in Flow-net fn is ( , , ) ( , ) ( , )allmatch constb match

b fn

d fp fn d fp d fpt nT T


   . We 

are looking for a value d that minimizes Tallmatch. In other words,  

 

 arg min ( , , )

arg min ( , ) ( , ) .

allmatch
d

constb match
d b fn

d d fp fnT

d fp d fpt n T




 
   

 


 

We show the method to find the optimal value of d using simulations in the next 

subsection. 
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C. Performance Simulation of the IDS-FF Scheme 
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Fig. 4.9. The time for matching all fingerprints when Tconst=20 

 

Given a fingerprint and a difference ratio limitation d, the previous subsection shows the 

calculation of the total time called Tallmatch, for getting all the matching behaviors by comparing 

to the fingerprints in the fingerprint library. The difference ratio reflects the difference between 

the fingerprint and the matched behaviors. Tallmatch is affected by both d and the time cost for 

handling and storing one matched behavior, Tconst. We simulate a flow-net with 10000 behavior 

types. We provide a fingerprint library and get all the behaviors with fingerprints that have a 

different ratio less than d when compared to the given fingerprints. Then, we process the 

matched fingerprints by storing them in a different location. The total time of these two parts of 

time cost is denoted as Tallmatch.  

Given a value of d and a given fingerprint, we can look up the behaviors that are similar 

to the fingerprint. We want to know an optimal value of d such that the value of Tallmatch is 

minimum, which means that that we are looking for an optimal value of d that saves time for 

behavior matching and handling. 
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In Figs 9 and 10, Tallmatch is the y-axis and the value of d is the x-axis. In Fig. 4.9, we set 

Tconst=20, and it shows that when d=0.1, we have the smallest value of Tallmatch. As shown in Fig. 

4.9, a very small value of d (such as 0.05) causes a large value of Tallmatch because a smaller d 

requires a longer time for fingerprint matching as explained in previous subsection. The value of 

Tallmatch gets larger after d=0.1 because a larger d causes more numbers of matched fingerprints. 

Thus, the handling time is longer.  

However, when d is approaching 1, the value of Tallmatch is decreasing because only a 

small amount of time is spent to compare the given fingerprint and a behavior. The small amount 

of time is enough to make sure their similarity is more than 1-d. Therefore, when d is close to 1, 

the time for fingerprint matching is very little although the time for behavior handling is very 

large. Thus, in this situation, the total time, Tallmatch, is relatively small. This is why the value of 

Tallmatch drops down when d approaches 1 in Fig. 4.9. 
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Fig. 4.10. The time for matching all fingerprints when Tconst varies 
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Fig. 4.10 shows the same trend of Tallmatch, corresponding to different values of Tconst. An 

extremely small value of Tconst makes Tallmatch drops down quickly, and an extremely large value 

of Tconst makes Tallmatch drop down slowly as d approaches to 1. These simulation results show 

that our design and analysis in the previous sections are reliable. 

 

4.6 Conclusion 

In this chapter, an Intrusion Detection Scheme using Flow-net based Fingerprint is 

proposed for intrusion detection. To demonstrate that the IDS-FF is effective in intrusion 

detection, we applied it to TCP/IP networks, for which flow-net based fingerprint is used to 

precisely represent two types of TCP/IP behaviors, TCP connection establishment and port 

scanning. Both types of the behaviors can be detected by suing their unique fingerprints. 
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CHAPTER 5  

 

AN INTRUSION DETECTION SCHEME IN TCP/IP NETWORKS BASED ON FLOW-NET 

AND FINGERPRINT 

 

5.1 Introduction 

The field of information security has evolved greatly because of the rapid development 

and widespread use of electronic data processing and data exchanging in TCP/IP networks [57]. 

The data and the applications in the networks are attractive targets with vulnerability [57]. 

Numerous factors have made the current network systems vulnerable, and thus IDS’s are 

developed to monitor and detect attacks. Potential intrusions, including unauthorized entrance, 

activity, and file modification, are all monitored by IDS systems and then an alert is normally 

sent to a system administrator [2, 12, 45, 46]. A number of IDSs are designed for TCP/IP 

networks, due to the inter-communication character and the vulnerabilities of the networks. The 

ability to detect the intrusions/attacks in the TCP/IP networks increases in importance as the 

networks are increasingly integrated into the systems that we rely on for the reliable functioning 

of our society [2]. Therefore, the IDS systems for TCP/IP networks have been researched and 

implemented in various ways.  

Under the principle of flow-net, the IDS-FF scheme proposed in the previous chapter 

records the events and their relations in the system in order to detect malicious behaviors. The 

vulnerabilities of the TCP/IP networks cause many types of attacks. In this chapter, we use flow-

net based fingerprint to precisely describe these attacks’ fingerprints and then apply the IDS-FF 
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scheme to detect the TCP/IP attacks. For example, port scan is a well-known type of TCP/IP 

attack that sends certain TCP/UDP segments to a range of server port addresses on a host with 

the goal of finding the vulnerabilities of that host [49]. In this chapter, we present the fingerprints 

of this type of attacks, including SYN scanning, ACK scanning, window scanning, FIN scanning, 

etc. Moreover, some other well-known TCP/IP attacks are studied as well, including TCP 

sequence prediction attack, TCP reset attack, and Denial-of-service attacks. All of the 

aforementioned attacks are called Abnormal Behavior Attacks in this chapter, because these 

attacks can be detected by either abnormal behaviors or the abnormal repetition of regular 

behaviors. The fingerprints of the well-known abnormal behavior attacks are present in this 

chapter, and the fingerprints show the effectiveness of the IDS-FF scheme. 

However, flow-net based fingerprint has its limitation. There are some TCP/IP attacks 

that are called normal behavior attacks, which only spoof the events of a regular behavior 

without making the behavior abnormal. Such attacks include ICMP attacks, IP spoofing attacks, 

man-in-the-middle attacks, eavesdropping attacks, etc. To enhance the power of flow-net based 

fingerprint on detecting normal behavior attacks, we use cryptography techniques to assist flow-

net in order to find out the fingerprint of cryptography fail, which implies an attack taking place. 

So far as we know, we are the first people to make use of both flow-net based fingerprint and 

cryptography in the area of intrusion detection. This approach uses the cryptography techniques, 

including symmetric/asymmetric-key and digital signature, to help IDS-FF on intrusion detection 

for normal behavior attacks. Therefore, we propose an effective and integrated intrusion 

detection scheme for TCP/IP networks. For real-time TCP/IP intrusion detection, IDS-FF 

operates on very recent flow-net logs, and such a small overhead from the flow-net logging 

would not lower the performance of IDS-FF. 



 

120 

 

Moreover, inspired by flow-net based fingerprint, we obtain an innovative view of the 

attacks in TCP/IP networks. Therefore, we can invent new attacks by observing and analyzing 

the feature of the fingerprints of existing attacks. The events are considering being isolated 

without using flow-net to connect them, and after using flow-net, we can get the relations of the 

events that we may never notice before. By observing these relations, we can create new attacks 

that exploit the weakness of the existing intrusion detection and prevention methods. In this 

chapter, we invent new TCP/IP attacks and continually refine them in order to avoid the 

detection of the IDS-FF scheme. The purpose of this part of work is not only to invent a new 

attack but also to obtain more knowledge and understanding of the TCP/IP attacks by the help of 

flow-net based fingerprint. 

The rest of this chapter is organized as follows. The TCP/IP intrusion detection based 

upon IDS-FF is proposed in Section 5.2. Normal Behavior Attacks are introduced in Section 5.3. 

The cryptography technique is applied with the IDS-FF scheme for TCP/IP intrusion detection in 

Section 5.4. In section 5.5, a series of newly invented attacks that are inspired by the flow-net 

concept is presented. Evaluation results are given in Section 5.6. And the work of this chapter is 

concluded in Section 5.7. 

 

5.2 TCP/IP Intrusion Detection by IDS-FF  

The vulnerabilities of current TCP/IP protocols cause a number of attacks in TCP/IP 

networks because of the designs of the TCP/IP protocols [38-41, 43, 58, 59, 62]. In this section, 

we describe some well-known TCP/IP attacks’ fingerprints by flow-net, and apply the IDS-FF 

scheme on detecting attacks in TCP/IP networks.  
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Each behavior on TCP/IP networks has its unique characteristic. For example, a three-way 

handshake for TCP connection establishment is normally composed by six continuous events 

related with SYN and ACK. Flow-net records not only these six events, but also their relations. 

The pattern of a three-way handshake can be denoted as its fingerprint. We use the IDS-FF 

scheme to record the behavior’s fingerprints. If a behavior’s fingerprint has been contained in the 

Fingerprint Library of the IDS-FF scheme, then we may consider this behavior as a potential 

attack. The IDS-FF scheme uses the attack’s fingerprint to achieve intrusion detection. Therefore, 

in the rest of this chapter, we only present the method of getting the TCP/IP attacks’ fingerprints. 

Because the attacks’ fingerprint are abnormal rather than the regular behavior’s fingerprints, the 

attacks’ fingerprints can be added into the fingerprint library of the IDS-FF scheme. One or more 

attackers are organized to attack a series of end hosts or routers, which are referenced as victims. 

For convenience, in this chapter, we define attacker as certain TCP/IP layers (such as the 

Transport layer and the Network Layer) that start the attack and define victim as the target layers 

that are affected by the attack. 

In TCP/IP networks, port scan is a style of attack that sends certain TCP or UDP segments 

to a range of server port addresses on a host with the goal of finding the vulnerabilities of that host 

[54]. In order to use some known system vulnerabilities for further TCP/UDP attacks, the attacker 

may send some special TCP segments to the victim and analyze the response of the victim to infer 

some properties of the victim (such as what operating system the victim uses, whether or not 

certain ports are open or closed, and whether or not the victim is protected by a firewall). In the 

TCP segment header, there is a flag field which is composed of 9 bits data. For convenience, a 

segment is called a SYN segment if its SYN field is set as 1. Other types of segments, such as the 

ACK segment, the SYN-ACK segment, and the RST segment are defined in the same manner. 
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A. Port Scanning Attacks 

SYN scanning, which is also called “half-open scanning,” uses a port scanner that 

generates a SYN packet and monitors for responses from the victim TCP end host [43]. The port 

scanner will get a SYN-ACK packet if the target port is open, and then, the scanner will send a 

RST packet to close the connection without establishing a connection by a three-way handshake 

[43]. 
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Fig. 5.1. The fingerprint of an SYN scanning 

  

Fig. 5.1 The fingerprint of an SYN scanning 

The IDS-FF scheme is able to detect SYN scanning by its fingerprint. In a normal TCP 

connection establishment, we can see clearly the fingerprint of the three-way handshake as shown 

in the left section of Fig. 5.1. Other than sending the ACK segment to establish the connection, 

the port scanner sends a RST segment to terminate the connection without establishing the three-

way handshake. The fingerprint of the SYN scanning attack can be denoted as follows. 

Event e1=“send SYN”, e2=“receive SYN”, e3=“send SYN-ACK”, e4=“receive SYN-

ACK”, e5=“send RST”, and e6=“receive RST”. 

    1,2 2,3 3,4 4,5 5,61 2 3 4 5 6

=

', ', ', ', ', ' , , , , , .

SYN scanning
fp

e e e e e e r r r r r
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Similarly, the fingerprint of other port scanning attacks, including ACK scanning, window 

scanning, FIN scanning, etc., can be described by flow-net as well and then detected by the IDS-

FF scheme. 

 

B. Anomalous TCP Flag 

There is a flag field which is composed by 9 data bits in the TCP segment header. The 

TCP protocol provides several combinations, such as SYN segment, SYN-ACK segment, RST 

segment, etc., of these flag bits in order to indicate the type and function of this TCP segment. 

Other than following the directions of TCP protocol on how to combine the flags, some attackers 

generate abnormal TCP segments, which contain a combination of flags that is not defined by the 

TCP protocol [60]. For example, setting both SYN and FIN flags at the same time in a TCP 

segment is abnormal [60]. Similar examples include setting FIN flag and without ACK flag, and 

not setting any flag in a segment, etc. 

By analyzing the response of the victim to the abnormal TCP segments, the attacker can 

infer some properties of the victim, such as the type of its operating system in order to use some 

known system vulnerabilities for further attacks [60].  

Since these abnormal TCP segments are not defined by TCP protocol, flow-net treats the 

events of receiving these segments as unknown events at TCP level. An unknown event detected 

by the IDS-FF scheme at TCP level can be viewed as the fingerprint of the Anomalous TCP Flag 

Attack. 
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C. TCP Sequence Prediction Attack 

A TCP sequence prediction attack is an attempt to counterfeit TCP segments by predicting 

the sequence number which is used to identify the segments in a TCP connection [61]. After 

knowing the correct sequence number, the attacker will race with the trusted host in order to 

counterfeit TCP segments before the trusted host sends out the segment. 
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Fig. 5.2. The fingerprint of a TCP sequence prediction attack 

  

As shown in Fig. 5.2, the victim receiving two segments with same sequence number 

indicates a TCP sequence prediction attack. But these two events are not in the same flow, and 

this means we may have to check more than one flow in order to find the fingerprint of the attack. 

The fingerprint of TCP sequence prediction attack can be denoted as follow. 

Event e1=“send segment”, e2=“receive segment SYN#=x”, e3=“send ACK”, e4=“receive 

ACK”, e5=“send segment”, e6=“receive segment SYN#=x”, and e7=“drop segment”. 

    

  

1,2 2,3 3,4 5,6 6,71 2 3 4 5 6 7

=

', ', ', ', ', ', ' , , , , , .

TCP sequence prediction
fp

e e e e e e e r r r r r
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D. TCP Reset Attack 

A TCP reset attack is an attempt to send RST segment, which is used to terminate TCP 

connection immediately, to the victim [61].  
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Fig. 5.3. The fingerprint of a TCP reset attack 

 

Fig. 5.3 The fingerprint of a TCP reset attack 

However, an RST segment does not always imply an attack. For example, sometimes RST 

segments are used by a just rebooted host to terminate connection request from other hosts that 

believe the host was not rebooted. Like the ACK scanning, only the RST events that are not 

related with other flow can be considered as part of RST reset attack, as shown in Fig. 5.3. The 

fingerprint of TCP reset attack can be denoted as follow. 

Event e1=“send RST”, e2=“receive RST”. 

    1,21 2= ', ' , .
TCP reset

fp e e r  

 

E. Denial-of-Service Attack 

A denial-of-service attack (DoS attack) or a distributed denial-of-service attack (DDoS 

attack) uses one or more hosts to send service request to the victim, in order to cause resource 
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overload on the victim. When the attackers send a huge amount of data to the victim unceasingly 

over a short period of time, the DoS/DDoS attack takes place. This repetitive DoS attack data 

makes the victim unable to respond to other network service requests. The well-known Dos/DDoS 

attacks include ICMP flood, SYN flood, distributed attack, etc. Because all types of DoS/DDoS 

attack have similar character, we do not analyze a specific kind of attack, but use an abstract 

structure of Dos/DDoS attack in this section to show how to use its fingerprint to detect it. 
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Fig. 5.4. Flow-net of Dos/DDoS attack 

 

Fig. 5.4 shows an abstract example of the DDoS attack. The victim is attacked by a 

number of attackers and suffers a large amount of service request. Therefore, a number of 

repeated events are in the flow-net. Each of these events may be a regular service request, but they 

work together to form a DoS/DDoS attack. In this case, simply using a behavior’s fingerprint 

cannot detect the attack, since DoS/DDoS attack is actually the repeat of many behaviors. For 

example, in Fig. 5.4, there are only four types of events, but they are enough to form a DDoS 

attack. 

The fingerprint of DoS/DDoS attack can be denoted as follow. 
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/

1 2

1,2 3,41 2 3 4

=

= , , , , , , , ,

DoS DDoSfp

fp fp

e e e e r r

 

     

 

in which the star symbol (*) is used to denote the repeat of events and relations. 

 

5.3 Normal Behavior Attacks 

Not all TCP/IP attacks can be detected by only using the flow-net based fingerprint. 

There are some other attacks (e.g., man-in-the-middle attacks, ICMP attacks, IP spoofing attacks, 

and eavesdropping attacks) that only spoof the regular event but not make the behavior 

abnormal. In this section, we present some example attacks that cannot be detected only by only 

using the flow-net based fingerprint in the IDS-FF scheme.  

 

A. ICMP Attack 

ICMP messages are often used for attacks because of the diagnostic and control purposes 

of ICMP messages. ICMP can be used for DoS/DDoS attacks if the attacker sends ICMP flood to 

the victim. Besides generating DoS/DDoS attack, ICMP can be used for following attacks as well. 

In an ICMP redirect attack, the attacker sends the victim spoofed ICMP redirect messages, so that 

the victim’s routing information runs in a particular way that the attacker desires [52]. In an ICMP 

blind connection reset attack, the attacker sends the victim an ICMP error message, e.g. 

destination unreachable, protocol unreachable, port unreachable, etc., so that the victim terminates 

the active connection immediately [52]. In a source quench attack, the attacker sends the victim 

spoofed source quench messages, so that the victim reduces the rate of sending TCP packets [52]. 

All these ICMP attacks use spoofed ICMP messages to deceive the victim. 
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Fig. 5.5. Flow-net of a regular ICMP blind connection reset and an ICMP blind connection reset 

attack 

 

Fig. 5.5 shows a regular ICMP blind connection reset (destination unreachable) on the left 

side, and an ICMP blind connection reset attack on the right side as an example of the ICMP 

attacks. The event prototypes of these two behaviors are same, and the only difference is the 

purpose of these two behaviors: the former is a regular behavior, and the latter is an attack. The 

fingerprints of the regular ICMP blind connection reset and the ICMP blind connection reset 

attack can be denoted as follow. 

Event e1=e4=“send ICMP error message ‘Destination Host Unreachable’”, e2=e5=“receive 

ICMP error message ‘Destination Host Unreachable’”, and e3=e6=“terminate connection”. 

    1,2 2,31 2 3   
= ', ', ' , ,  .

ICMP blind connection reset
fp e e e r r  

    4,5 5,64 5 6    
= ', ', ' , ,  .

ICMP blind connection reset attack
fp e e e r r  

Therefore, the fingerprint of the regular behavior and the attack are same. This means we 

cannot differentiate the fingerprints of the regular behavior and the attack. 
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B. IP Spoofing Attack 

In an IP spoofing attack, the attacker sends IP packets with forged source IP address to the 

victim, so that the attacker can conceal the identity of the sender or impersonate another 

computing system [53]. 
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Fig. 5.6. Flow-net of a regular IP connection and an IP spoofing attack 

 

Fig. 5.6 shows a regular IP connection on the left side, and an IP spoofing attack on the 

right side as an example. The event prototypes of these two behaviors are same, and the only 

difference is the purpose of these two behaviors: the former is a regular behavior, and the latter is 

an attack that forges the trusted host’s IP address. The fingerprints of a regular IP connection and 

an IP spoofing attack can be denoted as follow. 

Event e1=e7=“send IP packet”, e2=e8=“receive IP packet”, e3=e9=“check forwarding table”, 

e4=e10=“change TTL value”, e5=e11=“send IP packet”, and e6=e12=“receive IP packet”. 

    1,2 5,61 6  
= ', , ' , ,  , .

regular IP connection
fp e e r r  
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    7,8 11,127 12  
= ', , ' , ,  , .

IP spoofing attack
fp e e r r  

Therefore, the fingerprint of the regular behavior and the attack is same. This means we 

cannot differentiate the fingerprints of the regular behavior and the attack. 

 

C. Normal Behavior Attacks 

The IDS-FF scheme cannot differentiate the fingerprints of the ICMP attack and the IP 

spoofing attack with the corresponding regular behaviors because their fingerprints are same as 

regular behaviors. In the previous section, the attacks that can be detected by flow-net are either 

abnormal behaviors or abnormal repeat of regular behaviors. The attack that uses abnormal 

behaviors or abnormal repeat of regular behaviors is called abnormal behavior attack. However, 

in ICMP attacks and IP spoofing attack, the events and behaviors are normal, and the only 

difference between the attack and the regular behaviors is that the events in the attack are spoofed. 

ICMP attacks use spoofed ICMP messages while IP spoofing attack uses forged the source IP 

address. Therefore, regular events and behaviors can also form attacks if the events are spoofed. 

The attack that spoofs regular events and behaviors in order to attack the victim is called normal 

behavior attack. Flow-net cannot detect a normal behavior attack without other assistant 

techniques. 

Besides the ICMP attack and the IP spoofing attack, normal behavior attacks also include 

the man-in-the-middle attack and the eavesdropping attack, which only spoof the event but not 

make the behavior abnormal. In the man-in-the-middle attack, the attacker intercepts the data 

from the trusted host to the victim and then revises the data and sends the revised data to the 

victim. The eavesdropping attack is common in wireless network in which the attacker wiretaps 

the data that the victim sends or receives. 
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In normal behavior attacks, the attacker does not generate any abnormal behavior but only 

makes use of regular events and behaviors. The events in normal behavior attacks may be spoofed 

for the purpose of deceiving the victim or eavesdropping. In this case, fpnormal behavior = fpnormal 

behavior attacks with spoofed events. These two same fingerprints reveal the limitation of flow-net based 

fingerprint. Therefore, we have to develop other methods in IDS-FF to detect the normal 

behavior attacks. 

 

5.4 Intrusion Detection by IDS-FF Scheme and Cryptography 

In this section, a solution of IDS-FF detecting normal behavior attacks by the assistance of 

cryptography is proposed. Cryptography can be considered as a standalone technique for 

information security. But in this chapter, cryptography techniques, including 

symmetric/asymmetric-key and digital signature, are used to assist IDS-FF for intrusion detection 

on normal behavior attacks. Therefore, the fingerprint of the cryptography failure implies an 

attack, and this fingerprint can be added to the fingerprint library of IDS-FF for normal behavior 

attack detection. 

 

A. Intrusion Detection by IDS-FF Scheme and Cryptography 

Using cryptography can prevent normal behavior attacks because we can detect forgery or 

tampering of a message/segment/packet by cryptography. If we use symmetric/asymmetric-key 

encryption and decryption in the data transmission, then a normal behavior attack must be 

followed by symmetric/asymmetric-key encryption and decryption events. If the 

encryption/decryption failed, then we know an attack probably just took place. Cryptography is a 

complex process, and in this section, we only consider an abstract process without considering the 
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details of the encryption/decryption. The spoofed data sent from the attacker cannot be 

successfully encrypted/decrypted at the victim, and this failure can be used by flow-net to detect 

the attack. 

The encryption/decryption methods in cryptography have been researched and deployed 

for a long time, and there are many mature schemes, including symmetric-key cryptography and 

asymmetric-key cryptography, for preventing data spoofing. Although there are many 

encryption/decryption schemes, they share the same principle that the sender converts the 

plaintext (message) to cyphertext (encrypted message), and the receiver does the reversed process. 

Therefore, in this section, we only consider the abstract process of the encryption/decryption 

without considering the details. 
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Fig. 5.7. Flow-net of encryption/decryption failed 

 

Fig. 5.7 shows an example of a successful asymmetric-key decryption and a failed one. 

Host A uses A’s private key to encrypt the message, and Host C can decrypt the message using 

A’s public key. Host B (attacker) intends to spoof the message that is sent from A and send the 

spoofed message to Host C (victim in this case). Host B uses B’s private key to encrypt the 

message as well, but Host C cannot successfully decrypt this message by using A’s public key. 
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Since the attacker B cannot obtain A’s private key, the attacker’s spoofed message cannot be 

successfully decrypt the message by using A’s public key. The decryption failure is the key point 

in the fingerprint that implies an attack. In this way, the IDS-FF scheme is able to detect the 

normal behavior attacks. The fingerprint of the aforementioned regular message sending behavior 

and the spoofing message sending can be denoted as follows. 

Event e1=“Encrypt message using A’s private key”, e5=“Encrypt message using B’s 

private key”, e2=e6=“Send encrypted message”, e3=e7=“Receive encrypted message”, 

e4=e8=“Decrypt message using A’s public key”, and e9=“decryption failed”. Event e9 is crucial in 

the fingerprint, and e9 is an abstract event that will be explained in the specific examples in the 

following subsection. 

    1,2 3,41 2 4  
= ', ',  ' , , , .

regular message sending
fp e e e r r  

    5,6 8,95 6 9 
= ', ',  ' , , , .

spoofed message
fp e e e r r  

Therefore, the IDS-FF scheme is able to differentiate the regular behavior and the regular 

behavior attack and then detect the attack. After using cryptography technique, the attacker is not 

able to encrypt the message/segment/packet by using the correct key, and thus, the decryption 

must be failed at the victim. Therefore, normal behavior attacks can be detected by the decryption 

failure at the victim, and this is the key point in the fingerprint of normal behavior attacks. 

Although a normal behavior attack only spoofs the event without changing the behavior’s 

fingerprint, the attack cannot succeed because of the data encryption. Therefore, the IDS-FF 

scheme can use  encryption/decryption failure events to detect normal behavior attacks. 

The aforementioned example is an abstract case of using asymmetric-key cryptography to 

encrypt messages for the IDS-FF scheme to detect attacks. Moreover, the IDS-FF scheme can be 

used with both symmetric-key and asymmetric-key cryptography to encrypting messages, 
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TCP/UDP segments, IP packets, etc. The well-known symmetric-key and asymmetric-key 

cryptography methods, including Advanced Encryption Standard (AES), RSA encryption 

algorithm, etc., can be deployed, and then the IDS-FF scheme can record the events in the 

encryption and decryption process. The cryptography methods can encrypt and decrypt 

message/segment/packet in TCP/IP networks or message/stream/block in the hosts. In this way, 

the IDS-FF scheme can record the events and their relations about cryptography. 

In this subsection, we give an abstract example of intrusion detection for normal behavior 

attacks by the IDS-FF scheme and cryptography. By using cryptography, we can detect the 

tampering and eavesdropping of a message/segment/packet in TCP/IP networks. 

 

B. Intrusion Detection by IDS-FF Scheme and Digital Signature 

In this subsection, we propose a specific example of intrusion detection by the IDS-FF 

scheme and cryptography technique. To detect the tampering of a message/segment/packet, we 

use digital signature that demonstrates the authenticity of a digital message. In this subsection, we 

present the fingerprint of a specific intrusion detection example of by digital signature. 
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Fig. 5.8. The fingerprint of a digital signature process. This is not an attack. 
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We first use the flow-net based fingerprint to describe the process of suing digital 

signature. Fig. 5.8 shows the fingerprint of a regular process of using digital signature. Host A 

intends to send data to Host C, and C uses a digital signature to make sure that the data is not 

spoofed. A uses a hash function to convert the data to a digest and then encrypts the digest to A’s 

signature by using A’s private key. A sends its public key and other information to a trusted CA, 

and CA generates A’s certificate by encrypting A’s public key by using CA’s private key. A 

combines the data, signature, and certificate as a message and then sends to C. 

Host C extracts the data, digest, A’s signature, and A’s certificate from the message. C 

uses the same hash function that is used on A to convert the data to a digest. C uses CA’s public 

key to decrypt A’s certificate so that C gets A’s public key. By using A’s public key, C decrypts 

A’s signature to another digest. Therefore, C gets two digests. If the message is sent from A 

without being tampered with, the two digests should be same. Fig. 5.8 shows the fingerprint of 

the aforementioned process of digital signature. 
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Fig. 5.9. A brief description of using digital signature 
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Fig. 5.9 shows a brief description of the digital signature process. By using A’s private 

key, we can get A’s signature, and this signature is crucial for C to compare the two digests. If A 

uses its private key to get the signature, the two digests should be same; if an attacker uses 

another private key to get another signature, the two digests on C would be different. 
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Fig. 5.10. The fingerprint of an attack detected by using digital signature 

 

Fig. 5.10 shows the fingerprint of an attacker B that pretends to be A and then sends data 

to C. In order to pretend to be A, the attack B prepares and uses everything it can get from A. 

This means B could even get A’s digital certificate from CA. However, B cannot get A’s private 

key. B uses its own private key to generate the signature, but this signature will generate a 

different digest on C using A’s public key. The two digests on C implies that B tried to pretend 

to be A, and thus an attack just took place. Therefore, C is aware of the attack from an attacker, 

which spoofed the data. There are 15 events in Fig. 5.10, and we name the events as shown as in 

the figure from left to right as Event e1 to e15. The fingerprint of spoofing message can be 

denoted as follows.  

    1,2 10,151 15 
= ',  , ' , , , .

spoofed data
fp e e r r  

Event e15=“digest1  digest2” is the crucial event in the fingerprint because this event 

shows two different digests. The two different digests imply that a normal behavior attack just 
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took place, and thus the IDS-FF scheme is able to detect the attack by the aforementioned 

fingerprint. 

In this way, we can use a digital signature to demonstrate the certificate of a 

message/segment/packet. This means by using a digital signature, an attacker cannot pretend to 

be another trusted host. For example, in an IP spoofing attack, which is a kind of normal 

behavior attack, we assume that Host B sends an IP packet to C, but B spoofs the packet’s IP 

address with A’s IP address. By using digital signature, C is able to detect the two digests of the 

packets are different, because B does not have A’s private key.  

In this subsection, we present a specific example of detecting the normal behavior 

intrusion by using the IDS-FF scheme and digital signature. Generally, because of using digital 

signature with the IDS-FF scheme, we can detect forgery or tampering of a 

message/segment/packet. Similarly, other types of spoofed messages/segments/packets of normal 

behavior attacks can be detected by using the digital signature with the IDS-FF scheme. We 

already know normal behavior attacks do not generate abnormal events, but they only spoof the 

message/segment/packet. After we implement the IDS-FF scheme and digital signature on both 

the sender and the receiver, if an attacker intends to spoof or tamper with a 

message/segment/packet, two different digests of the message/segment/packet would be 

generated at the receiver. Also, the event that implies the two digests are different is the crucial 

event in the fingerprint for detecting the normal behavior attack. Without using the cryptography 

technique, there is no abnormal event in the normal behavior attacks. However, after using the 

cryptography technique, a crucial event that implies two different digests must be taking place in 

a normal behavior attack, and we can use this crucial event as a new abnormal event to detect the 

normal behavior attack. Therefore, in order to detect normal behavior attacks, we use 
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cryptography technique to convert these attacks to the abnormal behavior attacks, and then use 

the IDS-FF scheme to detect the attacks. This method is a crossover of the flow-net and 

cryptography technique, and broadens the application area of the IDS-FF scheme. 

 

5.5 New Attacks Inspired by Flow-net 

The IDS-FF scheme is valuable for intrusion detection by using the flow-net based 

fingerprint. Inspired by flow-net, we obtain an innovative view of the attacks in TCP/IP networks. 

Moreover, we can create new kinds of attacks by observing and analyzing the feature of flow-net. 

Our views of the events are isolated without using flow-net to connect them. But after using the 

flow-net, we can find the relations of the events that we may have never noticed before. By 

observing these relations, we can create new attacks that exploit the weakness of the existing 

intrusion detection and prevention methods. 

The TCP sequence prediction attack counterfeits the SYN number in the TCP segment 

[61]. As shown in Fig. 5.11, the victim receiving two segments with the same sequence number 

indicates a TCP sequence prediction attack. This resending of the segment will repeat several 

times because the trusted host never gets the ACK. The fingerprint of TCP sequence prediction 

attack includes the following events: a) victim receiving a segment with SYN number i; b) victim 

sending ACK with SYN number i+1; c) victim receiving multiple segments of SYN number i 

from the trusted host; d) victim dropping these segments. 
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Fig. 5.11. Flow-net of TCP sequence prediction attack 

  

In this section, we create a new kind of attack inspired the flow-net. The IDS-FF scheme 

can detect the TCP sequence prediction attack by its fingerprint so that we can create an attack 

that causes the same damage but leaves no such fingerprint. Therefore, we propose an improved 

TCP sequence prediction attack, which is called TCP sequence prediction attack with ACK 

Sending (TCP-AS). 
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Fig. 5.12. The TCP-AS attack 

 

Fig. 5.12 shows the TCP-AS attack. The attacker (port scanner) sends an ACK with SYN 

number i+1 to the trusted host. Therefore, the trusted host thinks this ACK is the response from 

the victim, and the host will not resend the segment with SYN number i. In this case, the victim 
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only gets one Note that the ACK is received by the trusted host after it sends the segment with 

SYN number i. In this way, the victim receives at most one segment with SYN number i. After 

executing this TCP-AS attack, there is no fingerprint of the original TCP sequence prediction 

attack. 

However, we can still use the IDS-FF scheme to detect the TCP-AS attack by finding its 

fingerprint that has one segment receiving and dropping repeatedly. 
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Fig. 5.13. Repeat of the fingerprint of the TCP-AS attack 

 

Like the original TCP sequence prediction attack, our proposed TCP-AS attack is 

normally executed multiple times. Fig. 5.13 shows the fingerprints of multiple executing the TCP-

AS attack. During each attack, the victim receives the segment with the same SYN number twice, 

and it always drops the second one. The event during each attack includes: a) victim receiving a 

segment with SYN number i; b) victim sending ACK with SYN number i+1; c) victim receiving 

one segment with SYN number i;  and d) victim dropping this segment. This fingerprint repeats 

multiple times, and the SYN number increases by 1 in each repeat because both the attacker and 

trusted host send the segment repeatedly. The repeat of these events is the fingerprint of the TCP-

AS attack. 
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Fig. 5.14. The TCP-RS attack 

 

We have to improve the TCP-AS attack because the IDS-FF scheme can detect it by its 

fingerprint. To improve the TCP-AS attack, we create a new attack which is called TCP sequence 

prediction attack with RST Sending (TCP-RS), as shown in Fig. 5.14. The RST segment is used 

to terminate the TCP connection immediately after a host receives it. To avoid the victim 

generating the repeated fingerprints of receiving duplicated segments caused by the TCP-AS 

attacks, the attacker sends an RST segment to the trusted host at the beginning of the attack. After 

receiving the RST segment, the trusted host terminates the TCP connection with the victim and 

will not send any more segments, and thus, the victim does not generate the fingerprint of 

receiving duplicate segments. The fingerprint on the victim is like a regular TCP transmission. 

However, this TCP-RS attack has the flaw that the attacker cannot keep receiving 

segments from the trusted host. Sometimes the attacker needs to receive segments from the 

trusted host for certain purpose. Therefore, the TCP-RS attack is a limited improvement of the 

TCP-AS attack. We cannot create a perfect attack that keeps receiving segments from the trusted 

host but does not generate a unique fingerprint of this attack. The nonexistence of such a perfect 

attack indicates that the IDS-FF scheme is valuable for intrusion detection in TCP/IP networks. 
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5.6 Evaluation 

This section presents the evaluation results of applying the IDS-FF scheme on intrusion 

detections in TCP/IP networks. Simulation programs for building the IDS-FF scheme that stores 

a large amount of events and their relations and detects intrusions are written in Java language. 

We build our own Java simulator instead of the established simulators in order to obtain full 

control of event and relation logging. The difference ratio limitation d affects the number of 

potential attacks that can be detected by the IDS-FF scheme as well.  

 

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55

50

100

150

200

250

300

difference ratio limitation d

n
u

m
b

e
r 

o
f 
p

o
rt

e
n

ti
a

l 
a

tt
a

c
k
s
 d

e
te

c
te

d

 

 

number of behaviors=1100

number of behaviors=500

number of behaviors=100

 

Fig. 5.15. The number of potential attacks that are detected by the IDS-FF scheme 

 

In the simulation, we generate some well-known TCP/IP attacks that are introduced in the 

previous sections, and thus the fingerprints of these attacks are stored in the flow-net. The IDS-
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FF scheme checks out the flow-net and meanwhile detects the attacks. The number and type of 

attacks are distributed in the flow-net randomly in the simulation. 

The difference ratio limitation d reflects the difference between the fingerprint of a 

known attack and the behavior that is detected the IDS-FF scheme. Therefore, the value of the 

difference ratio limitation affects that how accurate the IDS-FF scheme detects the intrusions. 

Fig. 5.15 shows that the number of potential attacks detected by the IDS-FF scheme increases 

while the difference ratio limitation increases. Moreover, Fig. 5.15 also shows that the total 

number of behaviors in the flow-net affects the potential attacks detected by the IDS-FF scheme 

as well. It is reasonable that the number of potential attacks increases while the number of 

behaviors increases. 
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Fig. 5.16. The time cost for the IDS-FF scheme detecting the attacks 

 

We are aware that the value of the difference ratio limitation d affects that how accurate 

the IDS-FF scheme detects the TCP/IP attacks. Moreover, the difference ratio limitation also 
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determines the time cost of the IDS-FF scheme detecting the attacks. Fig. 5.16 shows the time 

cost of IDS-FF scheme detecting the attacks corresponds to different values of the difference 

ratio limitation. The value of the difference ratio limitation approaching to 0 means the IDS-FF 

scheme detects the attacks in a very accurate/strict manner. And thus, the time cost for the IDS-

FF scheme detecting the intrusions is very large in this situation. While the value of the 

difference ratio limitation increases, the time cost of the IDS-FF scheme detecting the intrusions 

decreases. In our simulation, the time cost drops down to a relatively small value when the 

difference ratio limitation d=0.1. And the value of the time cost does not change dramatically if 

the value of d increases from 0.1 to a larger value. This implies that we could set the value of d 

close to 0.1 in the IDS-FF scheme in order to both detecting the attacks and saving time cost. 

Moreover, Fig. 5.16 shows that the number of behaviors in the flow-net affects the time 

cost of the IDS-FF scheme detecting the intrusions as well. While the number of behaviors 

increases, the time cost increases, because the IDS-FF scheme has to check more number of 

behaviors in the flow-net. 
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Fig. 5.17. The number of normal behavior attacks that are detected by the IDS-FF scheme 

 

Normal behavior attacks tamper regular events with spoofed data in order to disguise 

themselves as normal behaviors. Since normal behavior attacks do not generate any abnormal 

behavior, the fingerprints of these attacks are same as the corresponding normal behaviors. After 

introducing the cryptography techniques, the IDS-FF scheme is able to detect normal behavior 

attacks by looking up the decryption failures that imply attacks to take place. 

Fig. 5.17 shows the simulation results of the IDS-FF scheme detecting normal behavior 

attacks. We generate certain number of normal behavior attacks in TCP/IP networks and their 

fingerprints are stored in the flow-net. Without using the cryptography techniques, the IDS-FF 

scheme cannot detect the normal behavior attacks. Therefore, the IDS-FF scheme cannot 

differentiate the normal behavior attacks and the corresponding normal behaviors. We show the 

summation of the number of normal behavior attacks and the corresponding normal behaviors as 

total number of behaviors in Fig. 5.17. After using the cryptography techniques in the IDS-FF 

scheme, we can detect the normal behavior attacks. The number of normal behavior attacks 
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detected by the IDS-FF scheme is shown in Fig. 5.17. The simulation results indicate that the 

IDS-FF scheme is able to detect normal behavior attacks in TCP/IP networks. 

 

5.7 Conclusion 

In this chapter, the IDS-FF scheme is applied on intrusion detection in TCP/IP networks. 

Moreover, IDS-FF is assisted by the cryptography techniques in order to detect the intrusions 

that disguise themselves as regular behaviors in the networks. Furthermore, a series of processes 

that invent and refine new attacks inspired by flow-net is proposed. 
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