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ABSTRACT 
 
 

Although advanced cyber security technology has protected every level of current 

network infrastructure, vulnerabilities continue to emerge after new functions are added. As a 

complement, accountability is required to further secure the network in terms of privacy, 

integrity, and confidentiality. Even if a security issue presents itself, the built-in accountability 

mechanism will find out who is responsible for it. This dissertation mainly studies existing 

technologies of accountability and tries to address several important cyber security issues using 

these techniques. 

One specific problem has been raised in smart grids. As we know, power utility company 

charges customers solely based on readings from their power meters. Considering operating cost, 

the utility just measures aggregated power supply to a service area. Once a meter is compromised 

by cyber attacks, the utility can hardly find it out and thus may have economic loss. To make the 

smart grid more reliable, we proposed accountable metering systems in both home area and 

neighborhood area networks. Analysis and simulation results show that abnormal meters could 

be effectively identified under certain reasonable assumptions. 

Another case is the medical sensor network (MSN). In this context, patients are deployed 

with medical sensors and wearable devices and are remotely monitored by professionals. Since it 

is an economical way to reduce healthcare costs and save medical resources, we expect a robust, 

reliable, and scalable MSN in the near future. However, the time signal and temporal history in 

current MSN are vulnerable due to unsecured infrastructure and transmission strategies. 
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Meanwhile, the MSN may leak patients’ identifications or other sensitive information that 

violates personal privacy. To make sure the correctness of critical time signal, we presented two 

temporal accountability schemes for the MSN. In the meantime, these schemes also provide 

privacy-preserving ability. 
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CHAPTER 1 

INTRODUCTION 

 

People never stop questioning security issues of a system since it came out in the first 

place. Albeit a well design could eliminate most threats, vulnerabilities still emerge after new 

technologies are adopted. Instead of fixing endless security problems, identifying and tracing 

back misbehavior entities are required to secure a system. This idea is so called accountability. 

Unlike conventional security attributes, such as confidentiality, integrity, and availability, it is an 

important but not mature technology that mainly focuses on taking responsibility for what has 

been done and when it happens. 

Generally speaking, in a computer system, accountability may be referred to holding a 

user accountable for all his/her actions on this computer. Actions could be installing new 

software or accessing local database. In a computer network, accountability means that the 

system is recordable and traceable, thus making it liable to those communication principles for 

its actions. Every change in a local host or network traffic, which may be the most important or 

most desirable information, can be used as evidence in future judgment. Under such a 

circumstance, no one can deny their actions, not even the administrators or other users with high 

privileges. Together with some suitable punishments or laws in the real world, this will prevent a 

number of attacks. Compared with current cyber security technologies, this concept should be 

widely accepted in the near future, from system design to application implementation. 
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In this dissertation, we will study the existing accountability technologies in computer 

networks. We also explore the vulnerabilities of two modern systems – smart grids and medical 

sensor networks – and try to address some problems using accountability techniques. 

 

1.1  Motivation 

 

While technology and innovation continue to modernize industry, our electric power 

system has been maintained in the same way for decades. The increasing load and consumption 

demands increase electricity complications, such as voltage sags, black outs, and overloads. 

Meanwhile, the current electrical network contributes greatly to carbon emissions. The United 

States’ power system alone takes up 40% of all nationwide carbon dioxide emissions [46]. 

Considering both economic and environmental interests, substantial changes must be made to 

such an unstable and inefficient system. Therefore, many nations (e.g., U.S., EU, Canada, China, 

Australia, South Africa, etc.) are now modernizing their power grids [42]. They believe that it 

not only requires reliability, scalability, manageability, and extensibility, but also that it should 

be secure, interoperable, as well as cost-effective. Such electric infrastructure is referred to as 

“smart grid.” Generally, smart grid is a promising power delivery infrastructure integrated with 

bi-directional communication technologies that collects and analyzes data captured in near-real-

time, including power consumption, distribution, and transmission [2]. According to this data, 

the smart grid can provide predictive information and relevant recommendations to all 

stakeholders, including utilities, suppliers, and consumers, regarding the optimizing of their 

power utilization [2]. By two-way electrical flow, consumers are able to sell their surfeit energy 

back to utilities [2]. 
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Smart grid is a complex system of systems. Deploying such a system has enormous and 

far-reaching technical and social benefits. Nevertheless, increased interconnection and 

integration also introduce cyber-vulnerabilities into the grid. Based on experiences gained from 

developed IT and telecommunication systems, we know that the envisioned grid will be a 

potential target for malicious, well-equipped, and well-motivated adversaries [13, 15]. In 

addition, increased connectivity of the grid will enable personal information collection, which 

may invade consumer privacy [12, 14, 44, 45]. Failure to address these issues will hinder the 

modernization of the existing power system. This dissertation will give an overview of relevant 

cyber security and privacy issues in the smart grid. An important security issue regarding 

metering system will be discussed. To design an accountable metering system in smart grid is 

one of our thrusts in this dissertation.  

Another motivation is derive from a medical system. Heart disease, also known as 

cardiovascular disease, continues to be the leading cause of death worldwide and the top killer in 

the U.S. It is also the single largest cause of mortality in the western world. Specifically, 

coronary artery disease (CAD), a typical heart disease, kills an estimated 459,000 Americans 

every year [72]. No country wants to spend money on healthcare delivery as much as the U.S. 

does, whose overall healthcare expenditures tallied $1.8 trillion (about 45 million uninsured) in 

2004. The American Heart Association reports that healthcare will cost over 20% of the U.S. 

GDP nowadays. At present, more and more of the elderly go to nursing homes. We need a 

regional (e.g., within a nursing home) and low-cost medical delivery system to monitor the status 

of patients automatically. 

Medical sensor network (MSN) is one of such wireless telemedicine platform. In this 

context, patients are deployed with certain medical sensors and wearable devices and are 
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remotely monitored by professionals. Thus, seeing a doctor in person is no longer the only option 

for those in need of medical care. Since it is also an economical way to reduce healthcare costs 

and save medical resources, we expect a robust, reliable, and scalable MSN in the near future. 

However, current MSN are vulnerable due to unsecured infrastructure and transmission 

strategies. Meanwhile, the MSN may leak patients’ identifications or other sensitive information 

that violates personal privacy. Without solving security and privacy problems, patients would not 

choose to use this product. Our dissertation will study the information infrastructure of the MSN 

and try to address a problem on temporal signals using accountability techniques. The result will 

be used for further secure the MSN and make the temporal signal accountable. 

 

1.2  Research Issues 

 

1.2.1 Issues in Smart Grid 

 

One specific problem in the smart grid is about the bill information. From homeowners’ 

perspective, their primary concern regarding power usage is the monthly power bill sent by their 

service providers (e.g., power utilities). If possible, homeowners would rather know the details of 

their power usage than simply a bill with a total consumption. Albeit the real-time, or day-to-day, 

consumption of electricity could be revealed by the smart meter, we still doubt its reliability: the 

utility, or the smart meter itself, may alter transmitted data to suit someone’s interests or for 

some other reasons (e.g., due to the fact that they are under attack or malfunctions). As a 

consequence, a homeowner could have two different electric bills: one from the utility’s meter 

and one from the home meter. Furthermore, in smart grids, prices change with time such that 
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traditional billing method using a unit price is no longer feasible. Therefore, the exact times 

when power is used are important and should be made accountable.  

From utilities’ perspective, they charge customers solely based on the readings from their 

power meters. In order to get individual power consumption, in the past, the utility would send 

technicians to manually gather meter readings. At present, by using automatic meter reading 

(AMR) technology, meter information can be remotely obtained via a private corporate network 

or the public Internet. Once the meter is compromised or malfunction (i.e., we denote it as a 

faulty meter), the reading may not reflect actual information of power consumption. The utility 

therefore could have economic loss. This kind of events is usually caused by unauthorized meter 

modification. A possible solution is to prevent the meter from being altered. For example, if 

there is an illegal change on the meter, it will be disabled automatically and send a relevant 

notification to the utility. We could use a circuit design to do this job [5]. However, the hardware 

approach has the capability of being bypassed by sophisticated cyber-attacks in more complex 

networks of smart grid. Malicious one may hack the meter via a network system without 

touching the meter physically. Considering the operating cost and technical difficulty, utility 

only measures the aggregated power supply (in a substation) to a service area. For each branch of 

the supply, the utility installs one meter (at the consumer’s side) to monitor the power usage. 

Within such infrastructure, it is really difficult for the utility to find a faulty meter. They just 

monitor the aggregated reading and the sum of all branch readings. If there is any difference 

(within a tolerable range considering normal transmission loss) between them, then the 

monitored area could be suspicious. By this means, the utility only narrows down the suspicious 

group but may hardly identify the faulty one. 
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To solve the above problems and to make the smart grid reliable are the two objectives of 

this dissertation. After reviewing metering systems in smart grids, we design two accountable, 

communication protocols for home area network (HAN) and neighborhood area network (NAN) 

using a peer review strategy. 

 

1.2.2 Issues in Medical Sensor Network 

 

Although the new platform saves time for patients to see a doctor, problems still exist in 

the MSN that cannot be ignored. Medical sensors may have different capabilities, such as 

detecting electrocardiographs (ECG), heart rate, blood pressure, or pulse rate. All these 

parameters are important to timely detection and classification of abnormal physical statuses. To 

obtain accurate sensor readings in unreliable channels is always the goal of ongoing research. 

Nevertheless, it is hard to get the ideal readings because of sensors’ limitation. On the one hand, 

a sensor’s wireless communication range is limited (typically < 100 feet, due to the limited 

power and capacity of the tiny antenna). On the other hand, sensors have deficient usability and 

poor security, especially the immature patient privacy-preserving technique. Hence, many 

hospitals and patients are afraid of using current telemedicine systems. A tradeoff between their 

usability and credibility needs to be achieved [73]. According to the study in [74], we believe 

that a multi-hop message communication system cannot be well protected only by typical 

security technologies (i.e., digital signatures and cryptography). As a complement, accountability 

and anonymity are required to secure the MSN. 

Albeit general system accountability can preserve the integrity and confidentiality for 

data transmissions, the MSN still has no protection against temporal signal spoofing. It is 
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obvious that the accuracy of an ECG trace depends on the accuracy of temporal signals within 

each sensor’s report. Any change, no matter whether it derives from an attacker’s spoofing or 

comes from a malfunctioned sensor, may lead to quite another result. To locate the problem, we 

should hold the temporal signal accountable. 

For the privacy issue, since sensor’s ID on patient’s body corresponds to the patient’s 

profile record in a medical database, disclosure of information source during wireless 

communications can cause a violation of the patient’s privacy. Moreover, when such MSN 

platforms are widely deployed in the national medical sites (such as nursing homes, hospitals, 

etc.), they could become the potential attacking objects of cyber-terrorists. Considering the 

confidentiality of sensitive medical data, we definitely need an end-to-end security scheme to 

protect them. Two crucial MSN components need to be involved: 1) the sensor-to-sensor 

communication should be secured through low-cost symmetrical ciphers; 2) the medical data 

should be authenticated and encrypted through extremely light-weight security schemes. Since 

sensor network security has been studied extensively, we will only focus on how to overcome 

current privacy problems while preserving temporal accountability in this dissertation. 

 

1.3  Organization 

 

The rest of this dissertation is organized as follows. Chapter 2 gives brief overviews of 

smart grid and medical sensor network in terms of their features, architectures, and security 

issues. The chapter 2 also introduces the related work of accountability. Chapters 3 to 6 are 

system designs using accountability techniques. Specifically, chapter 3 designs an accountable 

metering system for smart grid in a home area network. Chapter 4 addresses the same issue in a 
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neighborhood area smart grid using a different accountable protocol. Chapter 5 is to secure the 

medical sensor network using temporal accountability scheme. Chapter 6 enhances system 

performance for designs in chapter 5. Chapter 7 summarizes the dissertation. 

The work in Chapter 2 is partially from two journal papers [68] and [110]. A longer 

version of Chapter 3 has been presented at CCNC 2011 [49]. Chapter 4 is partially from a 

conference paper [111] and a journal paper [112]. Chapters 5 and 6 are the subject of one journal 

paper [113]. Besides, the work in Chapter 6 is partially from a conference paper [114]. 
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CHAPTER 2 

BACKGROUND 

 

2.1  Smart Grid Cyber Security and Privacy 

 

Smart grid is a promising power delivery infrastructure that is integrated with two-way 

communication and electricity flows. Through advanced sensing technologies and control 

methods, it can capture and analyze data regarding power usage, delivery, and generation in near 

real-time [1]. According to the analysis results, the smart grid may provide predictive 

information and corresponding recommendations to all stakeholders (e.g., utilities, suppliers, and 

consumers) regarding the optimization of their power utilization [1]. It may also offer services 

like intelligent appliance control for energy efficiency and better integration of distributed energy 

resources (DERs) to reduce carbon emissions [2]. Apparently, it is not a simple grid in the sense 

of our current power grid. It can be regarded as a “system of systems” that involves both 

information technology (IT) and electricity system operations and governance. 

Such a complex system undoubtedly presents many challenges, especially in cyber 

security and privacy aspects [3]. Based on experiences gained from developed IT and 

telecommunication systems, we know that the envisioned grid will be a potential target for 

malicious, well-equipped, and well-motivated adversaries. Specifically, the grid can be subject to 

physical attacks by a human being, by malicious software that can harm the control system, or by 

using up the systems’ resources to perform the attacker’s own tasks. Any of these forms of 
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disruption occurring to the grid can be highly dangerous. Threats such as fiddling with billing 

information of particular users can cause a major economical disturbance, if they are not 

monitored carefully. The power grids, on the other hand, are a major resource to the national 

defense, and any form of attack on these can cause havoc. Furthermore, increased connectivity of 

the grid will enable personal information collection, which may invade consumers’ privacy. 

Failure to eliminate these threats will hinder the modernization of the existing power industry. 

Although contemporary security technologies, such as virtual private networks (VPNs), intrusion 

detection systems (IDSs), public key infrastructure (PKI), anti-virus software, firewalls, etc., 

have well protected the IT infrastructure, they still cannot be very effective by directly deploying 

them without changes in the smart grid due to their inherent differences, as described in Table 

2.1. For example, intruders may utilize VPN to hack the power grid. The North American 

Equipment Council (NREC) reported the effects of a slammer worm on the power utilities used 

over in North America [48]. In a quoted example they claim: “The worm migrated through a 

VPN connection to a company’s corporate network until it finally reached the critical 

supervisory control and data acquisition (SCADA) network. It infected a server on the control-

center LAN that was running MS-SQL. The worm traffic blocked SCADA traffic.” 

In fact, we may transplant some IT security techniques into the smart grid to meet its 

security and privacy requirements. However, while choosing any of the possible security 

measures, there always exists a tradeoff among security, cost, and performance. Employing 

firewall or proxy systems may reduce the risk of having a denial of service attack on the servers, 

but these strategies fail when there is an attack on the application layer, such as planting a Trojan. 

A Trojan horse referred to here is malicious software that acts as if it performs the intended 

functionality, but secretly passes credentials and other secure information to the attacker. Power 
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grids usually are equipped with their own subnets and IP segments. These measures tend to make 

them a little more secure when compared to general systems built off the Internet, but an attack 

by gaining physical access to the system can rarely be avoided. An understanding of system 

components and associated cyber-vulnerabilities is therefore necessary for the smart grid 

deployments and is the motivation of this section. 

 

Table 2.1. Difference Between IT Networks and Smart Grid 

Categories IT Networks Smart Gird 

Security Objectives Confidentiality > Integrity > 
Availability 

Availability > Integrity > 
Confidentiality [3] 

Architecture 

1) flexible and dynamic 
topology; 2) center server 
requires more protection than 
periphery hosts [30]. 

1) relatively stable tree-like 
hierarchy topology; 2) some 
field devices require the same 
security level as the central 
server [30]. 

Technology 

1) diverse operating systems; 2) 
public networks; 3) IP-based  
communication protocols.  

1) proprietary operating 
systems; 2) private networks; 
3) IEC61850- & DNP-based 
communication protocols.  

Quality of Service 
1) transmission delay and 
occasional failures are tolerated; 
2) allow rebooting [30]. 

1) high restrictions on 
transmission delay and failures; 
2) no rebooting [30]. 

 

2.1.1 Overview of Smart Grid 

 

2.1.1.1 Features 

 

In 2007, the U.S. National Energy Technology Laboratory (NETL) [6] identified seven 

principal characteristics for modern power grid design. Later in 2009, the U.S. Department of 

Energy (DOE) merged two of them (self-heals and resists attack) and restated the design features 

and benefits for smart grid as follows [2]: 
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1) Enabling Informed Participation by Customers: Unlike traditional power systems, 

customers are better informed by a two-way communication technology. The entire smart grid 

becomes an active electricity market that allows customers to shift load and to generate and store 

energy based on near real-time prices and other economic incentives. Through bidirectional 

electricity flow, customers are also able to sell surfeit stored energy back to the grid when the 

price is high. Such demand-response mechanisms help the grid balance power supply and 

demand, thus enhancing the efficiency of power usage. 

2) Accommodating All Generation and Storage Options: The smart grid not only 

accommodates remote centralized power generation, but also adopts diverse and widespread 

distributed energy resource (DER) (e.g., solar, wind, or geothermal energy) through flexible 

network architecture and distributed management. This concept is proposed to alleviate peak 

load, to support back-up energy during emergencies, and to satisfy the grid’s developing in 

accordance with the natural environment, society, and the economy. 

3) Enabling New Products, Services, and Markets: New products and services are 

essential parts of the smart grid that can promote low-cost and green solutions for all power users. 

By using consumer-oriented “smart appliances” or intelligent electronic devices (IEDs), for 

instance, customers or authorized service providers can remotely control IEDs’ power usage. 

Markets act as coordinators managing a series of independent grid parameters, such as time, 

capacity, the capacity rate of change, service quality, etc. When necessary, markets will adjust 

those variables to balance the power supply and demand of the entire grid. 

4) Providing the Power Quality for the Range of Needs: Power quality involves factors 

like voltage flicker, voltage volume, momentary interruptions, etc. Different consumers may 

have distinct power quality requirements (e.g., industrial vs. residential users). To satisfy a 
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particular consumer’s power usage, the smart grid must meet a wide range of power quality 

needs in terms of architectural designs and contract concerns. 

5) Optimizing Asset Utilization and Operating Efficiently: The smart grid is a complex 

system of systems that manages a variety of appliances, facilities, and DERs. Optimizing the 

utilization of those assets and enabling efficient operation and maintenance will reduce both 

whole life-cycle and investment costs and power consumption. A reasonable and robust 

management method should therefore be developed. 

6) Operating Resiliently to Disturbances, Attacks, and Natural Disasters: This concept is 

proposed to ensure the reliability of the power grid. Regardless of the type of physical damages 

or cyber-attacks, the smart grid can effectively resist these problematic events through local, 

regional, and national coordination. As a countermeasure, authorized operators can quickly 

isolate the suspected grid components and readjust nearby DERs to support the affected areas. 

The smart grid is also able to “self-heal” hidden faults by using technologies such as advanced 

sensing systems, timely detection, automatic control devices, etc. 

 

2.1.1.2 Architecture 

 

To date, the architectural framework and implementation standards of the smart grid are 

still under investigation by the academic [7, 8, 16], industrial [1, 17, 18, 30], and government 

sectors [2, 4, 6]. Although there are various designs for the grid architecture, almost every case 

follows the common reference model [4] proposed by the U.S. NIST. 

As shown in Fig. 2.1, NIST’s model consists of seven logical domains [4]. Each one of 

the above four (Bulk Generation, Transmission, Distribution, and Customers) can generate, store, 
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and deliver electricity in two-way. The bottom three (Markets, Service Providers, and Operations) 

mainly manage the movement of electricity and provide relevant information or services to 

power consumers and utilities. Three types of customers are present in this model: HAN (Home 

Area Network), BAN (Building Area Network), and IAN (Industrial Area Network). Within 

those areas, AMI (Advanced Metering Infrastructure) is deployed to monitor all incoming and 

outgoing electrical and communication flow. 

 

 
Fig. 2.1. NIST reference model for the smart grid [4, 49]. 

 

To interconnect these domains, Cisco [1] argued that the whole system should use an 

independent “network of networks.” It also claimed that the best standard suite of protocols for 

the smart grid is the Internet Protocol (IP) [1]. Since IP has already achieved great success in the 

current Internet in terms of flexibility, security, and interoperability, Cisco believes that the 
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interoperability standards of the smart grid should use IP architecture as reference [1]. In 

addition, several researchers have proposed their own opinions on how to implement this model. 

Clark and Pavlovski [7] studied the pros and cons of wireless network applications for the smart 

grid and then suggested adopting 3G/4G technology for the architectural design. Gadze [8] 

presented a hierarchical architecture for the operations domain, which is a multi-level 

decentralized control platform dealing with the potential impacts of emergencies. Wei [16] 

proposed a peer-to-peer structure for the power delivery system. Basically, every consumer and 

power generator acts as an interconnected node in a web-like network. Such grids can 

dynamically balance power supply and demand, but they require more flexible and robust 

management. The rest of the presented architectures [9-11, 22] are in some way focused on one 

of four technical issues of the grid: (1) transmitting data over multiple media, (2) collecting and 

analyzing massive amounts of data rapidly, (3) connecting large numbers of devices and systems, 

and (4) ensuring reliability and security. 

 

2.1.1.3 Key Components 

 

1) AMI (Advanced Metering Infrastructure): 

AMI is an integration of multiple technologies that provides intelligent connections 

between consumers and system operators [5]. As shown in Fig. 2.2, major applications include 

smart meters, HAN, meter data management systems (MDMS), and operational gateways [5]. It 

is designed to help consumers know the near-real-time price of electricity and thus to optimize 

their power usage accordingly [4, 5]. It also helps the grid obtain valuable information about 

consumers’ power consumption in order to ensure the reliability of the power system [6]. 
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Fig. 2.2. A typical design for the AMI in smart grid. 

 

2) SCADA (Supervisory Control and Data Acquisition): 

It is responsible for the real-time monitoring and control of the power delivery network 

[17, 30]. Through intelligent remote control and distributed automation management at medium 

voltage substations, it can both help the grid reduce operation and maintenance costs and ensure 

the reliability of the power supply [17, 22]. Two related subsystems are the energy management 

system (EMS) and the distribution management system (DMS) [18, 28]. 

Basically, SCADA systems consist of four parts (as shown in Fig. 2.3) [37]: 1) field data 

interface devices such as remote terminal units (RTUs) and programmable logic controllers 

(PLCs), 2) a communication system (e.g., telephone, radio, cable, satellite, etc.), 3) a central 

master terminal unit (MTU), and 4) human machine interface (HMI) software or systems. By 

using RTUs and PLCs, most control actions can be performed automatically and remotely [17, 

18]. The Idaho National Laboratory (INL)’s report [15] claimed that the current SCADA system 
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has lots of vulnerabilities (discussed in section 2.1.2.3), but that many of them are proprietary. 

Creery et al. [47] discussed a few realistic situations of attack on physical SCADA systems that 

caused a major stir in the industry. To secure a SCADA network, a variety of technologies are 

involved, including user and device authentication, firewalls, IPSec (Internet Protocol Security), 

VPN, intrusion detection systems (IDSs), etc. [40]. 

 

 

Fig. 2.3. A typical SCADA architecture [37]. 

 

3) PHEV (Plug-in Hybrid Electric Vehicle):  

Many studies [3, 4, 6, 19-21] have found that PHEVs, in addition to reducing carbon 

emissions and reliance on fossil fuels, could also provide a means to support DER in the smart 

grid. Since most PHEV batteries are designed to speed up rapidly for fast discharge, parked 

PHEVs can supply electric power to the grid [19]. This vehicle-to-grid concept may improve the 

efficiency and increase the reliability of the power grid [19]. However, it is still under 

development and the tradeoff between costs and benefits is still uncertain [2]. 

4) Communication Protocols and Standards:  

The communication standards for the power industry were developed by five leading 

organizations including the IEEE, the IEC (International Electro-technical Commission), and the 
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DNP3 (Distributed Network Protocol) Users Group [37]. The most prevalent protocols for 

SCADA communication systems are IEC 60870-5 and DNP3 [37]. The IEC protocol is typically 

used in Europe for communication between MTU and RTUs in SCADA systems [38, 39]. The 

DNP3, which is derived from IEC 60870-5 and recognized by the IEEE 1379 standard, is widely 

used in Asia and North America [38, 39]. IEC 61850 has now been released to support more 

enhanced capabilities including a peer-to-peer communication mode for field devices [39]. It can 

be regarded as a successor to the DNP3 [29].  

IEC 62351 [41] is a standard that specifies security constraints and concerns of the above 

communication protocols and standards. It consists of eight parts. The first two parts present an 

introduction to its background and a glossary of terms. Part-3 specifies the security requirements 

for TCP/IP profiles in IEC 60870 and IEC 61850. In particular, it describes the TLS (Transport 

Level Security) configuration for secure interactions [29, 38, 41]. Part-4 addresses MMS 

(Manufacturing Message Specification, ISO 9506) protocol security in the IEC 61850 standard. 

Specifically, the MMS will work with the TLS to secure communications [38]. Not all 

components are required to adopt this secure mechanism [38]. Part-5 focuses on the security of 

serial communication in IEC 60870 and DNP3. It suggests that the TLS (Transport Layer 

Security) encryption mechanism can be utilized for serial communication to enable 

confidentiality and integrity [38]. As for the authentication, the serial version can only address 

replay, spoofing, modification, and some DoS attacks [38]. It cannot prevent eavesdropping, 

traffic analysis, or repudiation due to its limited computing capability. However, it could be 

protected by alternate methods, such as VPNs or “bump-in-the-wire” (a scheme that use an 

IPSec device as a firewall to filter unwanted packages from the Internet) technologies, depending 

upon the capabilities of the devices and communications involved [38]. Relevant key 
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management measures are also described in this part [29]. Part-6 provides security for non-

routable peer-to-peer communications. Since the interval of transmitting messages over SCADA 

networks is limited to 4 milliseconds (according to the IEC 61850-8-1), general encryption or 

other security methods are not feasible [38]. Authentication therefore becomes the only option 

that is used for P2P security [38]. Part-7 and Part-8 are still at draft specification and require 

further study. The objective of Part-7 is to secure the network and system management (NSM) of 

the information infrastructure. Two existing technologies will be utilized: the simple network 

management protocol (SNMP) and the ISO common management information protocol (CMIP) 

[38]. Part-8 is designed to address authorization problems in control centers. One promising 

mechanism that is mentioned is role-based access control strategy [29]. 

 

2.1.2 Cyber Security Issues on Smart Grid 

 

Traditional power delivery system focuses on developing equipment to improve integrity, 

availability, and confidentiality. Until recently, contemporary communication technologies and 

equipment were typically regarded as supporting the power industry’s reliability. Nevertheless, 

increased connectivity is becoming more critical to the cyber security of the power system. In a 

broad sense, the cyber security of the power industry covers all IT and communications issues 

that affect the operation of power delivery systems and the management of the utilities [3]. 

Specifically, securing the power grid prevents, prepares for, protects against, mitigates, responds 

to, and recovers from unexpected cyber events or natural disasters [3].Wei et al. [30] pointed out 

that the development of a secure smart grid would encounter the following four challenges: 
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1) Power delivery system has new communication requirements in terms of protocols, delay, 

bandwidth, and cost. Avoiding early obsolescence is essential in smart grid development. 

2) Many legacy devices have been used in power automation systems for decades. Most of 

them only focus on a certain functionality and thus lack sufficient memory space or 

computational capability to deal with security problems. Integrating the existing legacy 

equipment into the smart grid without weakening their control performance is a challenge. 

3) Networking in the current power grid uses heterogeneous technologies and protocols 

such as ModBus [50], ModBus+ [50], ProfiBus (Process Field Bus) [51], ICCP (Inter-

control Center Communication Protocol), DNP3 [37], etc. Nevertheless, most of them 

were designed for connectivity without cyber security. 

4) Current power systems are usually proprietary systems that provide specific 

performances and functionalities but not security. 

 

Many organizations are currently involved with the development of smart grid security 

requirements, including NERC CIP (North American Electrical Reliability Corporation – Critical 

Infrastructure Protection), ISA (International Society of Automation), NIPP (National 

Infrastructure Protection Plan), IEEE (1402), and NIST. One prominent set of requirements has 

been reported by the NIST Cyber Security Coordination Task Group (CSCTG) [3]. After 

reviewing the NIST CSCTG report [3] and existing research [13-15, 17, 21, 22, 24-36, 39-43, 48, 

52-67] on cyber security, we have categorized the relevant issues into five groups (as shown in 

Table 2.2-2.6). Notice that general security problems such as software engineering practices, 

firewalls, circuit designs, and patch management will not be included in the tables. 
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2.1.2.1. Device Issues 

 

Table 2.2. Cyber Security Issues on Smart Grid Device 

Key Words Potential Problems Possible Solutions 

Smart 
Meter 

• Customer tariff varies on individuals, and thus, 
breaches of the metering database may lead to 
alternate bills [3]. 

• Meters may suffer physical attacks: battery 
change, removal, or modification [3, 30].     

• Functions like remote connect/disconnect 
meters and outage reporting may be used by 
unwarranted third parties [3, 53]. 

• Ensure the integrity of 
meter data. 

• Secure smart meter 
maintenance. 

• Detect illegal changes 
on meter. 

• Authorize all accesses 
to/from AMI networks. 

Customer 
Interface 

• Home appliances can interact with service 
providers or other AMI devices. If manipulated 
by malicious intruders, they could be unsafe 
factors in residential areas [3, 14]. 

• Energy-related information can be revealed on 
IEDs or on the Internet. Unwarranted data may 
misguide users’ decisions [3].    

• Access control to all 
customer interfaces. 

• Validate notification. 
• Improve security of 

hardware and software 
upgrades [3]. 

PHEV 
• PHEV can be charged at different locations. 

Inaccurate billing information or unwarranted 
service will disrupt market operations [3]. 

• Establish standards for 
the electric vehicle [3]. 

 

Devices like PLCs (Programmable Logical Controllers), RTUs, and IEDs are widely 

deployed in power systems to allow administrators to perform maintenance or to dispatch 

functionalities from a remote location [30]. This function also enables malicious users to 

manipulate the device and disrupt normal operations of the grid, such as shutting down running 

devices to disconnect power services or tampering with sensing data to misguide the decisions of 

the operators [30]. The authors in [53] discussed such a cyber-vulnerability, in which an attacker 

could switch-off hundreds of millions of smart meters with remote off switches. Although no 

agreed solutions are proposed in present standards and regulations, some recommended 

countermeasures in [53] may be considered in further discussions. For the devices, the IEEE 

1686-2007 standard has specified security requirements. However, experience shows that typical 
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IEDs are far from complying with this standard. As described in Table 2.2, potential security 

problems may present in the applications of smart meter, customer interfaces, and PHEVs. 

As for the meter device, a conventional physical meter can be modified by reversing the 

internal usage counter or be manipulated to control the calculation of the electric flow [14]. 

Addressing this problem may require hardware support. We will not focus on its solutions in this 

section. Besides, data aggregation is generally perceived as a main function for the smart meter. 

Several algorithms [60, 61] have been proposed to prevent the meter data from being 

compromised. Authors in [61] analyzed the tradeoff between security and efficiency and 

designed two algorithms for per-hop and end-to-end communication protocol respectively. They 

used AES-CCM with 128 bit shared key to encrypt the line between the meter and the gateway, 

which showed their protocol is reliable and energy efficient (based on their experiment results). 

As for the customer interfaces and PHEVs, not too many papers are presented to address 

potential security problems. Ongoing relevant research mainly focuses on issues of malware 

attacks and fast encryption. Metke and Ekl [27] proposed some suggestions for malware 

protection on embedded systems and general purpose computer systems. For embedded systems, 

manufacturers should take full responsibility for securing software development and upgrade 

procedures. To meet this requirement, three possible approaches are discussed. First, the 

manufacturer may issue a public key to each device and encrypt all new software with the 

corresponding private key. The device can then validate the source of the updated patch and thus 

secure the system. The second method is called the “high assurance boot” (HAB) method. The 

embedded system will be validated once it boots up. The validation script is safely coded into its 

hardware by the manufacturer. Since not all devices can be rebooted very often, secure validation 

software is considered as the third solution. By using a device attestation technique, devices can 
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be validated while running. When it comes to general purpose computer systems, the authors in 

[27] argue that current antivirus software cannot prevent the system from suffering malware 

attacks. Although there is currently no solution, one thing is recommended: all mobile code (e.g., 

ActiveX, JavaScript, etc.) in the grid should be strictly controlled from suppliers to operators. 

As we know, tens of millions of sensors or RTUs are deployed in the grid for distributed 

automation (DA). These devices have limited bandwidth, power (battery or long sleep cycles), 

storage, memory, and intermittent connections [3]. Because of these constraints, applications like 

key management should require less centralization and more persistent connectivity than current 

approaches; it should also retain a certain level of trust and security for the entire infrastructure 

[3]. NIST requirements [3] suggest that each device has unique key and credential materials such 

that, if one has been compromised, others will not be affected. Zhang et al. [31] proposed a 256-

bit AES-based solution to secure the traffic between two smart grid devices in Ethernet networks. 

AES algorithms have inherent requirements for the smart grid: it must only require a few 

memory spaces and be able to be used for wireless sensor networks (WSNs). In their design, all 

data packets in Ethernet networks consist of four fields: one header and three data fields. 

Specifically, the header contains the destination IP address. All other nodes except the recipient 

cannot read the data payload and will simply discard it. The data payload includes 3 fields. Each 

of them is 16 bytes, since AES will only process 16-byte sized data. To indicate whether a 

message is encrypted or not, the header adds an extra AES status flag; thus this message may be 

transmitted through other networks. By using the Altera Cyclone-2 FPGA (Field Programmable 

Gate Array) based platform, they have successfully implemented their design into the hardware. 

Experiment results indicate that the data transmission is secure only if no eavesdroppers exist on 

the Ethernet network and that the throughput (bytes encrypted per second) can be 1,202 bps [31]. 
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2.1.2.2. Networking Issues 

 

Table 2.3. Cyber Security Issues on Smart Grid Networking 

Key Words Potential Problems Possible Solutions 

Internet 

• Certain applications may be built on the 
Internet. Inherent problems like malicious 
malware and DoS attacks are threats to the 
grid operations [1, 3, 17, 30, 32].  

• Adopt TCP/IP for smart 
grid networks [1, 3]. 

• Use VPN (IPSec), SSH, 
SSL/ TLS [17, 40, 67]. 

• Deploy intrusion detection 
and firewalls [17, 30]. 

Wireless 
Network 

• In wireless networks, layer 2/3 can be easily 
attacked via traffic modification and 
injection. Without routing security, traffic on 
these layers is not reliable [3, 17]. 

• Protect routing protocols in 
layer 2/3 networks [3]. 

• Adopt security capabilities 
in 802.11i, 802.16e, and 
3GPP LTE  [27]. 

Sensor 
Network 

• Sensor data is critical for the grid. Forging, 
intercepting, tampering, or misrepresenting 
sensor data may damage the grid [3, 30]. 

• Adopt AES encryption [31, 
61]. 

 

Potential security problems of networking in smart grids mainly focus on issues of the 

Internet, wireless networks, and sensor networks (as shown in Table 2.3). Just like the Internet, 

multiple networking technologies can be utilized for the smart grid, including fiber optics, land 

mobile radio (LMR), 3G/4G (WiMax), RS-232/RS-485 serial links, WiFi, and so on [27]. Which 

one will be used depends on the requirements of the grid environment and is an open issue in the 

development of smart grid communication standards. 

For wired networks, Sun et al. [28] claimed that Ethernet Passive Optical Networks 

(EPON) would be a promising solution for the smart grid broadband access networks due to the 

following metrics: 1) backward compatibility, 2) low-cost fiber deployment and maintenance, 

and 3) minimal protocol overhead. EPON also has been regarded as next-generation Gigabit-

Ethernet by IEEE 802.3ah standard.  
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Fig. 2.4. Typical tree-based EPON system for the power grid [28]. 

 

As shown in Fig. 2.4, a tree-based EPON will broadcast messages to every ONU (Optical 

Network Unit), all of which share one common channel over which to deliver data to an OLT 

(Optical Line Termination). In this case, every ONU is able to capture all downstream traffic 

from the OLT and will vie with other ONUs for limited upload bandwidth. Therefore, EPON can 

be easily attacked by methods such as spoofing, DoS, and eavesdropping. By using identity-

based cryptography (IBC) and challenge-response technology, the authors then proposed a 

secure communication protocol for the EPON. Unlike traditional asymmetric cryptographic 

approaches, the IBC generates a public key by using an arbitrary data string, and the 

corresponding private key binds this information, which is signed by a trusted key distribution 

center (KDC) [28]. In their scheme, the OLT and ONUs will periodically perform mutual 

authentication. First, the OLT challenges an ONU, i, with a message, n, encrypted with i’s public 

key. After verifying this message, i will respond with n and a random number m encrypted with 

OLT’s public key. Upon getting this response message, the OLT can verify the identity of i. 
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Finally, the OLT will send m back to i. Thus, i is able to verify the authority of the OLT. This 

mechanism establishes a secure channel between two devices. In fact, it is also adopted by the 

DNP standard for secure communication [39].  

For wireless networks, airborne radio waves would be potential vulnerabilities to 

adversaries. In particular, such an unprotected physical medium may disclose neighboring 

energy consumption data and thus cause a privacy invasion. A NIST report [3] claimed that 

schemes like 802.11i would help to secure smart grid wireless deployment. Moreover, Metke and 

Ekl [27] argued that wireless smart grids could be further secured with existing standards like 

802.16e (Mobile WiMax) and 3GPP LTE. Possible technologies for wireless security include: 

mutual or server EAP (Extensible Authentication Protocol), 4-way handshake, AES-CCMP 

(AES-Counter Mode CBC-MAC Protocol), CBCMAC (Cipher Block Chaining Message 

Authentication Code), 128 group encryption key, 3DES (Triple Data Encryption Standard), 

PKMv2 (Privacy and Key Management version 2) RSA acknowledgement message, and mutual 

authentication between UE (User Equipment) and MME (Mobility Management Entity) [27]. 

 

 

Fig. 2.5. Black hole attack against AODV routing protocol. 

 

For sensor networks, to date, researchers [3, 27, 36] have reached the unanimous 

consensus that wireless mesh networks should be deployed in the AMI. A primary reason for this 



 

27 
 

is that mesh networks can overcome bad links by using redundant communication paths [21]. 

Nevertheless, the IT industry has witnessed a series of attacks against wireless mesh technologies 

such as cross-layer traffic injection, node impersonation, route injection, message modification, 

etc. [3]. Most existing routing protocols lack specific strategies to secure the paths and the data 

mainly because of their inherent distribution features [3]. Without routing security, traffic in the 

AMI is not reliable. Hence, Zigbee Alliance released a standard to address this problem based on 

Zigbee Pro and 802.15.4 standards [36]. Bennett and Wicker [36], however, argued that the 

conventional Zigbee protocol would suffer from severe delays due to the multi-tier feature of the 

cluster tree based routing strategy. Specifically, if a meter polled 11,250 bytes of data (88 

packets) every 15 minutes under 802.15.4 context with a maximum data rate of 250 kbps, then 

the meter only had 4 milliseconds to deliver a packet, which would become even shorter when 

sending additional control messages or retransmission. To speed up the transfer rate, the authors 

suggested adding a new layer between layers 2 and 3 of Zigbee networks. This layer would use a 

modified multiprotocol label switching (MPLS) layer 2.5 protocol to decrease end-to-end delays. 

In addition, they suggested that the routing protocol in Zigbee networks should be pure AODV 

(Ad Hoc On Demand Distance Vector), which could significantly shorten the time required to 

establish a path. Through an in-depth study of the AODV protocol, the authors also found that 

this routing mechanism would easily suffer from “black hole” attacks [36] that discard path 

establishing messages. To address this problem, they proposed the solution of establishing a 

dedicated path between the two communication principals (as shown in Fig. 2.5). Simulation 

results in [36] indicated that these recommendations could improve the network throughput 

enough to meet the meter reading requirements. 
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2.1.2.3. Dispatching and Management Issues 

 
Table 2.4. Cyber Security Issues on Dispatching and Management 

Key Words Potential Problems Possible Solutions 

SCADA 
/ 

EMS 
/ 

DMS 

• Distribution control commands and access logs 
are critical. Intercepting, tampering, or forging 
these data damages the grid [3, 30, 39, 54-59]. 

• Synchronizing time-tagged data in wide areas is 
essential; without it the safety and reliability of 
the SCADA system cannot be achieved [3, 20]. 

• Every decision of SCADA comes from analysis of 
raw data with reasonable models. Improper 
models may mislead operator’s actions [3]. 
Different vendors using distinct SCADA models 
will disrupt the consistency of the grid [3, 17]. 

• EMS load management provides both active and 
passive control. Inconsistent agreement on load 
control may cause unwarranted outages [3]. 

• DER management includes load forecasts. False 
forecast may misguide DMS’s decisions [3]. 

• Ensure commands and 
log files are accurate 
and secure [3]. 

• Use a common time 
reference (GPS time-
stamped) for time 
synchronization [32]. 

• Sign a contract with 
the utility company 
that allows the DER to 
be used for load 
support [3]. 

• Adopt multi-layer 
intrusion detection 
[30]. 

Asset 
Manage 

• When assets need to be replaced, unplanned 
outages and equipment damages could occurs [3]. 

• Compatibility problems could emerge while 
integrating legacy devices into the grid, which 
may cause the system to fail or malfunction [1, 3]. 

• Maximize the life-cyle 
of assets via operators’ 
cooperation [3]. 

• Back-up data mart [3]. 
• Enabling backwards 

compatibility [3]. 

Cipher 
Key 

Manage 

• Data encryption and digital signatures are required 
in sensors to secure communications. Most of 
existing cryptographic scheme lack of efficiency 
under limited space and computation [3]. 

• Access and communication may occur across 
different domains [43]. To manage their own 
credential keys in different areas is difficult, 
especially in a national wide senario [3]. 

• Device or system may be “locked out” when an 
emergency occurs [3]. 

• Use PKI for key 
management [17, 27]. 

• Adopt IBE for 
Encryption [43]. 

• Design hierarchical, 
decentralized, and 
delegated schemes, or 
their hybridization [3]. 

• Design a bypass means 
for emergency while 
remaining secure in 
daily operations [3]. 

Real-time 
Operation 

• Some applications (e.g., real-time process) must 
meet limited time constraints. Increasing 
interoperability may cause unbounded and 
uncontrollable delays of the power system [3, 30]. 

• Minimize and make 
predictable timing 
impacts of security 
protections [3]. 
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Dispatching and management issues in the smart grid mainly present in its SCADA 

system (refer to Table 2.4). Smart grid can be regarded as a combination of several micro grids 

[11]. Each micro grid operates autonomously within its local SCADA system and interacts with 

others like “Island Functionality” or “Islanding.” Meanwhile, all micro grids will be controlled 

by a central master SCADA system in which every local SCADA acts as a slave controller 

providing energy related information to the central controller. This framework ensures reliability 

of the grid and thus has been approved by the IEEE-1547 standard. Traditionally, those SCADA 

systems are isolated and controlled by authorized personnel. Most of them lack real-time control 

and monitoring capabilities [32]. Until recently, GPS time-stamped (in milliseconds) phasor 

measurement units (PMUs) offered a solution to this problem. To address the clock 

synchronization problem in the distributed context, the NTP (Network Time Protocol) and the 

IEEE 1588 standard are adopted [40]. This increased interoperability, however, makes them 

more accessible to public users, which inevitably increases the risk of the system being 

compromised as follows:  

1) Take down the server: If the IP of the SCADA server and the network path are known 

to the attacker, the server can be easily taken down by the DoS attacks or by simply deleting the 

system files. These attacks can cause a major danger to future services as well. 

2) Gaining control over the system: This is achieved by planting a Trojan or by backdoor 

entry into the system registries. This is the highest scale of security threat, by which a false alarm 

and manipulated controls can be generated and sent to RTUs causing large scale collapses. 

3) Stealing corporate data: These problems occur if the enterprise security level is poor 

and the software architecture used is not highly capable. The corporate data can be stolen from 

the database for the internal rivalry between the competing service providers. 
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4) Fiddling with billing information: Intruders might access the billing and other financial 

information from the system to get the details, which can later be misused and can cause major 

problems to the consumers. A powerful firewall is needed to protect the servers. 

5) Key logger software: Attackers generally tend to use the logged key strokes of the 

system keyboard and gain access to the system passwords and usernames. 

6) Gain competitive advantage: Attackers from one service provider generally tend to 

access the data of the others to get to know their strategies and thus orient their planning in a way 

that they would eventually benefit in a competitive environment. 

7) Misuse the SCADA servers: to attack the other servers in the system and gain access 

information to the valuable information from the utility companies. 

8) Manipulate mathematical data points: to off track the utility operators, who then tend 

to detect a false alarm and tend to shutdown or rescale the system causing unnecessary latencies. 

9) Change user logged data in a distant and remote DBMS: this can affect the innocent 

users as well as the utility companies. 

For example, an attacker can attack the power grid by attacking the energy management 

system (EMS) [58] via faking meter data and misleading EMS by the state estimator to make bad 

decisions. Papers [54-59] studied stealthy false-data attacks against state estimators located in 

control centers in power systems. The authors in [54] first studied the attack, and authors in [55-

57] further extend their work. In [56], quantified security metrics are adopted to measure the 

difficulty of conducting a stealth attack against measurements. In [55], encryption was used to 

protect a state estimator from attacks. In [57], a security index was presented based on [56] and a 

protection scheme was proposed to further encrypt measurements to achieve maximizing their 

utility in terms of increased system security. The authors in [58] adopted a graph theoretic 
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approach to detect and localize attacks of state estimations. For those unobservable data attacks 

(i.e. meter access restriction), a polynomial-time complexity algorithm is presented to find a 

minimum size of compromised meters that is required. In [59], effects on the electricity market 

caused by the attack are discussed. From an economic view, the authors point out that such 

attack can manipulate the nodal price of Ex-Post market, which may bring financial profit to the 

attacker. However, no relevant countermeasure is presented. 

The authors in [52] proposed a multilevel framework for a trust model for smart grids 

with distributive control systems, and the scheme migrates against widespread failures when 

control system components themselves are compromised. In order to limit the access right only 

to authorized personnel, Cheung et al. [24] have proposed a smart grid role-based access control 

(SRAC) strategy. In this strategy, each micro grid is divided into several sub-domains according 

to its functionalities and energy resources. The local SCADA system acts as a gateway to 

authorize access privileges to both local and foreign domain users with predefined security 

policies and role constraints. In the SRAC model, a user may be assigned several roles with 

different authorities and functions across the grids. A role could share its responsibilities with 

other roles. The role hierarchy can be organized and stored as a tree structure, in which the 

“parent” role directly inherits all the privileges of its “children” roles. A corresponding XML 

(Extensible Markup Language)-based security policy has been developed to simplify SRAC 

security management. Nevertheless, the authors have not clarified the details of the SRAC 

administration and authentication procedures in [24]. To achieve this goal, Hamlyn et al. [26] 

proposed the following constructive suggestions for the SRAC implementation: 1) use state-of-

the-art digital credential technologies to verify all access requests; 2) check the reliability and 

trustworthiness of each request before issuing any certificate to the user. For the above two 
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suggestions, a flexible, robust, and efficient key management strategy is required. Years of 

research on securing IT communication systems tell us that deploying symmetric keys into a 

large number of devices can be expensive and unreliable [27]. Contemporary trust management 

technologies should be customized specifically for the smart grid communication system [27]. 

Metke and Ekl [27] believe that PKI technology is the best key management solution for the 

smart grid. In the current power grid, four relevant technical factors are discussed for PKI 

implementation: 1) PKI standards, 2) automated trust anchor (TA) security, 3) certificate 

attributes, and 4) smart grid PKI tools [27]. First of all, establishing a set of smart grid PKI 

standards is critical for device manufacturers and power service providers. Those standards 

should specify the security policies, PKI practices, and certificate formats. Second, they should 

ensure that each smart grid device has correct TA information [27]. One possible approach is to 

use a factory preload certificate. Every time they install a new device, the smart grid operator 

will authenticate it with a root certificate by using the manufacturer’s TA transfer tool. Then the 

device’s TA information will be securely stored in a local policy database. Third, certificate 

attributes should not involve the participation of security severs because of their unreachable 

situation. Thus, local policy attributes and local certificate statuses are required. Finally, they 

must build relevant smart grid PKI tools to ease the management of PKI components [27]. This 

process can be accomplished by modifying existing PKI operation tools. 

A good example to deploy PKI technology into the smart grid is proposed by Hayden et 

al. [43]. By using an identity-based cryptograph (IBC) method, they addressed the 

confidentiality and authenticity issues in an AMI communication network. Based on their 

implementation results, they argued that this design did not require a complex setup procedure 

and was scalable in terms of small packet overhead (128 bytes). However, this mechanism 
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requires a central key-generating server to distribute a private key for a certain device or a user. 

Thus, key management is still an issue for regional and national wide deployment. 

 

2.1.2.4. Anomaly Detection Issues 

 

Table 2.5. Cyber Security Issues on Anomaly Detection 

Key Words Potential Problems Possible Solutions 

Temporal 
Information 

• Unsecured time information may be used 
for replay attacks and revoked access, 
which has a significant impact on many 
security protocols [3, 36]. 

• Timestamps in event logs may be tampered 
by malicious people [3]. 

• Use phasor measurement 
units to ensure accurate time 
information [3]. 

• Adopt existing forensic 
technologies to ensure 
accurate temporal logs [3]. 

Data & 
Service 

• RTUs may be damaged in various ways. 
The accuracy of transmitted data and the 
quality of services therefore can not be 
guaranteed [33]. 

• Utilize fraud detection 
algorithms and models used 
in credit card transaction 
monitoring [3]. 

 

Reliable operations of the smart grid require accurate and timely detection for anomalous 

and outliers events [3] (as shown in Table 2.5). Ways of detecting and coping with errors and 

faults in the power grid need to be reviewed and studied in a model that includes systematic 

malicious manipulation [3]. 

To meet the criteria for automated fault analysis in the smart grid, several studies were 

undertaken [34, 35], many of which are still on-going. These include 1) a concept for detecting, 

classifying, and mitigating cascading events based on local and system-wide monitoring data; 2) 

implementing an optimal fault location algorithm that uses data from substation IEDs, as well as 

data from the SCADA PI Historian and simulation data from short circuit programs; 3) 

developing a risk-based asset management methodology for maintenance scheduling that takes 

into account condition-based data captured by substation IEDs; 4) proposing an intelligent alarm 
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processor approach to take advantage of enhanced protective relay data in explaining cause-

effect relationships between alarms; 5) a neural network based protective relaying scheme that 

enables simultaneous enhancements in dependability and security of transmission line protection. 

Pang et al. [33] proposed a multi-agent based fault location algorithm for the smart grid. 

In their model, every smart distribution unit is regarded as an agent, and all agents construct a 

multi-agent system. There are three types of agents: node agent, control agent, and database 

agent. The node agent is typically bounded with an IED that locates at a feeder node of a smart 

grid. It can collect transient zero voltage and current signals and calculate the transient reactive 

power in selected frequency bands (SFB). This calculation result will be shared among different 

neighboring node agents. According to the transient reactive power of this node and the transient 

reactive power of the neighbor node, the node agent can judge whether the feeder section 

concluding this node is faulty or not. The control agent is located at the control centre of a smart 

grid. It can receive the fault information from node agents and send the control command to node 

agents and trigger the alarm device when a fault occurs. Meanwhile, it can manage fault data in 

database agent to print, display the fault data, and so on. The database agent is responsible for 

storing fault data and the control command [33]. When one feeder is fault, every agent obtains 

transient zero voltage and current and computes transient zero reactive power in special 

frequency bands. Through communication and collaboration among agents, all fault information 

is shared. According to comparing amplitude and direction of transient zero reactive power 

between neighbor nodes, the fault section is located. 

In [63], the authors explored the threats model and constraints of the AMI and then 

analyzed the requirements for host intrusion detection design. They claimed that the best IDS 

choice for AMI is specification-based detection, which is defined as “identifying deviations from 
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a correct behavior profile predefined using logical specifications.” The paper only gives a 

guideline for architectural design. More intensive study is required to complete this work. 

 

2.1.2.5. Other Issues 

 

Table 2.6. Other Cyber Security Issues on Smart Grid 

Key Words Potential Problems Possible Solutions 

Demand 
Response 

• Tampering with information of real time 
pricing (RTP) may cause financial and legal 
problems [3, 25, 30, 59]. 

• Malware may infect the grid, indicating false 
trend of supply and demand. This causes 
substantial damage to the power delivery 
system [27, 32, 48]. 

• Deploy trusted comput-
ing platforms [27]. 

Protocols & 
Standards 

• Existing protocols may have some inherent 
security flaws [30, 32]. 

• Set secure standards for 
the grid automation and 
communication [29]. 

 

Other cyber security issues on smart grid are shown in Table 2.6, where most researchers 

focus on vulnerabilities in existing power grid’s protocols and standards. In this subsection, we 

give two examples to show how to improve and secure current protocols and standards.  

Virtually all modern data communication protocols adhere to a messaging protocol that is 

well documented and available in the public domain. The DNP protocol is widely used by 

electric utilities throughout North America. The DNP protocol specification can be attained for a 

nominal user fee. Using these documented protocols allows an intruder to do reverse engineering 

of the data acquisition protocol and exploit the protocol using a “Man-in-the-middle” attack. The 

adverse effects could include sending misleading data to the field device or control center 

operator resulting in 1) financial loss if the attack leads to excess generation output; 2) physical 
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danger if a line is energized while linemen are in the field servicing the line; 3) equipment 

damage if control commands sent to the field result in overload conditions [30]. 

Another issue involves information communication standards. IEC 61850 is a popular 

standard that specifies interoperability technologies and data formats for communication in the 

domain of power automation [29]. Authors in [67] proposed a prototype multicast system 

SecureSCL (Secure Substation Configuration Language) to handle publish-subscribe 

relationships in IEC 61850 power substation networks. It is a cross-layer design that secures the 

inter-substation communications by using IPsec multicast. Besides, the authors also developed a 

tool to detect multicast configuration anomalies. Preliminary experiment results show that their 

work can meet the latency requirement of power substations. 

IEC 62351 is a support standard for IEC 61850 that particularly focuses on security and 

technical requirements of vendors. Fries et al. [29] gave an overview of both documents and 

pointed out that IEC 62351 should be updated due to some new use cases in the smart grid. 

Those use cases are mainly derived from customer participation and demand response in the grid. 

According to the results of the IEC 62351, the authors argued that the MMS and XML should be 

further improved to ensure the integrity of the application layer. As depicted in Fig. 2.6, when a 

central command is forwarded by an intermediate substation, the current MMS version in IEC 

62351 is unable to ensure its integrity in the application layer. To address this problem, the 

authors proposed a possible solution by adding a “Cryptotoken” to the command packet. First, it 

establishes a TLS connection on every hop with corresponding session keys on the transport 

level. Second, it establishes an end-to-end communication channel on the application level and 

negotiates the session key during the handshake phase. Third, it uses this session key to secure 

all subsequent traffic. Through these steps, integrity in the application layer is achieved.  
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Fig. 2.6. Enhanced MMS protocol in IEC 62351 [29]. 

 

2.1.3 Privacy Issues on Smart Grid 

 

Intelligent control and economic management of energy consumption require more 

interoperability between consumers and service providers. Unprotected energy-related data will 

cause invasions of privacy in the smart grid. In particular, radio waves in AMI may disclose 

information about where people were and when and what they were doing [23]. Failure to 

address privacy issues in the smart grid will not be accepted by regulators and customers. In this 

section, we will give a brief overview of current studies on privacy issues in the smart grid. 

 

2.1.3.1. Personal Information 

 

Personal information is any recorded information that can identify an individual directly 

or indirectly [3, 12]. Besides one’s name, biographical, and contact information, it may also 
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involve personal choices, social activities, health problem, or any economic, physical, or mental 

information derived from the above, and information about other relatives [12]. Considering in 

the smart grid context, any type of energy use data that links to personal information should be 

secured and monitored in a proper way. NIST guidelines [3] have provided a list of personal 

information that may be available through the smart grid as follows: 

1) Name: responsible for the account. 

2) Address: location to which service is being taken. 

3) Account Number: unique identifier for the account. 

4) Meter Reading: kW, kWh consumption recorded at 15-60 minute intervals. 

5) Current Bill: current amount due on the account. 

6) Billing History: past meter readings and bills, including late/failure to pay history, if any. 

7) HAN: in-home electrical appliances. 

8) Lifestyle: when the home is occupied and it is unoccupied, when occupants are awake and 

when they are asleep, how many various appliances are used, etc. 

9) DER: the presence of on-site generation and/or storage devices, operational status, net 

supply to or consumption from the grid, usage patterns. 

10) Meter IP: the IP address for the meter, if applicable. 

11) Service Provider: identity of the party supplying this account. 

 

2.1.3.2. Privacy Concerns 

 

In smart grids, energy consumption data obtained by a third party may disclose personal 

information without one’s permission. Besides establishing corresponding laws and regulations 
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to protect personal information in the smart grid, we also require a secure mechanism to prevent 

privacy violation from breaching local data and remote copies. According to the study of NIST 

[3], four typical areas of privacy concern in the smart grid are presented as follows: 

First of all, fraud should be considered, especially when energy consumption is attributed 

to a different location (e.g., in PHEVs’ case) [3]. The metering system (either physical recording 

or electronically and remotely metering systems) should not allow any personnel abuse or 

modify the collected data [3]. In particular, NIST’s report [3] has analyzed two relevant privacy 

use cases in detail. One case is about a landlord with tenants who have PHEVs that require being 

charged separately. For the purpose of preserving the privacy of the tenants, utility is involved to 

authenticate communications between the smart meter and PHEVs through a secure line and 

energy services communication interface (ESCI) provided by the utility and/or vehicle 

manufacturer. Another case is regarding PHEV general registration and enrollment process. In 

order to complete initial setup for PHEVs, NIST believes that utilities should offer the following 

services to customers: 1) enrollment, 2) registration, 3) initial connection, 4) ability to repeatedly 

re-establish connection between a utility and PHEV, 5) ability to provide a PHEV tariff or 

charging status information to customer interfaces, and 6) correct bill. 

Second, data in the smart meter and HAN could reveal certain activities of home smart 

appliances [3]. In addition, it is can be used for tracking specific times and locations of energy 

consumption in specific areas of the home, which may further indicate the appliances used 

and/or types of activities. For example, appliance vendors may want this kind of data to know 

both how and why individuals used their products in certain ways. Such information therefore 

could impact appliance warranties. Meanwhile, other entities may need this data to conduct 

target marketing. Georgios et al. [44] designed a system that utilized a power router and a 
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rechargeable battery to hide or obscure load signatures in a home area. In this system, they 

assume that the home will have several energy storage and generation devices in the future. 

Through a power router, appliance load signature or usage pattern will be moderated and thus 

cannot be recognized and tracked by a malicious intruder. They have further improved this 

model in [65] and named it as ElecPrivacy. Besides, a number of privacy measurement 

approaches are provided for this model in [65]. 

Third, obtaining near-real-time data regarding energy consumption may infer whether a 

residence or facility is occupied, where people are in the structure, what they are doing, and so 

on [3]. Authors in [60] proposed a data aggregation approach for all level meters based on 

spanning tree topology. By using homomorphic encryption method, data is secured all the way 

from home meters to the data center. It can well protect the privacy of the individual power 

usage according to their analysis and evaluation in [66]. In [62], researchers pointed out that 

customers would possibly deploy a separate measurement device at home to better monitor their 

power usage. The redundant meter data, if transmitted in an unsecured wireless line, could leak 

customer’s information to an eavesdropper. By compressing the data to a rate below its entropy, 

the authors in [62] proposed a coding method that well addressed this problem. 

Fourth, personal lifestyle information derived from energy use data could be valuable to 

some vendors or parties [3]. For instance, vendors may use this information for targeted 

marketing, which could not be welcomed by those targets. The beneficial information may be 

revealed by new technologies like smart meters, time of use and demand rates, and direct load 

control of equipment. They could be further sold and used for energy management analysis and 

peer comparisons. Costas et al. [45] proposed an escrow-based anonymization scheme to prevent 

personal information from being tracked by unauthorized third parties. They categorized 
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metering data into two parts: “high-frequency” and “low-frequency.” Then corresponding setup 

and communication procedures were designed for each type of data. Those procedures are both 

regular PKI authentication approaches. Since the anonymity degree of the system depends on the 

size of the “anonymity set,” to widely deploy such a scheme requires a further investigation. 

In addition, two aspects of personal data need to be considered in the review of existing 

laws and regulatory policies to ensure [3]: 1) granular and available data is on use of individual 

appliances by time and location; 2) public awareness of contractual agreements about data 

ownership and what may be revealed about people’s daily activities. 

 

2.1.3.3. Recommendations 

 

NIST has delivered a report [3] on the consumer-to-utility privacy impact assessment 

(PIA) of the smart grid. Ten potential design principles are proposed to address privacy issues:  

1) An organization should ensure that information security and privacy policies and 

practices exist and are documented and followed. Audit functions should be present to 

monitor all data accesses and modifications. 

2) Before collecting and sharing personal information and energy use data, a clearly-

specified notice should be announced. 

3) Available choices should be presented to all users. Organizations need to obtain users’ 

consent or implied consent if it is not feasible, with respect to the collection, use, and 

disclosure of their personal information. 

4) Only personal information that is required to fulfill the stated purpose should be collected. 

Treatment of the information should conform to these privacy principles. 
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5) Information should only be used or disclosed for the purpose for which it was collected 

and should only be divulged to those parties authorized to receive it. Personal information 

should be aggregated or anonymized wherever possible to limit the potential for computer 

matching of records. Personal information should only be kept as long as is necessary to 

fulfill the purposes for which it was collected. 

6) Individuals are allowed to check their corresponding personal information and to request 

the correction of perceived inaccuracies. Personal information data subjects should be 

notified about parties with whom personal information has been shared. 

7) Personal information should be used only for the purposes for which it was collected. 

Personal information should not be disclosed to any other parties except for those 

identified in the notice, or with the explicit consent of the service recipient. 

8) Personal information in all forms should be protected from unauthorized modification, 

copying, disclosure, access, use, loss, or theft. 

9) Organizations should ensure the data usage information is complete, accurate, and 

relevant for the purposes identified in the notice. 

10) Privacy policies should be made available to service recipients. They can challenge an 

organization’s compliance with their state privacy regulations and organizational privacy 

policies as well as their actual privacy practices. 

Cavoukian et al. [12] presented the conceptual model “SmartPrivacy” to prevent potential 

invasions of privacy while ensuring full functionality of the smart grid. In the case of utilities 

providing personal information to a third party with the express consent of an individual, the 

following are examples of SmartPrivacy defaults that offer greater protection of privacy: 



 

43 
 

• The information provided to third parties should be minimized such that it only fulfills 

the purpose of relevant services. 

• When data is transmitted, the risk of interception arises. Appropriate and secure channels 

of transmission between different communication protocols are required to ensure strong 

privacy protection in the smart grid. 

• Anonymize identity if possible. When sharing data with a third party, consider using a 

pseudonym that an individual would be permitted to reset at any time. 

• Third parties should not request information from the utility about consumers, or 

consumers must be able to maintain control over the type of information that is disclosed 

to third parties by the utility. 

• Third parties should agree not to correlate data with data obtained from other sources or 

the individual, without the consent of the individual. 

 

2.2  Medical Sensor Network 

 

Medical sensor network (MSN) is a wireless telemedicine platform where the patient’s 

physical status is delivered and monitored. The telemedicine can be defined as an information 

technology that enables doctors to perform medical consultations and diagnoses away from 

patients [68, 79]. That is, doctors can remotely examine patients by viewing and asking 

symptoms via monitors and sound devices and gather physiological data through 

telecommunication. Conventional telemedicine systems are designed to be used at particular 

facilities and can rarely be moved to other places. Since recent wireless sensor network (WSN) 
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technology has allowed people to carry medical kits to patients’ homes and set them up there, 

current systems, such as MSN, are inevitably more compact and simpler than conventional ones.   

In a typical MSN, the patient is equipped with multiple medical sensors and wearable 

devices. These appliances are used for recording the patient’s physical status and delivering that 

information to the monitor center (or central workstation). At the monitor center, all data (e.g., 

medication intake, medical records) will eventually reveal patient’s real-time situation by using 

professional software [69]. Once an abnormal signal has been detected, doctors or nurses may 

take further actions on that particular patient (e.g., remind him/her to take pills immediately via 

telephone). In practice, ECG (Electrocardiograph) signals play a very important role for the 

MSN system. Each piece of ECG data may carry significant medical information [69]. Data error 

or loss is not tolerated. Fortunately, scholars and researchers have already explored a way to 

deliver a continuous and stable ECG signals in a radio-based wireless network [69]. 

 

 

Fig. 2.7. A typical ECG trace [71]. 

 

An ECG is used for detecting abnormal heart rhythms, excessive tensing of the heart 

muscle, and blood and oxygen supplies [68]. Since the heart muscle’s movement is initiated by 
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electricity as an electrically mechanical pump, this electrical activity can be captured by surface 

sensors (electrodes) connected to an ECG recorder [70]. A commonly used ECG recorder comes 

with 12-15 leads with electrodes [68]. Those leads are fixed on the patient’s body (e.g., put on 

chest, arms, and right leg) and collect both the cardio rhythms and the heart’s electrical impulses 

over a short period of time [69]. After that, software running on an ECG recorder will amplify 

these transferred electrical signals and visualize them on the display of the system or on a rolled 

paper [69]. Fig. 2.7 shows an example of a typical ECG trace, which has three major parts: a P 

wave, a QRS complex, and a T wave [71]. The P wave corresponds to an electrical signature 

which causes a trial contraction; the QRS complex represents the current that causes contraction 

of the ventricles; and the T wave reflects the ventricles’ depolarization [71]. The presence or 

absence of these waves, including the QT interval and the PR interval shown in the figure, are 

meaningful parameters in screening and diagnosis of cardiovascular diseases [71]. 

There are several options of the ECG system for MSN to choose. They have different 

lead placements which range from 3-lead to 12-lead [71]. The 3-lead system is non-diagnostic 

and is meant for rhythm interpretation, while the 12-lead system is diagnostic [71]. Although the 

12-lead system provides a more thorough coverage of ECG functionalities, it is also more costly, 

both financially and in terms of transport time [71]. Hence, a 3-lead system is the preferred 

choice for our design. 

 

2.2.1 MSN Architecture 

 

In the context of wireless telemedicine, two portions of the wired connections of the 

conventional telemedicine systems will be replaced by the wireless network connectivity: One is 
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a connection between the local base station which will aggregate patients’ vital data from several 

medical peripherals locally, and existing phone lines; the other is a connection between the local 

base station and medical peripherals that establishes the medical sensor network (MSN) [68]. 

 

 

Fig. 2.8. Wireless telemedicine system architecture [68]. 

 

By utilizing these two wireless connections, it becomes possible to exploit two types of 

wireless configurations. The first is to employ the wireless connectivity in only the former part of 

the connection, i.e., between the local base station of the telemedicine kit and existing phone 

lines, as shown in Fig. 2.8. In this configuration, the portability of telemedicine kits will be 

enhanced to allow medical practitioners to carry them to patients’ homes and make medical 

consultations away from the telemedicine facilities. Since this wireless communication will be 

made up by the wireless local area networks (WLANs), e.g., the IEEE 802.11 standard, the 

wireless access points are required to be within the range of the radio transmission. Alternatively, 

this wireless connection is replaced by a wireless wide area network (WWAN). In this case, 
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extra wireless network units, e.g. a modem or a particular PC card, are required to establish the 

WWAN connectivity. There also need to be companies to offer the WWAN connectivity. 

The other configuration is to allow the wireless telemedicine kits to involve both of the 

aforementioned wireless connections, that is, between the local base station and medical 

peripherals as well as a wireless connection between the local base station and existing phone 

lines, as shown in Fig. 2.9. In this configuration, since patients are comparatively free from the 

wires connected to the local main station when within range of the radio transmission, they can 

easily move around without disturbing the data sampling. The MSN connectivity will be 

established by the IEEE 802.15.1 or IEEE 802.15.4 [68]. The wireless transmission ranges will 

be shorter than those of the WLAN. 

 

 

Fig. 2.9. Medical sensor network architecture [68, 77]. 

 

The MSN architecture is basically broken down into three tiers, as shown in Fig. 2.9 [68, 

77]. It mainly consists of the sensing tier, the Graphical User Interface (GUI) and Data 

Processing (DP) tier, and the database (DB) tier [78]. 

1) Tier One: Wearable Physiological Sensors 
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The first tier is mainly responsible for sampling the patient’s vital signals. This tier 

includes wearable medical sensors, such as a wearable pulse oximeter, ECG sensor, and blood 

pressure sensor [77]. These vital sensors that are integrated with a mote continuously monitor the 

patient’s physiological signals and transmit them in real time to the local client devices, such as 

PDA’s, which are integrated with the receiving mote. Basically, the local client devices are 

locally used by the medical practitioners. In addition, these wearable sensors have onboard 

memory so that one practitioner will temporally store the patient care records (PCR) and another 

practitioner will load these records when taking over the patient [76]. 

2) Tier Two: Personal Server Running on Intermediate Terminals 

The second tier mainly interfaces with several medical sensors in tier one and the medical 

personnel. It is also responsible for data communications with the medical server or base station 

and the database at the hospital. A goal of tier two is to achieve the aggregation of data from the 

medical sensors, human manual input, flexible user interface configuration, and rule-based user 

input [78]. Tier two usually deploys a variety of local client devices, such as PDA’s and tablet 

PC’s, which run the PS that is designed to achieve the aforementioned prospects and has a user-

friendly interface that will transact physiological signals and communicate with the medical 

server (the base station). Usually the data transmission between physiological sensors and the 

client devices relies on the short range wireless local network connectivity, such as IEEE 

802.15.1 and IEEE 802.15.4, and this connectivity establishes the MSN around patients [68]. 

The PS (Personal Sever) usually provides the audio and user-friendly GUI that helps 

manual inputs of clinical data and gives early alerts of patient degradation [68]. In the context of 

the user-friendly GUI, some applications, such as iRevive, employ the meta-data driven 

approach that will allow users to set up the GUI layout in running time and the rule-based 
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approach to show procedures of data collection in particular medical cases and the relationships 

among sampling data [78]. These topics will be explored in later sections. 

3) Tier Three: Medical Server (Database) 

Tier three is responsible for aggregating and managing patient care records (PCR) and 

assigning network channels to the local client devices [77]. For example, in the iRevive 

architecture, this tier preserves three kinds of data: the PCRs, the meta-data, and the predefined 

medical rules [78]. The PCR including the patient’s physiological data will be stored in the local 

database. It will also be available to various authenticated people, such as emergency department 

personnel, incident commanders, and medical specialists, by employing secure web portal 

technology [76]. The meta-data includes the entry modules for the GUI of the personal server, 

and the rules are the meta-data defining the procedure of the medical data sampling. Such 

clinical results can be used for further research in the field, and this medical history can be 

applied to current clinical operations as well [68]. Moreover, in the iRevive architecture, when 

updating the PCR to or downloading them from organizational data repositories, the data 

transfers are subject to the Health Level 7 version 3 (HL7v3) data exchange standard [78]. 

 

2.2.2 Wearable Medical Sensors in MSN 

 

Recent progress of sensor technology enables miniature, light weight, low-power, low-

cost wireless transceivers, or motes, to be commercially available. The motes have the basic 

functionality of sensing, processing, transmitting, and receiving data, and typically are used for 

the vehicle tracking or habitat monitoring of ducks [75]. These miniature transceivers are now 

ready to be used in medical applications by being integrated into several medical devices. 
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Wearable medical sensors are built in a wearable patch, bandage, or pair of shoes that 

integrates a mote and a variety of medical sensors collecting patients’ physiological data in real 

time [68, 79]. They can establish the MSN around patients. The goal of the wearable medical 

sensors is to accomplish non-obtrusiveness of the medical sensors in patients. So, even though 

patients wear a couple of medical sensors for an extended time period, they will have little 

feeling that they are wearing such medical devices. Also, this non-obtrusiveness will gain 

freedom of mobility of patients during the medical data collections. Fig. 2.10 shows an example 

of medical treatments in an emergency case [76]. It is designed to support patient monitoring, 

patient record generation, and remote patient record review for emergency cases and mass 

casualty disasters. 

 

 

Fig. 2.10. Patient information flow [76]. 
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During emergency cases, EMS (Emergency Medical Service) crews will distribute 

medical care kits with several wearable medical sensors and a mote with a wrist strap to each 

patient. A mote will be wrapped about the patient’s wrist, and medical sensors will be placed on 

appropriate parts of the patients. Medical sensors will record the patient’s physiological data in 

real time and automatically transmit them to the local base station, e.g., a laptop PC or PDA, 

which runs the PS (Personal Server) occupied by the EMS crew [76]. 

 

2.2.3 MSN Deployment Scenarios 

 

The MSN architecture can be configured in three ways in terms of the arrangement of 

wireless network devices in tier two [77]. Fig. 2.11 shows one of three scenarios in which the 

wearable medical sensors and the PS running on the local client devices can communicate 

directly through the short-range wireless network connectivity, such as the IEEE 802.15.1 or 

802.15.3/4, and the PS is connected to the home server by utilizing the WLAN connectivity, 

such as the IEEE 802.11 standard. The home server can usually establish communication with 

the Internet and send physiological data to the base station including some repositories at 

hospitals. Since the data transmission would occur on a regular basis, this type of wireless 

telemedicine architecture is suited for homes, the work place, or the hospital healthcare. 

 

Internet

WLANWBAN

 

Fig. 2.11. MSN scenario 1 [68]. 
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Fig. 2.12 adds slight modifications to the first scenario. In this type of architecture, the 

sensor network coordinator is directly integrated into the home server that runs the PS [77]. The 

patient’s physiological data captured by wearable medical sensors are directly transferred to the 

home server through the short-range wireless network connectivity. Then this data is sent to the 

base station at hospitals through the Internet. This configuration is thus suited for home 

healthcare. However, although effectively cutting the cost of the client devices, this model can 

suffer from a higher energy consumption caused by requiring more RF output power and 

frequent retransmissions because of the low QoS. 

 

 

Fig. 2.12. MSN scenario 2 [68]. 

 

Fig. 2.13 shows another possible modification of the wireless telemedicine architecture, 

in which the portable devices running the PS, such as PDA’s or 3G cell phones, which can equip 

a Wireless Wide Area Network (WWAN) interface, can establish communication with the 

medical server directly [77]. This configuration can allow the patient’s condition to be 

continuously monitored locally, while patients can continue their lives as usual. Thus, doctors 

will be alerted immediately only when patients fall into critical conditions. This model is 

therefore suited for in home rehabilitation. 
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Fig. 2.13. MSN Scenario 3 [68] 

 

2.3  Accountability 

 

Accountability has been defined in several ways. Bhattacharya and Paul in [74] claim that, 

“accountability broadly implies that transacting parties in a secure system should be made liable 

to what they (each, individually) did do, as well as did not do.” Ferreira et al. in [73] state that 

the main objective of accountability system is “to provide a means to verify, analyze, and 

investigate users’ actions,” and “to ensure procedures are correctly followed.” Generally 

speaking, in a computer system, accountability may be referred to holding a user accountable for 

all his/her actions on this computer. Actions could be installing new software or accessing local 

database. In a computer network, accountability means that the system is recordable and 

traceable, thus making it liable to those communication principles for its actions. Every change 

in a local host or network traffic, which may be the most important or most desirable information, 

can be used as evidence in future judgment. Under such a circumstance, no one can deny their 

actions, not even the administrators or other users with high privileges. Together with some 

suitable punishments or laws in the real world, this will prevent a number of attacks. In this 

section, a brief overview of existing accountability technologies is presented. 
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2.3.1 Theory and Model  

 

Since the very beginning of researching accountability, people have proposed various 

systems and models without a formal definition. Hence, it becomes a problem to quantify an 

accountability degree in terms of performance or security level. To date, only a few works [84-

89] are presented to address this issue. 

In [80], Bella and Paulson adopt an inductive approach [81] to evaluate system 

accountability based on a formalized model. The key idea is to verify the evidence and fairness 

of the system. The result can be utilized for evaluating the accuracy of its accountable protocol. 

Two case studies are given: one is non-repudiation protocol [82] and another is certified email 

protocol [83]. The authors claim that both cases work well on their model. Just the certified 

email protocol provides weaker guarantees. 

Jagadessan et al. [84] present an accountability model based on three major components: 

discrete timed process algebra, I/O automata, and communicating sequential processes. It is able 

to question a communication principal who does not follow a pre-defined protocol specification. 

However, if the principal is dishonest, the model cannot provide a convincing evidence to against 

it. The same problem applies when the principal uses cryptography to encrypt its messages.  

My colleagues, Xiao et al. [85, 86], propose P-Accountability model to adapt the 

requirements of modeling a complex network and assess the degree of accountability in a fine-

grained manner. It mainly provides a qualitative framework to define the degree of system 

accountability from perfect accountability (i.e., p = 1) to no-accountability (i.e., p = 0). At the 

same time, Fu et al. [87] propose Q-Accountability, an accountable network logging model using 
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users’ accepted overhead (called Q-Accountable Logging by Overhead). The idea is to build the 

degree of accountability based on the acceptable overhead of the users.  

Küsters et al. [88] propose a general definition of accountability in both symbolic and 

computational interpretations. The authors define the accountability on two major aspects: 1) 

fairness – no correct principals will be suspected; 2) completeness – the principals who 

misbehaved, or at least some of them, will be suspected. Both symbolic and computational 

models are interpreted based on the above aspects. This definition can be used as an analysis tool 

to evaluate a given accountability protocol. Three case studies are analyzed: contract-signing, 

voting, and auction. 

Feigenbaum et al. [89] provide a formal accountability model based on event traces and 

utility functions. This is the first accountability model that considers anonymity issue. The 

authors argue that in certain scenarios, the correct principal will be in anonymous while 

misbehaviour one’s identity could be exposed. To some extent, this model is more general and 

potentially more widely applicable. 

  

2.3.2 Internet and Network Accountability 

 

Accountability in the Internet is all about the methods to identify, segregate, and penalize 

“bad behavior” [90]. Inherent property in the initial plan of the Internet is open belief, which all 

users and protocols are always relied upon, by means of its interconnected requirement of 

accountability. Such a representation of open belief allows malicious one to utilize exposures in 

the set of communication devices to commence a number of cyber attacks whilst benefitting 

from the relief of not being followed [90]. 
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Specifically, in a IP packet, the source IP address can be easily forged, in spite of 

firewalls [91], and surplus packets are capable of encroaching a host with simplicity, which is 

frequently fooled into unpremeditated “collaborator” (e.g., botnets), intensifying and dispersing 

assaults to a lot of other susceptible hosts [90]. To address this problem, many companies and 

organizations decide to protect their private networks by using technologies like Virtual Private 

Networks (VPNs), or firewalls to filter several kinds of packets. Apparently, such 

countermeasures are quite inadequate in their range or efficiency since intelligent worms or 

viruses know how to bypass firewalls [91]. Additionally, they are quite unyielding, and every 

now and then, they crack accessible applications and possibly obstruct the formation and 

operation of services and applications. 

There are a lot of deliberations in the networking organizations concerning how to protect 

and strengthen the existing Internet while preserving its open structural design and current 

standards. The Internet does not provide data on the fate of information that is being broadcasted 

[90]. As a result, when packets lose their way or are deferred, there is no clear method for the 

exaggerated parties to confine the setback plus repair it if it is confined, inquire for recompense 

if a service-level accord has been dishonored or still study from it. Inquisitive tools similar to 

traceroute would help to confine the network breakdown. On the other hand, they portray their 

terminations derived from the destiny of investigation and not the genuine interchange, which 

makes them susceptible to exploitation by transfer networks. Additionally, such gears frequently 

disclose the interior arrangement and direction-finding strategies of ISPs, and this gives the 

malicious one an opportunity to deliver their networks obscure to snooping [90]. Current 

researchers have directed their attention to creating a number of forms of accountability to the 

network service. One suggestion is that an “accountability provider” officially marks every 
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packet with a signature [90]. The signature knows how to be confirmed by ISPs throughout the 

length of the trail from the dispatcher to the recipient. Users might not be content with the idea 

that evidence of their communication is live even in the IP level, and yet, if it will not be exposed 

apart from the case of wrongdoing. It is known that this information is considered to be 

extremely susceptible by ISPs [90]. 

The main reason intruders are able to login is due to the minor flaws that are left 

undetected in each hosts. It is highly difficult to build a system with high security without any 

flaws. Even if such a system is built, it will be misused by intruders who are already in the 

system. The distributed recognition and accountability [92] algorithm is designed for this 

purpose. It provides a strong accountability for all individual in the network and to find the users 

who try to login with different user IDs in order to hides their identities. It also groups all the 

activities done by a single user based upon the network identifier. This algorithm has some basic 

assumptions, such as: it considers no loss of packets, synchronization with the network, etc. [92] 

 

2.3.3 Accountability in Distributed Systems 

 

Accountability has been a major concern in distributed systems recently. Once a failure 

occurs in a distributed system, it is important to know what is happened and who should be 

responsible for this event [82]. Currently, distributed systems face a variety of threats, which 

requires an innovative countermeasure to make the system dependable. Accountability is such a 

promising technology that could make it possible to reduce the threats and prevent new 

vulnerabilities in distributed systems. At the mean time, it also offers a dependable system by 

detecting and isolating threats [82]. 
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2.3.3.1 Byzantine Faults 

 

Distributed system could face a variety of threats. A classical one is called Byzantine 

Faults [93]. It can make a protocol or algorithm to arbitrarily deviate from its correct execution. 

In a typical case, a Byzantine fault occurs when a faulty communication principal damages its 

logical condition and sends random messages in order to destabilize the system [93]. Avoiding 

such kind of faults would have extra cost that could make the process unaffordable. A cheaper 

and comparatively efficient way is to detect Byzantine faults and to remove them from the 

system. In this case, each communication principal will be equipped with a detector. Once the 

detector finds the principal is abnormal, it will alert corresponding auditor application for further 

suitable measures. This has been a conventional fault detection method so far [93].  

By introducing the accountability into the fault detection process, a detector should not 

only detect the fault, but it should also know which communication principal has performed 

abnormal actions. In a case that a faulty principal is found, this detector should also let the whole 

system know about such information of that particular principal. This kind of accountable 

distributed system need to be complete and accurate. The complete means that whenever a faulty 

principal is found by a correct one, the system should generate legitimate evidence against it. 

The accurate means that there is no chance for the system to present any evidence against a 

correct principal. Opting faulty principals in a distributed system instead of masking is mainly 

because [93]: 1) the detection process requires less replication of principals; 2) the entire process 

is cheaper; 3) detecting faults facilitates a timely reaction to faults; 4) the presence of detectors 

reduces the likelihood of certain faults; 5) the system is recoverable due to backup snapshots; 6) 

detection plays a vital role in a system with multiple administrators. 



 

59 
 

 

Fig. 2.14. A simple exchange of message [93] 

 

Communication principals in a distributed system can be principally categorized as three 

types: a) correct, b) detectably faulty, and c) detectably ignorant. Fig. 2.14 explains these 

categories assuming principals A and C are always correct. The detectably defective and ignorant 

principals are those needs to be dealt with. If a detector on a correct principal finds an abnormal 

behavior on the other one, then it will propel a failure indication to all its corresponding local 

application processes. The indication falls into three forms: trusted, suspected, and exposed [82]. 

If an exposed indication appears, that means there is proof that a particular principal is faulty. If a 

suspected indication arises, it means we have an evidence to support the fact that a principal tries 

to ignore the requests. If none of the above two hold, it means all principals are trusted. In order 

to check all evidences of a detector, a PeerReview failure detector can be utilized [82]. 

 

2.3.3.2 PeerReview 

 

PeerReview [94] system is used for offering accountability in a distributed network. It 

generates secure log files in each communication principal that records all information traffic 
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sent and received by a distributed application process. The key idea of the PeerReview is to 

sustain a protected evidence (e.g., log file) of the behavior by every principal. Such evidence is 

used for supporting the principal performance diverges from that of a known suggested 

execution and therefore reveals defective nodes [94]. There are two phases involved to formulate 

an accountable distributed system with PeerReview. Firstly, it records every communication 

principal’s actions in a secure log file. The second step is to examine the recorded logs and to 

detect abnormal behaviors. In order to perform these actions, a perfect fault detector should 

possess ideal completeness and ideal accuracy.  

 

1) Assumptions and Protocols 

In order to provide accountability in a distributed system, PeerReview has to make 

certain reasonable assumptions and accordingly designs several protocols as its components. 

There are three most important assumptions in the PeerReview system [94]: 1) a message 

propelled from a single correct principal to another is in the end acknowledged if retransmitted 

often; 2) the hash function is used by the principals that are image and collision resistant; and 3) 

every principal uses public key cryptography to do user and/or message authentication. The 

protocols used by PeerReview are as follows [94]: 

• Commitment Protocol: It guarantees that the sender of every message acquires provable 

confirmation that the receiver of the message has logged the transmission. 

• Consistency Protocol: It guarantees that each principal in a distributed system keeps a 

secure and linear log with the aim of being reliable with every other authenticator the 

principal has challenged, or it is uncovered by another single proper observer. 
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• Audit Protocol: It guarantees that for each principal in a distributed system, the 

principal’s actions are dependable with the reference execution of its own state machine, 

or else, the principal is uncovered by at least one correct witness. 

• Challenge/Response Protocol: If a principal is failed to acknowledge a message, this 

protocol guarantees that the particular principal is alleged by at least one correct witness. 

• Evidence Transfer Protocol: It guarantees that all correct principals in a distributed 

system give a failure indication for every faulty principal. 

 

2) PeerReview Design 

PeerReview is an extended version of FullReview [94]. The main idea of FullReview 

design is that there is a dependable unit that can consistently and immediately converse with 

every other communication principal in the system. The membership of the system is static and 

every principal has the knowledge of the requirement of the complete system [94]. 

The FullReview performs as follows. Every message is sent via a reliable component, 

which in turn confirms that all correct principals monitor the identical regulation. In addition, 

every principal, i, maintains a log for every observed principal, j. All messages that were sent to 

or from a principal that observed are recorded in this log. Then, i makes sure that the entirety of 

its logs versus the system requirement. If principal i discovers that principal j has not up until 

now propelled the message, i must have sent in its most recent experiential state. After that, i 

doubts j in anticipation that the message is sent. If j has transmitted a message, it should not to 

have transmitted according to the condition; subsequently, i uncovers j [94]. 

There are a number of assumptions on which FullReview is based. We claim the most 

important among them are: 1) a formal system specification; and 2) a trusted and dependable 
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medium for communication. PeerReview is a derivative from the FullReview. According to the 

FullReview’s assumptions, it changes its own as follows: 

• Only a full copy of the log is maintained by every principal. Other logs are recovered 

whenever necessary.  

• Log consistency is maintained by “tamper-evident” logs and consistence protocol with 

the set of messages that it has traded with all correct principals. 

• Witnesses are those small sets of communication principals that are linked with each 

other. They assemble proof about the principal, check if it is correct or faulty, and 

ultimately make the consequences accessible to the remainder of the system. 

• A reference execution of the principal is used by the system for checking the logs for 

defective performance. 

• A principal that does not react to a few messages is handled with challenge/response 

protocol by the system. 

In order to put accountability into effect, PeerReview should maintain a protected record 

of the transmissions of every principal. In addition to this, it must have the ability to sense if that 

trace has been altered. PeerReview provides a record of such type by the means of a method 

stimulated by protected logs. A log is append-only, restraining every input and output of an 

exacting principal’s state machine in sequential order. The log as well holds episodic state 

snapshots in addition to several explanations from the detector module. It is essential to make 

certain that a node cannot put in an access to its log for a message that it has by no means 

acknowledged. Furthermore, the system would make sure that a principal’s log is complete. That 

is, it holds a record for every message that is either sent or received. As soon as a principal i, 

transmits a message m to principal j, i has got an obligation to transmit m. In addition, j should 
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consign to have acknowledged m. They get hold of an authenticator from the additional principal 

incorporated in the message and its acknowledgment, correspondingly. This authenticator 

envelops the equivalent log record [82, 94]. 
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Fig. 2.15. A hash chain with its linear log files [94]. 

 

A log record for an acknowledged message should comprise a corresponding 

authenticator; consequently, a principal cannot create log records for messages on any account it 

acknowledged. While i is getting ready to send m to j, it generates a log record and sends the 

product to j. Supposing the signature is not legitimate, j rejects m. Otherwise, j produces its own 

log entry and gives an acknowledgement to i. If i does not take delivery of a suitable recognition, 

i sends a negative acknowledgement to j’s onlookers. A defective node can make an effort to flee 

from discovery through observing in excess of one log or else a log with numerous undergrowths. 
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On the way to avoid this assault, the system use the information that a principal is capable of 

producing a linking log section for all pairs of authenticators that it has continually signed if and 

only if it preserves a distinct, linear log. If a principal i obtains authenticators from a different 

principal j, it should ultimately advance these authenticators to the observer set. As a result, the 

witnesses attain provable confirmation of the entire message j has sent or received. From time to 

time, every witness decides on the authenticators with the least and the maximum sequence 

number and dares j to go again to visit the entire log records in this range. If j is right, these log 

records figure a hash chain, as shown in Fig. 2.15, which restrains the hash values in all the 

supplementary authenticators. If they do not, it has acquired provable verification that j is 

defective [94]. 

 

2.3.4 Accountability Logic 

 

Logic proof has been widely used in the formal analysis of diversified protocols. It is 

regarded as an effective way to analyze the accountability of a secure system. To date, there is a 

wide body of literature [95-102] on accountability logic, most of which is designed for electronic 

transaction. BAN’s logic [95], which is known as the first logic in the analysis of secure 

protocols, can be used for authenticating and uncovering flaws. Nevertheless, it also generates 

controversy and confusion under certain conditions. Fortunately, this drawback has been 

addressed by Abadi and Tuttle in AT’s logic [96]. AT’s logic is developed from BAN’s, but it 

has more compatible logic and is easier to use than BAN’s. In 1993, Syverson [97] mentioned 

that both BAN’s and AT’s logic could not capture flaws caused by “casual consistence attack.” 

This is because not every participant holds consistent records of communication history. In order 
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to logically reveal such flaws, Syverson improved AT’s logic by adding temporal formalisms. In 

practice, however, it is hard to manipulate due to the complexity of the AT basis. In 1995, 

Stubblebine [98] introduced a notion of recent-secure authentication into the previous logic. His 

logic involves three temporal properties: at, notbefore, and notafter. These time properties are set 

as constraints for the participant’s authentication. Later, Stubblebine and Wright (SW) [99] 

extended BAN’s logic for a better temporal description based on Syverson’s work. Accordingly, 

the three temporal properties of SW’s logic are: 1) at a certain time t, 2) at a certain time between 

t1 and t2, and 3) at all times between t1 and t2 [99].   

In addition, Kailar [100] proposed accountability logic for electronic commerce protocols, 

such as payment protocols and public key distribution protocols. He defines accountability as a 

property whereby the association of a unique originator with an object or action can be proved to 

a third party. Provability has an important role in the analysis of accountability. Since time-

critical applications require proofs that guarantee the temporal activities of each principal, 

Kailar’s accountability logic can be extended for use in analyzing such applications [101]. 

Although the original logic allows some temporal context, such as During and Until properties, 

to be added to represent the validation period of security-related information (e.g., a time-critical 

delegation key), Kudo [101] extended the Kailar’s logic so that it could represent the temporal 

accountability. Based on Kailar’s logic, Kudo added 9 new logic constructs (e.g., timestamp, at, 

before, after etc.) and 10 new logic postulates (e.g., A CanProve x generated at t, A CanProve x 

generated before t, etc.). Liang et al. [102] claimed that the seventh logic postulate of Kudo’ 

logic had not fully considered. It could not prevent replay attacks. By adding the integrity 

verification based on timestamps, Liang’s logic extended 4 more logic constructs and 2 more 

logic postulates (e.g., x At t, x Freshbefore t) on Kudo’s. However, without support from a 
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trusted third party (TTP), Liang’s logic will have no difference to Kudo’s. Since no TTP is 

involved in our own designs, we would like to utilize Kudo’s logic provability in this dissertation. 
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CHAPTER 3 

SMART GRID: HAN ACCOUNTABILITY 

 

Smart grid is a promising power delivery infrastructure integrated with bi-directional 

communication technologies that collects and analyzes data captured in near-real-time, including 

power consumption, distribution, and transmission [2]. According to these data, it can provide 

predictive information and relevant recommendations to all stakeholders, including utilities, 

suppliers, and consumers, regarding the optimizing of their power utilization [2]. By two-way 

electrical flow, consumers are able to sell their surfeit energy back to utilities [2]. In other words, 

smart grid is a complex system of systems. 

Nationwide deployment and popularization of the smart grid require decades of work. 

Bringing new markets into the grid is encouraged before it can be fully accomplished. It is worth 

mentioning that the interests of all stakeholders should be considered during development. As 

such, homeowners must be taken into account. Since enabling consumer participation is a major 

characteristic of the modern grid, homeowners’ considerations are extremely important. As we 

know, their primary concern regarding power usage is the monthly power bill sent by their 

service providers (e.g., power utilities). If possible, homeowners would rather know the details of 

their power usage than simply a bill with a total consumption. Albeit the real-time, or day-today, 

consumption of electricity could be revealed by the smart meter, we still doubt its reliability: the 

utility, or the smart meter itself, may alter transmitted data to suit someone’s interests or for 

some other possible reasons (e.g., due to the fact that they are under attack or malfunctions). As a 
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consequence, a homeowner could have two different electric bills: one from the utility’s meter 

and one from the home meter. Furthermore, in smart grids, prices change with time such that 

traditional billing method using a unit price is no longer feasible. Therefore, the exact times 

when power is used are important and should be made accountable. To solve the above problems 

and to make the smart grid in home areas reliable are the two major motivations of this chapter. 

In this chapter, after reviewing home metering system in smart grids, we design an 

accountable communication protocol for home area network that uses a peer review strategy. 

Under certain assumptions, the following three major contributions are made in this chapter: 

1. A smart meter can prove the correctness of any smart appliance in a home area. 

2. A group of smart appliances can prove the correctness of the smart meter. 

3. A service provider can prove the correctness of the smart meter. 

The rest of this chapter is organized as follows. Section 3.1 discusses how an accountable 

metering system for a home area smart grid can be designed and deployed. Section 3.2 analyzes 

and proves the system accountability by accountability logic. Section 3.3 gives our simulation 

results. Finally, we conclude this chapter in Section 3.4. 

 

3.1  Accountability in Home Area 

  

 Although the framework and blueprints of the smart grid have been discussed in recent 

years [7-11], a specific standard for its implementation is still to be determined. Two steps need 

to be clarified before designing an accountable system for the AMI (Advanced Metering 

Infrastructure) in a home area: to build a possible architectural framework for its implementation, 

and to identify potential security problems. 
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3.1.1 Architecture 

 

 

Fig. 3.1. Smart grid in home area. 

 

Based on the smart grid characteristics and system framework, we proposed a reasonable 

architecture for a home area smart grid, as shown in Fig. 3.1. Note that it works for Building 

Area Network (BAN) and Industrial Area Network (IAN) as well. As illustrated in Fig 3.1, a 

smart meter, M, acts as a middleman between the service provider, S, and home appliances (e.g., 

A, B, and C). It acts as a gateway, which monitors all incoming and outgoing electricity flow. 

Meanwhile, it also records power consumption and generation in home areas. We divide 

electrical appliances into two categories based on their communication capability. One refers to 

smart appliances and the other to regular appliances. In this specific case, only smart appliances 

have the ability to exchange information or message (e.g., market price, trading price, and 

consumption logs) with others, including the smart meter. They are also capable of recording 

those messages. For those regular appliances that are not interactive, the smart meter simply 

monitors their activities on corresponding power supply ports. In a modern power grid, most 
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families would typically equip a power generation and storage device, denoted as G. We assume 

that such equipment is a type of smart appliance. Due to the fact that regular appliances have no 

communication capabilities, we simply assume that all appliances in future home areas will be 

smart appliances. 

 

3.1.2 Problem Statement 

 

Conventional metering systems charge electricity consumption according to its reading at 

the end of each month, as shown in Fig. 3.2. If the meter reading says that n kWh has been used 

within a month, the bill (aka. service amount) without tax will be the product of n and a unit 

average price (denoted as m dollars/kWh). Basically, m is predefined and published by the 

service provider. It does not change very often. Therefore, it may be regarded as a constant value. 
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Fig. 3.2. Conventional service amount and usage chart. 
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Unlike the simple conventional approach, a modern power grid will use smart meters to 

read electricity usage at a predetermined requested interval (e.g., daily, hourly, or per minute). 

Those reading data is subsequently stored locally, and then transmitted to the service provider as 

it would usually. At higher levels, the smart meter will get a real-time unit price (aka. market 

price) from the service provider or other market via a bidirectional wired or wireless network. 

Together with the powerful energy management of the AMI, households can not only make 

economic choices based on dynamic prices, but they can also shift, load, and store or sell surplus 

energy. Hence, calculating the service amount in such a new power infrastructure is difficult. 

Basically, only two key factors affect the bill: 1) the real-time power usage and 2) the 

market price. The smart meter can obtain both aspects in real-time. However, we cannot simply 

do a multiplication to get the service amount since the market price is not a constant value and 

may vary from time to time. For example, the price could remain high during peak hours or high 

demand periods due to electricity shortage. When outside of peak periods, the price is decreased 

accordingly. The price may also become affected by local weather conditions. Continuous 

cloudy or rainy days may reduce the local production of solar energy and then the price might 

increase. However, if a strong hurricane follows, the price will reasonably fall since it enhances 

wind power generation at the same time. Hence, it is hard to predict the exact market price at a 

particular time and a specific location. We instead maintain a record of fore-passed market price. 

Current solutions, reported by the U.S. DOE [2], take three typical tariff forms: time of use 

(TOU), critical peak pricing (CPP), and real-time pricing (RTP). TOU pricing is solely based on 

a peak or off-peak period designation. Prices are set higher during peak hours. Under CPP, prices 

during peak hours (basically some short periods within a year) are set at a much higher level 

compared to under normal conditions. RTP pricing is much more flexible, in that hourly prices 
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are differentiated according to the day-of or day-ahead cost of power to the service provider. 

Actually, pricing in the smart grid is an interesting and essential open issue that must be 

addressed. The author in [103] argued that a price response demand mechanism should be 

introduced in the smart grid. Since pricing is not our primary scope in this paper, we simply 

assume that the real-time market price may be obtained in a secure and feasible way (via service 

provider or third party, e.g., markets). Under such conditions, we reasonably suppose that, given 

any past time t, the market price can be determined by a function M(t). As it is a dynamic feature, 

M(t) should be a non-linear and random curve regarding time t, as illustrated in Fig. 3.3. 

 

 

Fig. 3.3. Aggregation information in the smart meter. 

 

Another possible factor affecting the service amount is the presence of a home generated 

power system (e.g., wind or solar energy). Without consideration of its own consumption, the 

generated energy may be divided into two parts: those consumed by other electrical appliances at 
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home and those is sold back to the service provider. Both of them are monitored and recorded by 

the smart meter, but only the trading portion impacts the service amount. Note that the trading 

price might be the market price or could possibly even be set by the homeowner. Here we 

suppose that the trading price is a non-linear function of t and denoted as T(t). 

Fig. 3.3 is an example of energy usage in a modern power grid. We denote purchased 

energy (from a service provider) as E(t), self-consumed energy (from home generation) as G(t), 

and trading power as S(t). They are all functions with respect to time t. If there is no power 

consumption or sale event during a period, the relevant functions will be zero. Given any time 

period from ta to tb (tb＞ta), the total service amount denoted as Bill(ta,tb) should be: 
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In equation (3.1), E(t) can be obtained by attaining the sum of every individual 

consumption (denoted as Ei(t) where i is the name of electrical appliance). For each appliance i, 

the service amount from ta to tb (tb＞ta), denoted as Billi(ta,tb), can be determined by: 

(3.2)                                           ∫ ⋅=
b

a

t

t ibai dttEtMttBill )()(),(   

Equation (3.1) can thus be rewritten as: 

(3.3)                                          ∫∑ ⋅−=
=

b

a

t

t
BAi

baiba dttStTttBillttBill )()(),(),(
,...,

  

According to the former, it is not difficult to see that computing service amounts in a 

smart grid is indeed a complicated procedure. Many factors in the smart meter may affect the 

final bill. Any alternation, forgery, delay, or removal of those historical records may lead to a 

different price. Although we could equip secure smart meters to enhance reliability, it is still 

possible for homeowners or cyber attackers to manipulate the smart meter for their own interests. 

In addition, when the service provider brings alternative bills to a homeowner, whom should we 
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trust? Since most service providers rely on meter readings, ensuring a secure and a reliable smart 

meter is the primary task. 

We consider an entity as correct only if it strictly follows a given protocol. Otherwise, we 

regard it as faulty. Here we use smart appliances as witnesses to prove that the smart meter is 

correct. The witness idea was inspired by the PeerReview system [94]. In this case, three new 

problems should be addressed. First, a smart appliance itself may have errors or be controlled by 

a malicious person. To make every faulty smart appliance detectable is necessary (Challenge 1). 

Second, since appliances have limited capabilities for communication and storage, designing a 

feasible, observable mechanism for witnesses is also required (Challenge 2). Third, home-

generated power is managed solely by the smart meter. Other smart appliances do not know 

where the power load comes from; it may be supplied by the free home generation, or purchased 

from the service provider. Without supervision, the smart meter may deny that during a certain 

period an appliance was using power from the service provider (Challenge 3). In the following 

sections, we will describe our design of accountable AMI that addresses these challenges. 

 

3.1.3 Terms and Assumptions 

 

Terms 

- {A, B, …}: a set of communication participants in the smart grid, known as principals. 

Specifically, M stands for the smart meter, G represents as the home generation and 

storage device, and S refers to the service provider. 

- {m, m’, n}: a set of messages or message components. 

- {ti | i = a, b, …}: a set of time points. 
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- {Ki, Ki
-1}: a pair of public/private keys of principal i. 

- {m}Ki: message m encrypted with the public key of principal i. 

- {m}Ki
-1: message m encrypted or signed with the private key of principal i. 

 

Assumptions: 

1. Every electrical appliance i in the home area is a smart appliance with sufficient storage 

space and a constant capacity factor Pi (kW). 

2. The running state of each appliance (e.g., on or off) is known by the others in real-time.  

3. Functions of market price M(t) and trading price T(t) are authenticated by the service 

provider. Every smart appliance shares these functions at the same time. 

4. There is a function w that maps each appliance to its set of witnesses. Suppose that, for 

any appliance i in a home area, the set {i}∪w(i) contains at least one correct appliance. 

5. A message sent from one correct appliance to another will eventually be received. 

6. Each involved communication principal uses PKI technology to identify itself; they can 

sign messages, but a faulty principal cannot forge the signature of a correct one. 

7. A home generation and storage device G must record its own power load G(t) truthfully. 

Each appliance i will record its power consumption that supplied from G, denoted as Gi(t). 

 

Assumption 2 depends on circuit/communication designs which may be achieved by 

particular sensor units. For simplicity, we suppose that Assumption 2 can be met. More 

specifically, we suppose that there is a function Ri(t) that records the running state of appliance i. 

When t is within the running period of i, Ri(t) is granted to 1; otherwise, Ri(t) is set to 0. In 

Assumption 7, Gi(t) is given by the smart meter. Because appliance does not know where the 
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supply comes from, smart meter should provide such information. Gi(t) will be signed by smart 

meter so that it can be further verified with G(t). 

 

3.1.4 Accountable Protocol 

 

Since the power usage of appliance i can be determined by its capacity factor Pi and 

running state Ri(t), the equation (3.2) for its market service amount can be rewritten as: 

(3.4)                                                  ∫ ⋅⋅= b

a

t

t iibai dttRtMPttMPA )()(),(   

According to equation (3.4) and Assumption 1 (for flexible Pi, please see discussions in 

section 3.2.1), if any principal j (j ≠ i) holds Pi, M(t), and Ri(t) at the same time, j is able to 

determine i’s market service amount for any past period. Notice that j still does not know the 

exact service amount of i, since j has no knowledge of i’s power source. If i were using home 

generated power all the time, i’s service amount would be zero. For auditing, i’s market service 

amount can also be specified by: 

(3.5)                                                ( )∫ +⋅= b

a

t

t iibai dttGtEtMttMPS )()()(),(  

Next, we borrow some ideas from the PeerReview system [94]. Given any period from ta 

to tb, MPAi(ta, tb) should equal to MPSi(ta, tb). Based on this fact, we can design a deterministic 

mechanism in order to detect faulty principals in a home area. Under our proposed architecture, 

each appliance i has two modules for accountability: a log module Li and a detector module Di. Li 

generates a complete evidence log of i’s power usage. Di checks other logs to tell whether faults 

are, or are not, present. Informally, faulty(j) is issued when i can prove that j is abnormal; 

suspected(j) is raised when i has not received an expected message from j on time; correct(j) is 

released otherwise. Our design therefore follows the following protocols: 
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• When a new appliance i is plugged in, i will sign Pi with its unique signature Ki
-1 and 

broadcast {Pi}Ki
-1 among all principals in the home area. 

• Smart meter will notify each appliance if it currently uses home generated power. 

• Every appliance has one copy of its own log, which is ensured by the tamper-evident log 

mechanism (see section 2.3.3.2) [94]; other logs will be retrieved when required. 

Appliances exchange just enough messages to prove themselves.  

• Each appliance is mapped to several other appliances. They act as witnesses that collect 

its log, check its correctness, and report the results to the rest of the system. 

• A commitment protocol [94] is adopted in order to ensure that witnesses will retrieve 

exactly the same log as the target appliance owns. It also guarantees that no one can deny 

a received message. 

• This protocol uses a challenge/response scheme [94] to address the problem that some 

appliances do not respond or fail to acknowledge that messages were successfully sent.  

 

Next, we will demonstrate how it works in detail. Initially, every new appliance i will be 

assigned a set of witnesses wi by the smart meter. Then, i will sign Pi with its unique signature 

Ki
-1 and send {Pi}Ki

-1 to the smart meter and each member of wi. When i is running, Li generates 

a tamper-evident log to record its power usage. Since the smart meter will notify i regarding its 

power source, the log will record both Ei(t) and Gi(t). In order to check whether i is correct or not, 

each witness of wi will periodically request its most recent log segment. Suppose that the last 

audit time is ta and the current time is tb. In this case, i first requests and records the latest M(t) 

and T(t) from the smart meter. Then, it sends back each and every one of the log entries since 

time ta, together with the corresponding market service amount determined by equation (3.5). 
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Specifically, the response message mi should be {ta, tb, Ei(t), Gi(t), MPSi(ta, tb)}Ki
-1. Note that, mi 

could have other information to support certain needs. For instance, adding a sequence number to 

prevent replay attacks. In this paper, we only focus on accountability part for simplicity. When a 

witness j (j∈wi) receives mi (using Ki to verify mi), Dj will recalculate i’s market service amount 

MPAi(ta, tb) by equation (3.4) according to its own records of Pi, M(t), and Ri(t) (refer to 

assumptions 1, 2, and 3). If the difference of MPAi(ta, tb) and MPSi(ta, tb) is tolerable (i.e., less 

than a predefined threshold Δ), Dj will issue correct(i); otherwise, faulty(i) is issued (Challenge 2 

is addressed). Since we use a challenge/response scheme here, every appliance i must respond to 

the requests from its witnesses, or else suspected(i) will be indicated. We also adopt the 

commitment protocol here, so that all signed messages may become evidence against faulty 

appliances. Because there is always a correct witness j within wi (Assumption 4) and all 

delivered messages will be received (Assumption 5), a faulty appliance i will eventually be 

exposed by Dj with its indicators: suspected(i) or faulty(i) (Challenge 1 is addressed). To deal 

with Challenge 3, we consider all appliances in the home area as witnesses of the smart meter. 

When suspicious are raised against the smart meter, the third party (e.g., the service provider) 

will retrieve all evident logs regarding Gi(t) from each home appliance i, together with the self-

consumed energy record G(t) from the home generation and storage device G. Since every 

principal uses tamper-evident logs to record its behavior, any mismatch between ∑(Gi(t)+Ei(t)) 

and G(t)+E(t) will prove that the smart meter is not correct according to Assumptions 4 and 7.  

The protocol described above has addressed three aforementioned challenges. Convinced 

evidences are able to eliminate the questionable charges on the final bill. As the message latency, 

throughput, and traffic overhead, paper [94] has shown that this peer review mechanism is 

scalable in distributed system based on experiments and mathematical analysis. 
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3.2  HAN Scheme Analysis 

 

3.2.1 Assumption Analysis 

 

The proposed protocol only works under certain assumptions. In Assumption 1, all 

electrical devices in home areas are determined to be smart appliances. In fact, the smart grid 

should obtain downward compatibility. Current regular appliances may still work in the modern 

power grid.  For those appliances with no capabilities of communication, finding appropriate 

witnesses for them subsequently becomes a problem. Considering regular appliance issues, our 

protocol needs to be modified in future work. In addition, we suppose that every appliance has a 

constant value for its power capacity factor. In reality, this may be a false assumption. Electric 

cookers and water heaters are good counterexamples. With a flexible power capacity factor, our 

protocol is unable to detect faulty principals. For Assumption 7, if home power generation device 

G can forge its power load before recording it into the tamper-evident log, the accountability 

goal G4 cannot be met. Since only the smart meter monitors its behavior in our architecture, it is 

hard to convince others that G is correct solely based on the proof of the smart meter. Making G 

accountable is required in the next step. Regardless of the architectural design, there is still much 

research to do before we can build an accountable smart grid. 

Considering the issue of flexible power capacity factor, we remove the condition of 

constant value in Assumption 1. Meanwhile, we require an extra assumption (Assumption 8): 

every appliance is able to sample others’ power capacity factor Pi(t) at a certain time t. The 

sampling job can be done by particular sensors. The witness will record the sensors’ reading with 

its “temper evident log”. As depicted in Fig. 3.4, the real power capacity factor (continuous area) 
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can be estimated by using simple integral knowledge on these recorded discrete factors (blocks). 

Other protocol remains the same. By this means, faulty principal still may be found with certain 

possible false reports. This idea should be further studied in the future work, especially when Pi(t) 

is not accurately sampled. 

 

 

Fig. 3.4. Improved protocol without constant power capacity factor. 

 

3.2.2 Protocol Analysis 

 

Throughout this section, we will analyze the accountability of our HAN protocol by using 

the same analysis method as in [101]. First, it defines accountability goals. Then it will interpret 

every message into a logical description. After that, the initial assumptions will be restated in a 

logical way. Based on the logic described in [101], we can eventually prove that our protocol can 

achieve all accountability goals by using the message interpretation and the initial assumptions. 
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We present different accountability goals for our proposed protocol based on the 

definitions and three Challenges stated in section 3.1.2. Suppose that X is any appliance in the 

home area and that Y is X’s witness. The goals can therefore be described as follows: 

G1: M CanProve (X is faulty or correct) 

G2: X CanProve (M is faulty or correct) 

G3: Y CanProve (X is faulty or correct) 

G4: S CanProve (M is faulty or correct) 

Since an unsigned message has no effect on the achievement of goals in accountability 

logic, we only consider signed ones. The message flows can therefore be interpreted as follows: 

Message 1: M Receives ({PX} SignedWith KX
-1) 

Message 2: Y Receives ({PX} SignedWith KX
-1) 

Message 3: X Receives ({ta, tb, EX(t), GX(t),{M(t), T(t)}SignedWith KS
-1}SignedWith KM

-1) 

Message 4: Y Receives ({ta, tb,{M(t), T(t)} SignedWith KS
-1} SignedWith KM

-1) 

Message 5: Y Receives ({ta, tb, EX(t), GX(t), MPSX(ta, tb)}SignedWith KX
-1) 

Message 6: S Receives ({{Gi(t)} SignedWith Ki
-1| i ∈all appliances}, 

{G(t)} SignedWith KG
-1, {E(t)} SignedWith KM

-1) 

The initial state assumptions required in the analysis are: 

A1: Y Receives ({PX} SignedWith KX
-1) => (Y CanProve (PX  isTrusted)) 

A2: X Receives ({EX(t), GX(t)} SignedWith KM
-1) => 

(X CanProve (EX(t) isTrusted) and (GX(t) isTrusted)) 

A3: X Receives ({M(t), T(t)} SignedWith KS
-1) => 

      (X CanProve (M(t) isTrusted) and (T(t) isTrusted)) 

A4: Y CanProve (Ri(t) isTrusted)  
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Using the above formal definitions, our protocol accountability can be proved as follows: 

Message 1: When M receives message 1, M knows it was sent by X based on its unique 

signature. Since M can monitor X’s power usage, PX can be verified by M. If PX is not true, M 

can claim X is faulty. Otherwise, M can prove the following statement by applying the 

accountability postulate [100, 101]: M CanProve (X says PX) and (PX isTrusted). When a 

suspicion is issued against PX, this statement can be used as an evidence to prove (PX isTrusted). 

This is the accountability goal G1. 

Message 2: Y receives message 2 at the same time as M receives message 1. Y can prove 

the following statement by applying the accountability postulate and A1: Y CanProve (X says PX) 

and (PX isTrusted). When a suspicion is issued against PX, this statement can be used as an 

evidence to prove (PX isTrusted). This is the accountability goal G3. 

Message 3: It is required when Assumption 3 is made. X will periodically request 

message 3 from M. Since X knows its total power consumption costab during the period from ta to 

tb, X can verify EX(t) and GX(t) by comparing their summation with costab. Faulty(M) will be 

issued if the result is not equal. Although X could be compromised, at least we know that there 

must be a faulty node between X and M. Further investigation is needed here. This is the 

accountability goal G2. Then X can prove the following statement by applying the accountability 

postulate, A2, and A3: X CanProve ({EX(t), GX(t), M(t), T(t)}  isTrusted). When a suspicion is 

issued against EX(t), GX(t), M(t), and T(t), this statement can be used as an evidence to prove 

({EX(t), GX(t), M(t), T(t)}  isTrusted).  

Message 4: It is similar to message 3. By recording message 4, Y can prove the following 

statement by applying the accountability postulate and A3: Y CanProve (M(t) isTrusted) and (T(t) 
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isTrusted). When a suspicion is issued against M(t) and T(t), this statement can be used as an 

evidence to prove that they are both trusted. This is also the accountability goal G2. 

Message 5: It is a key to achieving accountability goal G3. When Y receives message 5, 

DY will process the auditing of this message. Together with the statements from messages 2 and 

4, Y can eventually prove the following statement by applying the accountability postulate and 

A4: Y CanProve (X is faulty or correct). By combining all such statements from every appliance, 

the accountability goal G2 will also be achieved. That is, if no suspected signal issued among 

appliances, the total power consumption of all appliances should equal to the reading of M. 

Faulty(M) will be issued if they are not match. 

Message 6: Through checking the difference between G(t) and the summation of Gi(t) for 

each appliance i, S can easily verify whether or not the home power supply is correctly recorded 

by M. Hence, we have the following statement: S CanProve (G(t) isTrusted). If such checking is 

failed, S can directly issue a faulty(M) signal against M. Otherwise, S will further check E(t) with 

its supply records, if possible. For the most situations, the supply records are solely based on 

previous readings from M. How to determine the M is misbehavior varies on different utility’s 

policies. If there is a suspicion, S can retrieve all log files of home appliances to see whether or 

not E(t) is correctly recorded. By this means, S can prove the following statement by using the 

message 6: S CanProve (M is faulty or correct). This is the accountability goal G4. 

  

3.3  HAN Scheme Simulation 

  

 In this section, we simulate our protocol running in HAN. Note that equations (3.4) and 

(3.5) are time-sensitive functions. Different time periods may cause distinct service amounts. If 
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the smart meter has not synchronized the witness’s local time, the witness’s calculation result by 

equation (3.4) could be different from the service amount in message 5. Therefore, this witness 

could issue a false report against a correct principal. One possible solution to address this 

problem is threshold mechanism. By using a predefined value Δ, witnesses will issue a faulty(i) 

only when the difference of two service amounts (one from equation (3.4) and another from 

equation (3.5)) exceeds Δ. In order to choose a better value for Δ to minimize the number of false 

reports, we need to evaluate the accuracy of detection for faulty principals on different Δ. 

Throughout this section, we also simulate our protocol to evaluate its scalability in terms of 

average message delay, amount of network traffic, and disk space per witness. 

We use discrete event simulation method to simplify our experiment. Specifically, we 

deploy α (e.g., α = 10, 20, 50, and 100) smart appliances and one smart meter in HAN. Each 

appliance has β (e.g., β = 3, 4, and 5) witnesses and can communicate with the smart meter 

directly. We assume that all principals are in the same communication range. The distance 

between any two principals is one hop. No forwarding is necessary in our scenario. This is a 

reasonable assumption due to the limited space in a home area. The constant capacity factor Pi is 

randomly selected from 0.1 kW to 1 kW. Each appliance will be turned on or off at short 

intervals. This process will follow a Poisson distribution, whose mean value is uniformly 

distributed in an hour for each appliance. In addition, witnesses will challenge each observed 

appliance every few hours. It is also a Poisson process with a mean interval time γ (e.g., γ = 1, 

1.5, 2…) hours. A challenge event will only be processed when both observed principal and its 

witness are in running status. If the observed principal is off, the witness will postpone its 

scheduled challenge time for an hour. For simplicity reasons, we do not consider the home power 

supply. Hence, there is no trading part in our simulation. The market price M(t) is a hourly-based 
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discrete function. According to the DOE report [104], the peak price is 20 cents per kWh and the 

minimum price is 7 cents per kWh. We also do not consider the propagation time in our 

environment. Therefore, the propagation time is assumed to be zero. 

For every evaluated situation, we run 100 times, 500 time units (e.g., virtual hours) at a 

time, and take the average value of the outputs as our results. The simulation platform is 

Windows 7 64-bit, 2GB RAM, and Intel Core2 6400, 2.13 GHz CPU. 

 

3.3.1 Threshold Effect 

 

The threshold directly affects the judgment of a witness. In order to evaluate a threshold, 

we set different Δ values and measure the number of false reports under different conditions. If 

the rate of false reports goes to zero, that means we find the right threshold value for Δ. 

Different wired or wireless devices may have distinct local times with a certain timer 

resolution. One may be slower or faster than another. Temporal records therefore may vary from 

each individual. In order to simulate distinct local times for different principals, we adopt the 

time-driven simulation method [105]. That is, the drift clock for each principal is subject to three 

factors: offset, skew, and drift. If current system time is t, the drift clock D(t) can be presented as: 

(3.6)                                         ( ) 2tdrifttskewoffsettD ×+×+=   

Therefore, the local time L(t) can be obtained by equation (3.7): 

(3.7)                                         ( ) 2)1()( tdrifttskewoffsettDttL ×+×++=+=   

As we can see, the three factors have the capability of being positive or negative. In our 

simulation, all offset values are uniformly distributed between -0.2 and 0.2; all skew values are 

uniformly distributed between -0.002 and 0.002; all drift values are uniformly distributed 
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between -0.0002 and 0.0002. The reference clock is the smart meter’s local time. In fact, the 

difference between two service amounts derives from the time drift of the objects and its witness. 

Intuitively, the maximum value of the difference is the peak price ($0.2/kWh) times maximum 

drift time (0.4 hours) times the maximum constant capacity factor (1 kW). Hence, we set the 

threshold value between 1 cent and 10 cents (around the maximum value of 8 cents). 
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Fig. 3.5. Simulation results on threshold effect. 

 

Suppose all principals are correct. If there are n packets of message 5 in the simulation 

and m (m<n) packets have been reported as suspected by witnesses, the rate of false reports is 

defined as m/n. We set α=10, β=3, and γ=1. As shown in Fig. 3.5, with the increase in value of 

threshold Δ from 1 cent to 10 cents, the rate of false reports gradually approaches to 0%. When 

the maximum drift time increases, the best value for Δ is increased as well. This is in accordance 

with what we thought. That is, the threshold value Δ should be bigger than the maximum product 

value of the drift time, the constant capacity factor, and the peak price. 
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3.3.2 Average Message Delay 

 

Suppose that the average access time for retrieving some data from the log file is 500 

milliseconds and the average processing time (e.g., calculate the service amount, send message, 

etc.) is 50 milliseconds. Messages will be queued in the buffer area when another message is 

sending. Due to the fact that witnesses will issue challenge messages at hourly-based intervals, 

the message delay in milliseconds will not impact the performance of the smart appliance. We 

therefore, only examine the message delay brought by the smart meter. If x messages have been 

processed by the smart meter and the total delay time is y ms, the average message delay is 

defined as y/x. 

We set β=3, and γ=1. As Fig. 3.6 depicts, with the increase of α from 10 to 100, the 

average delay is slight; it is in milliseconds and less than a second. Since the number of 

appliances in most families is less than 100, this result indicates that our protocol is scalable in 

terms of average message delay. 
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Fig. 3.6. Simulation results on average message delay in smart meter. 
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3.3.3 Network Traffic 
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Fig. 3.7. Simulation results on network traffic effect. 

 

We measure the network traffic as the average number of messages that have been sent 

during one unit time (e.g., a virtual hour). At first, we set α=20, β=3, and γ=1. Then we only 

adjust one parameter and let the other two remain the same. As Fig. 3.7 (a) and (b) depict, with 

the increase of α (from 20 to 100) and β (from 3 to 10), the total number of messages grows 

linearly. However, the upper bound of the network traffic in each case is just thousands of 
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messages per hour. It becomes acceptable for communication in a home area. As shown in Fig. 

3.7 (c), with the increase of γ (from 0.1 to 1), the total number of messages decreased 

logarithmically. Since γ is the mean interval time for sending challenge messages, this curve 

indicates the larger interval lower the number of challenges in a unit time. Typically, the interval 

time will be set at least 0.5 hours. Only thousands messages occur in an hour. This result 

indicates that our protocol is scalable in terms of network traffic. 

 

3.3.4 Disk Space 

 

Suppose that each log entry will occupy one unit (e.g., 8 kb) of disk space. According to 

our protocol, log entry could be running state Ri(t), market price M(t), and own power 

consumption. For each principal, the size of the log files for the market price and own power 

consumption is a fixed value during one time unit (e.g., hourly). Only the log for running state of 

the observed principal will affect the disk space of that witness node. Therefore, we set α=20 and 

γ=1, then measure the disk space on different value of β.  

Fig. 3.8 shows the average logging space (in unit size) in a smart appliance that has been 

used during one hour. As we can see, the disk space grows linearly with the increase of the 

number of witnesses. Nevertheless, only several space units are used during one hour. If a unit is 

8kb, it will take a week to occupy 1 MB size disk space for logging. In addition, the smart 

appliance can clear a portion of log files after a period (e.g., monthly). Hence, the usage of disk 

space is acceptable in HAN. This result indicates that our protocol is scalable in terms of disk 

space usage. 
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Fig. 3.8. Simulation results on disk space effect. 

 

3.4  Conclusion 

 

 A feasible architectural framework for the smart grid in home areas has been presented 

based on the NIST smart grid interoperability standards (release 1.0). This chapter has designed 

an accountable communication protocol using the proposed architecture with certain reasonable 

assumptions. Analysis and simulation results indicate that such a design makes all power loads in 

home areas accountable. 
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CHAPTER 4 

SMART GRID: NAN ACCOUNTABILITY 

 

We proposed an accountable metering system for smart grid in a home area network 

(HAN) in chapter 3. Through mutual observations among smart appliances, their power 

consumptions can be verified that whether they are veritably recorded or not. Faulty meter, 

therefore, may be found out if the reading does not match the appliances’ records. The records 

can be served as evidences to against the faulty meter. It appears that our HAN scheme well 

solved faulty meter problem (as described in section 1.2.1) in smart grids. However, it is only 

reasonable when user claims their power bill is incorrect. Utility company can hardly locate the 

problem if the faulty meter holds all the evidences and never sends them out. From the utility’s 

perspective, obtaining all the observed records to find faulty meters is an unwise choice. On the 

one hand, it generates too much network traffic that is hard to process and manage. On the other 

hand, no faulty meter would like send evidence against itself. In this case, a more efficient and 

feasible solution is required for the utility. In this chapter, we try to address this problem from 

the utility’s perspective. We therefore proposed an accountable scheme for the smart grid in a 

neighborhood area network (NAN).  

The rest of this chapter is organized as follows. Section 4.1 discusses how an accountable 

metering system for a neighborhood area smart grid can be designed and deployed. Section 4.2 

analyzes and proves the system accountability by accountability logic. Section 4.3 gives 

simulation results on system performance. Finally, we conclude this chapter in Section 4.4. 
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4.1  Accountability in Neighborhood Area 

  

4.1.1 Architecture 

 

Despite the fact that there are currently no explicit specifications available for smart grid 

implementation, we still can reach a consensus that both communication and electric paths are 

bi-directional. According to the characteristics and blueprint of the smart grid, we can reasonably 

present a framework for smart grid in a neighborhood area as shown in Fig. 4.1.  

 

 

Fig. 4.1. Smart grid in neighborhood area. 

 

In a conventional power distribution system, a community power supply is typically 

served by the same electric utility company. Within every community, there is a distribution 

room or a fuse box that delivers power to each customer’s home. It is just like a “power router” 

as described in [44]. This fuse box may equip a meter, denoted as master meter, which measures 

the aggregated power supply from the service provider but not the power consumption for each 

end user. For each branch of the supply, utility only installs one meter at the consumer side to 
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monitor their power usage. Current power grid widely uses automatic meter reading (AMR) 

technology to remotely collect the meter information. For the sake of saving operating cost, it is 

more efficient to maintain the same topology of the distribution system. The main difference is 

that, in the smart grid, all communication and electric flows are bi-directional. A smart meter 

may directly connect to the service provider via a feasible public communication network (e.g., 

Internet). It may also connect the service provider through a fuse box and multiple substations 

using a private corporate network. We do not specify the communication technology preference 

since we believe the accountability protocol should not rely on that. In addition, all regional 

smart meters could exchange information with each other. This functionality not only enables 

power transactions among neighbors, but also helps accountability systems collect convinced 

evidence. For the case in Fig. 4.1, meters A and B located in a same community have a common 

service provider. We refer to the power distribution system in that community a “neighborhood 

area network.”  

Considering customers’ privacy, a meter would never expose too much information to the 

others. The communication flows within the NAN can become anonymous by using pseudonym 

mechanism. The traffic information therefore is not easily associated with its originator. More 

specific solutions are given in [44] and [45]. Since our goal is to design an accountable NAN 

scheme, we simply assume that the privacy problem has already been addressed. 

 

4.1.2 Problem Statement 

 

Generally speaking, accountability systems will set a number of witnesses to monitor 

activities of the observation object. Once an abnormal behavior is detected, those witnesses will 
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provide relevant observation evidence in order to support their findings. These evidences are 

typically undeniable and thus, trustworthy. Making power consumption accountable is the 

primary target of this chapter. In chapter 3, with certain assumptions, we make all power loads in 

a home area accountable. By this means, a customer can easily verify his/her monthly electricity 

bill and thus, the faulty meter will be discovered. In this section, we try to address the problem 

from the utility’s perspective. However, we cannot use the proposed scheme for the smart grid in 

a NAN directly. Since a meter can only measure one power line at a time, it is very difficult for a 

household meter to monitor other neighbor’s power usage. In other words, if we want to prove 

the correctness of a smart meter, an additional meter should be installed on the same power line 

for witness purpose.  

As we discussed in section 4.1.1, conventional power grid at most deploys one extra 

meter (aka. master meter) in the fuse box for one NAN. Once there exists a faulty meter, it is 

highly possible that the sum of all meter readings in that area does not match the master meter’s 

reading. Notice that such difference may be caused by power loss for normal distribution. For 

computational simplicity, we regard it as an empirical value that has the capability of being 

obtained from previous measurements. Based on this value, we may define a threshold Δ so that: 

if the difference is less than the Δ, the NAN works properly; otherwise, the power usage in that 

NAN is abnormal. Still, the utility does not know how many faulty meters exist and where they 

are located. Instead of sending technicians to inspect every meter in that area, a more efficient 

way should be considered for the smart grid. 

In fact, we may deploy multiple meters in the fuse box for witness purpose. Intuitively, 

the more witnesses at hand, the fewer steps are required to locate faulty meters. The optimal 

method is of course one-to-one witness as well as object pairs. However, it is quite impossible to 
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double the number of meters nationwide. Therefore, a feasible solution would be adopting 

“intersected grouping” technology to minimize the number of witnesses. As the case shown in 

Fig. 4.2, there are six household meters in a NAN (e.g., a, b, c, d, e, and f) and three witnesses in 

a fuse box (e.g., one master meter, M, and two additional meters, A and B). By using witnesses A 

and B, six household meters have been divided into 3 groups: Group A (e.g., a and b), Group A-

B (e.g., c and d), and Group B (e.g., e and f). According to the witness results, we have the 

ability to narrow down the searching area for faulty meters. For example, if there is only one 

faulty meter in the NAN, but both witnesses A and B report abnormal activities, we may 

reasonably infer that the faulty one is in Group A-B. Then using witnesses A and B to monitor c 

and d respectively, the faulty meter will be found eventually. Nevertheless, if the number of 

faulty meters becomes two or more, things will be more complicated. How to do the grouping 

and regrouping under different scenarios is therefore, our task in the following sections. 

 

 

Fig. 4.2. Accountable power distribution system in NAN. 
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4.1.3 Terms and Assumptions 

 

Terms 

Besides the terms defined in section 3.1.3, we have more as follows: 

- {A, B, …}: a set of meters in the fuse box, known as witnesses. Specifically, M stands for 

the master meter and S refers to the service provider. 

- {a, b, …}: a set of household meters in the NAN, known as observation objects (or 

objects). 

- λ: the number of witnesses in the fuse box except the master meter. 

- μ: the number of household meters in the NAN. 

- τ: the number of faulty meters in the NAN; typically, τ = 1 or 2. 

 

Assumptions 

1. Smart meter can communicate, and it has sufficient storage space to save log files.  

2. The fuse box has at least two witnesses and one master meter inside. All of them are 

correct meters. 

3. A witness can choose and change its observation objects at any time. 

4. The number of faulty meters is much less than the total number of meters in the NAN. 

5. There exists a function w that maps each witness to its group of observation objects so 

that the number of groups in the NAN is maximized. 

6. A message sent from one correct meter to another will eventually be received. 

7. Each involved communication principal uses PKI technology to identify themselves; they 

may sign messages, but a faulty principal cannot forge the signature of a correct one. 
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Assumption 1 is a fundamental premise of our scheme. Without mutual observation and 

communication, no one believes a single device who claims itself is correct. Assumption 2 may 

increase the operation cost of the power utility. An economic way to achieve this goal is 

manually deploy the witness’s meter when necessary (e.g., on demand or periodically checking). 

Assumption 3 depends on circuit/communication designs, which may be achieved by 

dynamically dispatching power supply to desired branch. This function has already been 

achieved in power router [44]. The router can switch power supplies (inputs) to different devices 

(outputs), and may also choose the desired supply from many power sources. It acts like the 

router in the computer networks. In our assumption, we just adopt its circuit design in the fuse 

box, and deploy the witness meters at the inputs to monitor those outputs. For simplicity, we 

suppose that Assumption 3 can be met. 

 

4.1.4 Accountable Scheme 

 

By using the “intersected grouping” method described in section 4.1.2, μ household 

meters are assigned to λ witnesses according to function w. Therefore, those household meters 

are divided into several groups. After a fixed time of observation, denoted as t, the witnesses will 

know which groups are correct and which are suspected by comparing their readings. Our 

accountable scheme therefore, may be described as follows: 

 

• When a new household meter i is deployed, M will assign a pseudonym Pi to i with its 

unique signature KM
-1. Pi will be periodically changed due to privacy consideration. 
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• Every meter has one copy of its own log, which is ensured by the tamper-evident, log 

mechanism [94]; other logs will be retrieved when required. Meters exchange just enough 

messages to prove themselves. 

• Each household meter is mapped to several witnesses; the witnesses collect its log, check 

its correctness by comparing the readings, and report the results to the rest of the system. 

• Witnesses will be reassigned observation objects according to function w at set intervals. 

• A commitment protocol [94] is adopted to ensure that witnesses will retrieve exactly the 

same log, as the observation object owns; it also guarantees that no one can deny a 

received message. 

• Using a challenge/response scheme [94] to address the problem that some household 

meters do not respond or fail to acknowledge that messages were successfully sent.  

 

Next, we will demonstrate how it works in detail. Every household meter i will be 

assigned a pseudonym Pi and a set of witnesses wi by M. All the witnesses in wi will be notified 

that Pi is their observation object. When meter i is running, it will generate a tamper-evident log 

to record its power usage, Ei(t). In order to check whether meter i is correct or not, each witness 

of wi will periodically request its most recent log segment. Such requests are sent by group 

broadcasting messages. Only i in W’s observed group will accept the corresponding request, 

while others simply discard it. Suppose that the last audit time is ta and the current time is tb. In 

this case, meter i will send back all the log entries since time ta. Specifically, the response 

message mi should be {ta, tb, Ei(t)}KPi
-1. When a witness W (W∈wi) receives all corresponding 

messages from its observation objects, W will compare its own reading with the sum of all Ei(t) 

during the same period (from ta to tb). If their difference is within a tolerable range (e.g., 
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considering the distribution power loss), W will claim its observation objects are all correct. 

Otherwise, W reports that its observation objects are all suspected. 

 

 

Fig. 4.3. A grouping scheme in accountable NAN. 

 

As an example shown in Fig. 4.3, case 1 is a group of correct meters and case 2 is a 

group of suspected meters. For each group that falls into case 2, M will regroup it using the same 

λ witnesses and do further observations in the next time period. This process will be repeated 

until we reach case 3. Case 3 refers to a suspected group with only one meter inside. By then, we 

may claim that a faulty meter is found. As we noticed, not all suspected groups have faulty 

meters inside. Taking case 4 as an example, all meters in that group are actually correct. The 

reason this group has been marked suspected is because some mutual witnesses find abnormal 

activities in their observation set. Fortunately, case 4 will be immediately clarified after one-step 

further observation. Since there are only a few faulty meters in the NAN (Assumption 4), case 4 

should be an infrequent event. 
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Apparently, “intersected grouping” is the key of our accountable scheme. There are 

plenty of ways to do this job. One could group suspected meters based on their previous 

behaviors (e.g., previous suspected meters would be grouped together), while others may divide 

them according to their geographic locations. It is hard to tell which one is better to detect faulty 

meters. They could be anywhere at any time, or they may appear in the same community. The 

size of NAN is also an important impact factor. Different scenarios may have different result. To 

use the same grouping strategy for every situation is not a wise choice. We let the utility 

companies to design the best one for their interests. In this paper, a feasible approach is presented 

for demonstration purpose.  

 

Table 4.1: Group Algorithm 

 
1. FUNCTION GROUP (witnesses, suspected_meters) 
2. faulty_meters = Φ; 
3. REPEAT UNTIL suspected_meters == Φ 
4.     IF |suspected_meters| ↓, THEN    // do regrouping 
5.         reset observation sets for all witnesses; 
6.         setup enough subgroups to hold suspected_meters;  
7.         uniformly assign suspected_meters to subgroups; 
8.     ELSE       // means all witnesses report suspected 
9.         check suspected_meters with the most witnesses; 
10.         check the rest of meters; 
11.         regroup suspected_meters again;  
12.     END IF 
13.     wait for a fixed period of time; 
14.     check the readings for each witness; 
15.     update suspected_meters and faulty_meters; 
16. END REPEAT 
17. RETURN faulty_meters 

 
 

To call the above function GROUP (shown in Table 4.1), initially set the input 

parameters to all witnesses and all household meters respectively. It is a straightforward 
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algorithm, which continuously reduces the number of suspected meters by separating the faulty 

meters from correct ones. Lines 4 to 7 are normal grouping procedures. In line 6, the word 

“enough” means each subgroup at least has one suspected meter, and any two subgroups must 

have at least one different witness. Lines 8 through 12 will be called when all witnesses find 

problems. In this case, we first check those suspected meters with the most witnesses. Then 

check the others (i.e., by the order of number of witnesses) after that. Due to Assumption 4 (in 

section 4.1.3), it is highly possible to find the faulty ones in the groups that have the most 

witnesses. Lines 13 to 15 may identify some meters through observations. The loop will be end 

until all suspected meters are identified. It may also be terminated after a period of time. Instead, 

this function may return a group of suspected meters. 

 

4.2  NAN Scheme Analysis 

  

As we may see, λ witnesses in the fuse box can at most divide a group of household 

meters into 2λ subgroups. Since every household meter should have at least one witness, the 

number of valid subgroups is 2λ-1 (empty subgroup is eliminated). As shown in Fig. 4.3, every 

regrouping will cause at most 2λ-1 branches for one suspected group. The architecture is similar 

to a classical data structure – B-Tree. Each node (aka. subgroup) in the tree has at most 2λ-1 

children. In the first level of the tree, every node has at most ( )2 1λµ −  meters inside. In the 

second level, the number goes down to ( )2
2 1λµ − for each node. If the tree height is h, we 

have ( )2 1 1
hλµ − = . Thus, we may reasonably draw the conclusion that finding one faulty meter 

should cost O(h) = ( )µ
λ 12

log
−

Ο  time. In a NAN, the number of household meters μ is typically 
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less than 10,000. In essence, it only requires less than 6 times regrouping to find a faulty meter if 

λ is equal to 2 or 3. However, if there is more than one faulty meter in the NAN, things become 

much more complicated. The running time for searching the faulty meters is depends on variety 

of factors, such as the number of witnesses (λ), the number of household meters (μ), and the way 

to do the regrouping. We will analyze it in section 4.3. 

Similarly, based on the logic described in [101], we can prove that our protocol can 

achieve all accountability goals by using the message interpretation and the initial assumptions. 

Our goal is to find the faulty meters in a NAN. Suppose that x is any household meter in a NAN 

and that W is x’s witness. The goals can therefore be described as follows: 

G1: M CanProve (x is faulty or correct) 

G2: W CanProve (x is suspected or correct) 

Since an unsigned message has no effect on the achievement of goals in accountability 

logic, we only consider signed ones. The message flows can therefore be interpreted as follows: 

Message 1: x Receives ({Px} SignedWith KM
-1) 

Message 2: x Receives ({ta, tb} SignedWith KW
-1) 

Message 3: W Receives ({ta, tb, Ex(t)} SignedWith KPx
-1) 

Message 4: M Receives ({ta, tb, EW(t), {ta, tb, Ex(t)} SignedWith KPx
-1} SignedWith KW

-1). 

The initial state assumptions required in the analysis are: 

A1: M Receives ({Px is faulty} SignedWith KW
-1) => (M CanProve (Px  is faulty)) 

A2: W Receives ({t1,t2,Ex(t)} SignedWith KPx
-1) => (W CanProve  (x is suspected/correct)) 

Note that, A2 will use “intersected grouping” technique to check whether Px is in a 

suspected group or not. Using the above formal definitions, our protocol accountability can be 

proved as follows: 
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Message 1: When x receives message 1, x knows it was sent by M based on its unique 

signature. After that, x can use Px as its pseudonym to communicate with other meters. Since W 

also knows Px is one of its observation objects, if Px does not respond W’s request/challenge, W 

can claim Px is faulty. It will be sent to M for further verification. By applying the accountability 

postulate [101, 102] and A1, we have: M CanProve (W says Px is faulty) and (Px is faulty). When 

a suspected is issued against Px, the above statement can be used as evidence to prove (x is 

faulty). This is the accountability goal G1. 

Message 2: W will periodically broadcast message 2 to all of its observation objects. 

Since x knows its pseudonym is Px, it will be received by x. Other meters who got this broadcast 

message will discard it. When W does not get any response from Px after a given time, this 

message can be served as an evidence to prove (Px is suspected). This is the accountability goal 

G2. 

Message 3: It is a key to achieving accountability goal G2. When W receives message 3 

from all its observation objects within a given time, W will process the auditing procedure. If 

there is any one missing (possible delay too much) or whose timestamps (e.g., ta and tb) do not 

match its corresponding challenge message, W can directly claim the following statement: W 

CanProve (x is suspected). Otherwise, the auditing procedure will adopt aforementioned 

“intersected grouping” technique to filter out suspected meters. Given enough time, W can 

eventually prove the following statement by applying the accountability postulate and A2: W 

CanProve  (x is suspected or correct). 

Message 4: When x is suspected, its witness W will notify M with message 4. If there is 

only one suspected household meter, M can directly claim the following statement: M CanProve 

(x is faulty). For those meters in correct groups, we have: M CanProve (x is correct). Otherwise, 
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M will reassign all suspected meters to λ witnesses for further checking. Message 4 becomes the 

evidence against faulty meters. By combining all such statements from every witness, the 

accountability goal G1 will be achieved: M CanProve (x is faulty or correct). 

 

4.3  NAN Scheme Simulation 

  

One goal in this chapter is to achieve accountability in the NAN. As we can see, it relies 

on witnesses’ observations and undeniable log files. Logic proof has been given in section 4.2 

for our proposed protocol. The rest part of this section should evaluate performance of witnesses’ 

observations. According to regrouping times and hitting ratio (percentage of faulty meters in a 

suspected group), we analyze the performance of our grouping algorithm in different scenarios. 

We use the GROUP function described in Table 4.1 for our experiment. Specifically, 

deploy λ (e.g., λ = 2, 3, 4, and 5) witnesses and μ (e.g., μ = 102, 103, 104, and 105) household 

meters in a NAN. According to our test cases, manually set τ (e.g., τ = 1, 2, 3, 4, and 5) meters’ 

reading different from their actual consumptions, regarded as faulty meters. Only one master 

meter exists in the fuse box that manages all λ witnesses. Each witness is able to communicate 

with any household meter directly. No matter how they communicate, either via wireless or 

wired channel, private or public network, messages will be eventually delivered, safely and in a 

timely manner. 

For simplicity reasons, we assume all meters’ local time is synchronized. Because meters 

barely have constraints on power and computing resources, it may be easily achieved by variety 

time synchronization methods in computer networks. In addition, we assume there is no power 

loss during distribution and no prorogation delay. To remove this assumption, one may simply 
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adopt a predefined threshold and minimize the false report as we did in section 3.3.1. Here we 

only focus on more important aspects of our protocol. 

For every evaluated situation, we run 100 times, 500 time units (e.g., virtual hours) at a 

time, and take the average value of the outputs as our results. The simulation platform is 

Windows 7 64-bit, 2GB RAM, and Intel Core2 6400, 2.13 GHz CPU. 

 

4.3.1 Performance in Unlimited Time 

 

Given unlimited time, witnesses can eventually find out all faulty meters. To evaluate the 

performance under different scenarios, we use the total times of regrouping as a “criterion.” 

Apparently, less regrouping time means better performance on finding the faulty meters. 

Typically, the number of household meters in a NAN is ranging from 102 to 105. We 

deploy a small number (e.g., 2 to 5) of witnesses in the fuse box to monitor the NAN. As shown 

in Fig. 4.4, if there are less than 5 faulty meters in a NAN, the average regrouping time is no 

more than 62. It seems unacceptable in reality when we challenge suspected meters every one 

hour for regrouping. The worst case will cost 3 days to locate all faulty ones. However, as we can 

see, about 73.4% (i.e., 47 out of 64) cases can be done within a day, which is somehow tolerable 

for most situations. Especially, if there is only one faulty meter in the NAN, our algorithm is able 

to find it with average time of 6 hours. When the number of household meters (on each vertical 

line) increase, the average time of regrouping goes up as well. When the number of faulty meters 

increases by one, the regrouping time could be doubled. Based on the simulation result, we may 

claim that our algorithm works well when there are only a few faulty meters in the NAN. 
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Fig. 4.4. Performance in unlimited time with a little witnesses. 

 

4.3.2 Performance in Limited Time 

 

In fact, we do not know how many faulty meters out there at the beginning. If there are 

plenty, our algorithm may cost days to get the result. It is absolutely not acceptable. One solution 

is to set a timer for the program. Within a given time, witnesses may not find out all faulty 

meters. However, returning a small group of suspected meters is tolerable. We could manually 

check those meters using our traditional way. To evaluate the performance in such case, we use 

the hitting ratio (i.e., number of faulty meters / number of suspected meters) as a “criterion.” 

Apparently, higher hitting ratio means better performance on finding the faulty ones. 

In our simulation, the NAN has ten thousands household meters, which is a very typical 

case for a community. The timer is set as 100 regrouping times, which could be up to 4 days in 

reality. When the time is up, we calculate the hitting ratio under different scenarios. As we can 

see in Fig. 4.5, the ratio drops quickly as the number of faulty meters grows up. Adding witness 
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only gains 10% to 20% hitting ratio at a time. But it is not an economic solution. When the 

number of faulty meters is above 15, the ratio could be less than 60%. Hence, the grouping 

algorithm is only work for a small number of faulty meters. More sophisticated approach should 

be studied in the future work. 
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Fig. 4.5. Performance in limited time with different number of witnesses. 

 

4.4  Conclusion 

 

 An accountable scheme for the smart grid in a neighborhood area network has been 

presented based on the NIST smart grid interoperability standards (release 1.0). The main idea is 

to deploy extra witness meters in the fuse box to monitor all household meters. By intersected 

grouping technology, we could narrow down the searching area for faulty meters. Through a 

logic analysis and simulations, we argue that our scheme can effectively detect any faulty meter 

within the NAN under some reasonable assumptions. 
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CHAPTER 5 

MSN: TEMPORAL ACCOUNTABILITY 

 

Telemedicine is a technology that uses communications and computing to implement 

high-quality healthcare regardless of location. Recent technological progresses in wireless 

communications, micro-electro-mechanical systems, cryptography, and digital electronics have 

caused the telemedicine system to become more sophisticated. Medical sensor network (MSN) 

[69] is an example of such promising system. Patients are deployed with multiple medical 

sensors or wearable devices. These appliances are responsible for recording patients’ physical 

statuses and for transmitting these data to the monitor center via a wireless channel. At the 

monitor center, the data and corresponding medical records can reveal patients’ real-time 

situations after a series of analysis procedures. Once an undesirable status has been detected, 

doctors or nurses may take further actions on that particular patient (e.g., remind him/her to take 

pills immediately via telephone).  

Although the new platform saves time for patients to see a doctor, problems still exist in 

the MSN that cannot be ignored. Medical sensors may have different capabilities, such as 

detecting electrocardiographs (ECG), heart rate, blood pressure, or pulse rate. All these 

parameters are important to timely detection and classification of abnormal physical statuses. To 

obtain accurate sensor readings in unreliable channels is always the goal of ongoing researches. 

Nevertheless, it is hard to get the ideal readings because of sensors’ limitation. On the one hand, 

a sensor’s wireless communication range is limited (typically < 100 feet, due to the limited 
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power and capacity of the tiny antenna). In order to build a regional and low-cost MSN, we 

adopt a patient-to-patient (hop-to-hop) transmission relay scheme and “receiver-only” timestamp 

analysis in our design. The hop-to-hop strategy enlarges the communication range to some extent. 

The “receiver-only” timestamp analysis saves sensors’ power and synchronizes their local clock. 

On the other hand, sensors have deficient usability and poor security, especially the immature 

patient privacy-preserving technique. Hence, many hospitals and patients are afraid of using 

current telemedicine systems. A tradeoff between their usability and credibility needs to be 

achieved [73]. According to the study in [74], we believe that a multi-hop message 

communication system cannot be well protected only by typical security technologies (i.e., 

digital signatures and cryptography). As a complement, accountability and anonymity are 

required to secure the MSN. 

Albeit general system accountability can preserve the integrity and confidentiality for 

data transmissions, the MSN still has no protection against temporal signal spoofing. It is 

obvious that the accuracy of an ECG trace depends on the accuracy of temporal signals within 

each sensor’s report. Any change, no matter whether it derives from an attacker’s spoofing or 

comes from a malfunctioned sensor, may lead to quite another result. To locate the problem, we 

should hold the temporal signal accountable. One important issue is how to synchronize temporal 

signals among all sensor nodes and wireless devices. It should be an effective approach that is 

accurate, lightweight, flexible, and comprehensive. Actually, corresponding solutions have been 

proposed in a similar research area – wireless sensor networks (WSNs) [106]. In order to avoid 

the large shortening of medical sensor lifetime, a modified DMTS (Delay Measurement Time 

Synchronization) approach [107] will be adopted in our design. It is so called “receiver-only” 

local timestamp analysis which has much better energy efficiency in wireless communications. 
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For the privacy issue, since sensor’s ID on patient’s body corresponds to the patient’s 

profile record in a medical database, disclosure of information source during wireless 

communications can cause a violation of the patient’s privacy. Moreover, when such MSN 

platforms are widely deployed in the national medical sites (such as nursing homes, hospitals, 

etc.), they could become the potential attacking objects of cyber-terrorists. Considering the 

confidentiality of sensitive medical data, we definitely need an end-to-end security scheme to 

protect them. It can be achieved through an implementation of the following two crucial MSN 

components: first, the sensor-to-sensor communication should be secured through low-cost 

symmetrical ciphers; second, the medical data should also be authenticated and encrypted 

through extremely light-weight security schemes. Since sensor network security has been studied 

extensively, we will only focus on how to overcome current privacy problems while preserving 

temporal accountability in this chapter. To minimize the communication cost and obtain a certain 

degree of anonymity, we select “Crowds” out of three typical anonymous communication 

systems [108]. 

The rest of this chapter is organized as follows: Section 5.1 discusses the problems and 

challenges; Section 5.2 presents our design and architecture for the new MSN platform; Section 

5.3 mainly evaluates our design using logical proof; more insights regarding simulation results 

are offered in Section 5.4; Section 5.5 is the conclusion of this chapter. 

 

5.1  Problem Statement 

 

In a typical MSN (see Fig. 2.9 and Fig. 5.1), the patient’s medical information is 

normally collected by a wearable wireless device (e.g., PDA). Then it is delivered to nearby 
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access points (APs) via hop-by-hop wireless communications. Through wired or wireless 

channels among different APs, the collected information is transferred to a nursing home monitor 

center. To some extent, this architecture is scalable, manageable, and easily to be deployed. Our 

work is therefore illustrated based on such architecture.  

 

 

Fig. 5.1. A typical MSN architecture. 

 

MSN can help patients save time and money. It also optimizes medical resources so that 

every patient is able to receive better treatment than before. Nevertheless, current MSN is not 

good enough regarding integrity. The integrity not only refers to completeness of transmitting 

data in a wireless context, but also considers time consistency of delivered data between a sender 

and monitor center. Unfortunately, most existing work is dedicated to ensuring the data 

completeness but neglects the time consistency. For instance, ECG anomaly detections depend 

on the accurate time interval analysis of different ECG signal changes; a simple change of time 

signals may lead to quite another output. Inheriting generic technologies, such as time 

synchronization, cryptography, and wireless communication, cannot guarantee the consistency of 

time signals in the MSN. On the one hand, transmitted data may be delayed, forged, or dropped 

by an intermediate device along a routing path. We need find out who should be responsible for 
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this alteration and when it happens. On the other hand, wireless devices may have distinct local 

times with certain timer resolutions. It is not easy to synchronize all temporal signals with a high 

resolution, especially in a low-cost wireless sensor network. Based on these two factors, we 

formalize two challenges in a MSN: Challenge 1: forgery, alternation, delay, or removal of 

temporal records may be initiated by the sender, the receiver, or both in conspiracy; Challenge 2: 

either the sender is or the receiver’s clocks are not trusted, as they may be slow or fast. Another 

significant concern within a MSN is maintaining trust and confidence between patients and 

physicians. Maintaining confidentiality of a patient's medical record is of great importance. 

Nevertheless, it becomes a controversial topic when computerized information systems are 

considered to handle health data. It is the fear of many medical professionals that the 

confidentiality of medical and personal data will not be appropriately maintained. Such a fear is 

not totally unsupported. Anonymous communication technologies can be utilized to address this 

problem. The temporal accountability, however, is contradictory to anonymity. Evidence of 

temporal records can be used to reveal the sender’s identity. Therefore, our Challenge 3 is: 

maintain sender’s privacy while preserving temporal accountability. 

 

5.2  Communication Protocol 

 

5.2.1 Terms, Definitions, and Assumptions 

 

Terms 

- {A, B, …}: a set of communication participants, known as principals. Especially, M 

stands for the monitor center. 
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- {m, m’, n}: a set of messages or message components. 

- {ti | i = A, B, …}: a set of timestamps within the messages. 

- {m(ti), m’(ti), n(ti) | i = A, B, …}: a set of messages with timestamp ti. 

- {KA, KA
-1}: a pair of public and private keys of principal A. 

- {m}KA: m encrypted with the public key of principal A. 

- {m}KA
-1: m encrypted or signed with the private key of principal A. 

 

Definitions 

- Temporal Accountability: for any message m(ti) received by the monitor center M, if (ti is 

modified by a principal X) at tx, M CanProve (X sees m(ti), X modifies m(ti), and (X says 

m(ti’)) at tx). 

- Neighbor: principle B is a neighbor of principle A, if B is in A’s communication range. 

- Temporal Evidence: system will keep a log file or take similar approaches to record any 

modification of temporal signals.  

- Temporal Undeniable: no one can deny its actions on the temporal evidence. 

- Preserving/Maintaining Privacy: sender’s identity cannot be disclosed by any user or 

attacker except the authorized agency (e.g., monitor center). 

- Synchronize time signals: all data generated by communication principals hold the same 

(or with a little deviation) time reference clock at the recipient (e.g., monitor center). 

 

Assumptions 

1. Monitor center is assumed to be trusted, and its clock is assumed to be accurate. 

2. Each principal except the monitor center has more than two neighbors. 
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3. The local time of each principal except the monitor center is not trusted. 

4. The wireless communication channel is assumed to be unsecured, and all traffic in MSN 

can be observed by any principal. 

5. No message loss occurs during transmitting in wireless context.  

6. Digital signature and message encryption algorithm is based on public key cryptography, 

and no private key can be compromised by intruders. 

7. Computing and storage space for the monitor center and APs are assumed to be unlimited. 

8. No denial-of-service attack occurs in MSN. 

9. All wired communication channels are secured. 

10. No IP spoofing attack occurs in MSN. 

 

5.2.2 Temporal Accountability Module 

 

There have only been a few studies [97, 100, 102, 101] conducted on network temporal 

accountability. Most of them work for electronic transaction in wired network. Unlike the logic 

of electronic commerce, the “receiver” (monitor center) does not assign a permitted period to 

each “sender” (medical sensor) in a MSN, since a sender may constantly deliver messages with 

vital signals. However, a medical message is time sensitive, which is only valid during a certain 

period. For example, if sensors detect a heart attack and deliver relevant information 

immediately, we argue that the medical center should receive this message as soon as possible, 

or it will be useless when the patient is dead after a period. We therefore need a strategy to 

determine whether a received message is fresh or has been modified or postponed for an 

unacceptable period. Note that either a sender or an intermediate node is not trusted and may 



 

115 
 

change the time signal for certain reasons. Some may be damaged and others may be 

manipulated by malicious people; none of these are expected to be received. 

 

 

Fig. 5.2. Temporal accountability module. 

 

Based on Assumptions 4, 6, and 9, we just need to consider two transmission scenarios 

(as illustrated in Fig. 5.1): 1) Sensor-PDA and 2) PDAs-APs. They are both in wireless 

environment. The major difference is that the latter has more powerful capacities for 

computation and storage. Since PDAs and APs can be regarded as super sensor nodes in terms of 

transmitting messages, it is reasonable to merge these two scenarios into one abstracted case, as 

shown in Fig. 5.2. This combined module involves two kinds of components: 1) multiple 

transferring principals and 2) one receiver. As in the Sensor-PDA scenario, the first part 

represents the sensors while the receiver stands for a PDA. The PDA is regarded as relatively 

immobile to a patient. It is responsible for receiving and recording all medical data from sensors 

deployed on the patient and for communicating with other wireless devices to transfer medical 
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information. The information will eventually be forwarded to the nursing home monitor center 

via multi-hops among several PDAs or APs. As in the PDAs-APs scenario, multiple transferring 

principles can be regarded as PDAs or APs while the receiver is the monitor center. Hence, if we 

can achieve temporal accountability in this module, then we address the Challenge 1. 

As we know, to send or forward a message in a wireless environment, a principle simply 

broadcasts it within its communication range. Therefore, if a principle A sends a message m to 

the monitor center via its neighbor B, A will receive a broadcast message m from B when B tries 

to forward it to the destination. Based on this observation, we propose a feasible solution for 

temporal accountability in the MSN.  

Specifically, each principal except APs and the monitor center should hold a memory to 

record recently sent, forwarded, or passively received messages for further review. As Fig. 5.2 

depicts, once a principle B wants to send a message m to the receiver, B will proceed along the 

following procedures: 1) sets the receiver as the destination; 2) signs m with its unique signature 

key KB
-1; 3) records {m}KB

-1 in its memory; 4) sends {m}KB
-1 to the next hop C via broadcasting. 

There are three neighbors (A, C, and F) for principal B in this case. All of them will receive 

{m}KB
-1. Since A and F are not the next hop of this message (we will discuss the routing path in 

section 5.2.4), they just simply record {m}KB
-1 in their own memory. For principal C, it will 

process and forward this message to the receiver. Similarly, principal F will receive the 

forwarded message {m’}KC
-1 from principal C. Because KB and KC are public, principal F can 

verify the sender’s identification of message {m}KB
-1 and {m’}KC

-1. F can also compare the 

received message {m’}KC
-1 with the message {m}KB

-1 in its memory. We denote {m}KB
-1 is a 

temporal evidence of {m’}KC
-1. Once m and m’ are satisfied by a predefined temporal 

requirement (discuss in the next paragraph), we say m’ is equal to m. In this case, principal F 
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will delete {m}KB
-1 from its memory and record {m’}KC

-1into its memory for further surveillance. 

Otherwise, we say m’ is not equal to m, and principal F will report a suspicious temporal activity 

to the receiver with relevant temporal evidences (e.g., {m}KB
-1). 

The temporal requirement is not over a threshold value Δ predefined by the monitor 

center. When F receives m, F will mark the received time as t1. Similarly, when F receives m’, F 

gets the corresponding received time as t2. Note that both t1 and t2 are relative to F’s local time. 

After that, F will calculate the difference of t1 and t2, denoted as Δt. F will also calculate the 

difference between two timestamps within m and m’, denoted as Δt’. When |Δt- Δt’| is no greater 

than Δ, we say m and m’ are satisfied by this predefined temporal requirement. 

Based on the Assumption 2, every principal will have at least two observers to monitor 

its actions. Thus, most malicious modifications on temporal signals will be captured. Then we 

have achieved temporal undeniable and addressed the Challenge 1 here.  

 

5.2.3 Time Synchronization Module 

 

This section is dedicated to synchronize all temporal records in a MSN. It targets 

Challenge 2. In fact, global time synchronization is not necessary required for each 

communication node in the MSN. Every sensor is an independent node that does not need to 

know the local time of others. It is only responsible for delivering message to the monitor center. 

The monitor center will address the global time issue. By evaluating different forms of delay in 

the network, the monitor center can calculate the occurrence time of each received message. That 

means messages are “synchronized” at the monitor center. This protocol is so called delay 

measurement time synchronization (DMTS) [106]. The delay is composed of factors affecting 
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transmission time from node to node. The synchronization accuracy of this protocol is limited 

mainly by the precision of the delay measurements along the path. For the sake of ensuring high 

accuracy and energy efficiency in our design, we need appropriate modifications on DMTS 

protocol. The modified protocol should also be computationally lightweight. No complex 

numerical operations are involved. Therefore, we have modified the method proposed in [107]. 

 

 

Fig. 5.3. Time synchronization module. 

 

We illustrate our approach through an example. In Fig. 5.3, let tX be the residence time 

(including queuing time, processing time, and transmitting time) at node X and let tpi be the 

propagation delay for the hop i. Then, the residence time of the message from S1 is given by: TS1 

= tS1 + tA + tB + tp1 + tp2 + tp3. Note that the propagation delay (of radio waves) incurred over 

several hundred meters (path distance to sink) is in the order of nanoseconds, we neglect this part. 

The time spent at a node is generally on the order of milliseconds and cannot be ignored. Under 

this assumption, TS1 can be calculated by summing up the times spent at each node. That is, TS1 = 
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tS1 + tA + tB. Similarly, TS2 = tS2 + tA + tC + tD. As S1’s message reaches the receiver, the receiver 

notes the time (its own local time) at which it received this packet as τS1. Hence, the message 

must have been generated at τS1 − TS1 (TS1 is obtained from the message) in the local time of the 

receiver. The same procedure is applied for S2. As we can see, the accumulative residence time 

can be used for estimating the occurrence time of received message. So, we take such 

accumulative time as a timestamp stored in the message. 

This scheme eliminates many errors that time synchronization schemes have to contend 

with because we compute residence times close to the device. However, perhaps to a greater 

extent than those schemes, this scheme is impacted by clock drift. There are two problems 

brought about by clock drift: 1) timestamp can be significantly skewed if the residence times 

take so long; 2) clock drift can change the sample clocking, i.e., sensor samples may not be 

exactly 10ms apart when sampling at 100 Hz. The second problem might be considered 

unimportant, as sensor would be sampling the phenomenon correctly (when it happens), just not 

at the frequency it was supposed to. We return later to discuss the first problem in section 5.4.2. 

 

5.2.4 Anonymity Module 

 

Some laws and regulations are applicable for specifying how electronic patient record 

(EPR) should be handled, but they are subject to different interpretations. Patients must trust 

telemedicine systems to protect their private rights. However, EPRs are being used by different 

medical and administrative personnel; each has different professional and legal responsibilities. 

The system is risky with respect to privacy and confidentiality. This section is dedicated to 

implement privacy protection in the MSN, which targets Challenge 3. 
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Anonymous communication is an effective mechanism for protecting a user’s privacy 

and also complies with the principle of least information [109]. It aims to hide communication 

relationship between two parties. Practical anonymity services such as Tor (The Onion Router) 

have been deployed to protect privacy and deterred censorship for many users. Wireless 

networks have posed additional challenges to anonymity, such as those stated in reference [109]. 

 

 

Fig. 5.4. Anonymity module. 

 

There are three typical anonymous communication systems for reference: MIX, Onion 

Routing, and Crowds. For simplicity and energy efficient, we will adopt a Crowds system [108] 

in our design to enable anonymous communication. According to forwarding strategy of the 

Crowds system, messages are delivered in a dynamic way (shown in Fig. 5.4). More specifically, 

when a message arrives at an intermediate node between the sender and receiver, the node will 

replace the sender’s address in the message with its own address. Similarly, the message will 

arrive at the destination after a series of forwarding procedures in such Crowds system. This 

strategy therefore guarantees to some extent that the sender’s identity cannot be revealed. 
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5.2.5 System Framework 

 

 

Fig. 5.5. Architecture of accountable MSN. 

 

The system we propose here involves two major parts: Crowds-based MSN and the 

nursing home monitor center. It has combined three aforementioned modules to build our final 

system. As we discussed before, for the sake of building a low-cost and reliable MSN system, 

“receiver-only” local timestamp analysis technology is introduced for time synchronization. In 

general, Crowds-based MSN is responsible for collecting patients’ information and forwarding 

them to the nursing home monitor center anonymously. The nursing home monitor center mainly 

processes the received data and stores relevant sensitive information in its secured log server. It 

is also in charge of public key management and time synchronization. In the following, we use 

examples to illustrate some implementation details. 

1) Data Plane 

As shown in Fig. 5.5, a message delivered in a MSN has 5 fields: 1) sender’s address; 2) 

destination’s address; 3) sequence number; 4) timestamp; and 5) encrypted data. The data 

contains sensor’s ID and relevant medical information. The data is encrypted using a public key 
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issued by the monitor center, namely KM. Hence, the data cannot be modified except by the 

monitor center. Note that every message is signed by sender’s private key, which can be used for 

identifying sender’s identification. For example, suppose a principal X delivers a message m to 

the monitor center, m will be formed as: {IPX, IPM, {SeqS, TAX, {Data}KM}KX
-1}. By using 

private key KX
-1, no one can forge this message except X. Since KX is public, every principal is 

able to verify this message. Due to Crowds-based forwarding strategy, the first field of the 

message will be replaced while passing through intermediate nodes (e.g., principal Y in Fig. 5.5). 

Specifically, m becomes {IPY, IPM, {SeqS, TAY, {Data}KM}KY
-1} after passing through Y. The 

fourth field also has been changed since the accumulative timestamp has been updated. In the 

same manner, this message (denoted as m’) is signed by KY
-1 for identification reason. Eventually, 

this message will arrive at the monitor center. 

At the monitor center, received messages will be extracted for further processing. Fields 

3), 4), and 5) are used for medical analysis. For instance, they can be utilized to reconstruct an 

ECG. Field 5) will be decrypted using the corresponding private key KM
-1. Field 4) will be used 

for estimating the occurrence time of this message. It can be easily obtained by subtracting the 

value of field 4) from local time of the monitor center. By using this computed value, together 

with field 3) and the sender’s ID extracted from field 5), medical information is able to be 

restored. Finally, fields 3), 4), and 5) will be stored in a secured log server for future surveillance 

(e.g., auditing a certain principal for its temporal change during a long period).  

2) General Flow 

Our message transmission protocol has three phases: 1) delivery, 2) observation, and 3) 

report. In delivery phase, a sender delivers a message to the monitor center via several 

intermediate nodes. In observation phase, some neighbors will monitor forwarding message to 
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see if temporal signal has been modified. In report phase, the neighbor will deliver certain 

temporal evidence to the monitor center when an abnormal modification has been found.  

We will explain the meaning of general flow step by step using examples. In the delivery 

phase, X first requests Y to forward a message m to the monitor center M (Message 1). When Y 

received m, it will forward m to the next hop P (next hop decided by Y). Note that m has been 

changed to m’ (Message 2) after passing through P. Eventually, this message will be delivered to 

M. In the observation phase, when X delivers m to Y, X’s neighbor Z will also receive the 

message m (Message 3). Then Z will record the Message 3 as {Message 3, TX}, which means Z 

has received the Message 3 at Z’s local time TX. Similarly, when Y sends m’ to P, Y’s neighbor Z 

will receive the m’ (Message 4) as well. Then Z will record the Message 4 as {Message 4, TY}. 

Of course, X can also be an observation node of Y. Therefore, X will also receive the message m’ 

(Message 5) and record it as {Message 5, TY’}. Note that, TY is the local time of Z while TY’ is 

the local time of X. In the report phase, if Z has found that temporal signal of Message 4 is 

abnormal relative to Message 3, Z will send a report message n (Message 6) to the monitor center 

through an alternative path. The message n will be formed as {IPZ, IPM, {SeqS, TAZ, {IPZ, TX, m, 

TY, m’}KM}KZ
-1}. As we can see, the report message n has the same structure as a regular 

message m. The only difference is the data field of m has been changed to a temporal evidence 

{IPZ, TX, m, TY, m’} that only can be seen by the monitor center M. 

 

5.3  Protocol Analysis 

 

We have already addressed three Challenges in section 5.1. In the following two sections, 

we will try to analyze and evaluate our design in terms of temporal accountability, time accuracy, 
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and scalability. We adopt the same analysis method as Kudo’s [101]. Firstly, present 

accountability goals for transmission protocol according to the definition stated in section 5.2.1.  

G1: M CanProve (X sees m(ti) at tx1) 

G2: M CanProve (X modifies m(ti) to m(ti’)) 

G3: M CanProve (X says m(ti’)) at tx2) 

Since an unsigned message has no effect on the achievement of goals in accountability 

logic, only the following flows will be interpreted: 

Message 1: Y Receives ({SeqS, TAX, {Data}KM} SignedWith KX
-1)  

Message 2: P Receives ({SeqS, TAY, {Data}KM} SignedWith KY
-1) 

Message 3: Z Receives ({SeqS, TAX, {Data}KM} SignedWith KX
-1) 

Message 4: Z Receives ({SeqS, TAY, {Data}KM} SignedWith KY
-1) 

Message 5: X Receives ({SeqS, TAY, {Data}KM} SignedWith KY
-1) 

Message 6: M Receives ({SeqS, TAZ,  

{IPZ, TX, Message 3, TY, Message 4}KM} SignedWith KZ
-1) 

The initial state assumptions required in the analysis are as follows: 

A1: (X says ({SeqS, TAX, {Data}KM}) at TXY) 

=> (X delivers Data at TXY TimestampWith TAX) 

A2: M CanProve (X says ({SeqS, TAX, {Data}KM}) at TX) 

and (Y says ({SeqS, TAY, {Data}KM}) at TY)  

=> (M CanProve (Y modifies m(TAX) to m(TAY) at TY)) 

Using the above formal definitions, our protocol temporal accountability can be proved 

as follows: 
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Message 1: When Y receives Message 1 at TXY, Y knows it is sent by X based on IPX field 

and X’s signature. By applying the accountability postulate [101, 102], we have: Y CanProve (X 

says ({SeqS, TAX, {Data}KM}) at TXY). This statement can be transformed by applying A1: Y 

CanProve (X delivers Data at TXY TimestampWith TAX). When M request the log file of Y, this 

statement can be used as a temporal evidence to prove (X says m(TAX)) at TXY). This is the 

accountability goal G3. 

Message 2: Y forwards the Message 1 to P as X has requested. This message will be 

eventually delivered to M through P. When P receives Message 2 at TYP, by applying the 

accountability postulate and A1, we have: P CanProve (Y delivers Data at TYP TimestampWith 

TAY). When M request the log file of P, this statement can be used as a temporal evidence to 

prove (Y says m(TAY)) at TYP). This is the accountability goal G3. 

Message 3: TA field is required when the general Assumption 3 is made. When X 

broadcasts Message 1 with X’s signature, its neighbor Z instantly receives this message and 

records it as {Message 3, TX}. TX is the local time of Z when Z detects Message 1. Then, by 

applying the accountability postulate and A1, we have: Z CanProve (X delivers Data at TX 

TimestampWith TAX). When M request the log file of Z, this statement can be used as a temporal 

evidence to prove (X says m(TAX)) at TX) and (Y sees m(TAX) at TX). This is the accountability 

goal G1 and G3. 

Message 4: It is similar with Message 3. By recording the Message 4 and applying the 

accountability postulate and A1, we have: Z CanProve (Y delivers Data at TY TimestampWith 

TAY). TY is the local time of Z when Z detects Message 2 broadcasted by Y. When M request the 

log file of Z, this statement can be used as a temporal evidence to prove (Y says m(TAY)) at TY) 

and (P sees m(TAY) at TY). This is the accountability goal G1 and G3. 
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Message 5: It is also similar with Message 3. By recording the Message 5 and by 

applying the accountability postulate and A1, we have: X CanProve (Y delivers Data at TYX 

TimestampWith TAY). TYX is the local time of X when X detects Message 2 broadcasted by Y. 

When M request the log file of X, this statement can be used as a temporal evidence to prove (Y 

says m(TAY)) at TY) and (P sees m(TAY) at TYX). This is the accountability goal G1 and G3. 

Message 6: Through checking the difference between TX and TY, together with the 

difference between TAX and TAY, Z can easily verify whether Message 3 and Message 4 are 

satisfied with predefined temporal requirement (see section 5.2.2) or not. If they do not meet the 

requirement, Z will send a Message 6 to the monitor center. When Message 6 is received by M, 

M can request temporal evidences from relevant principals to prove the authenticity of Z. 

Therefore, by using the temporal evidence generated by Z, we have: M CanProve (X says ({SeqS, 

TAX, {Data}KM}) at TX) and (Y says ({SeqS, TAY, {Data}KM}) at TY). This statement can be 

transformed by applying A2: M CanProve (Y modifies m(TAX) to m(TAY) at TY). This is the 

accountability goal G2. 

 

5.4  Evaluation 

 

In this section, we have evaluated our system for its performance in terms of temporal 

accountability, time accuracy, and scalability by using discrete event simulation method. Only 

wireless scenarios are modeled. No wired connection in our simulations. Suppose that no 

message will be delivered over five hops to the destination. We distribute all wireless nodes into 

five consecutive blocks. The destination is connected to the fifth block. In practice, there always 

have many possible intermediate nodes in the middle of a transmission path, but a few at the 
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beginning and the end. Therefore, we assign the proportion of the nodes in each block as 

1:2:4:2:1 in quantity. For example, if there are ten nodes in a MSN, there will be one node in the 

first and fifth block respectively, two nodes in the second and fourth block respectively, and four 

nodes in the third block. Besides, considering more powerful wireless devices (like APs) almost 

close to the destination, the average service time for each block should be decreased along the 

transmission path. In a node, the service time refers to duration between start getting a message 

from a queue and complete sending this message to an uplink. Take the message authentication 

time into consideration, the average service times for block 1 to block 5 are assigned as: 25ms, 

20ms, 15ms, 10ms, and 5ms respectively. For simplicity reasons, we do not consider the 

propagation time in wireless environment. So the propagation time is assumed to be zero. 

Moreover, the interval time of message arrival (it is generated by itself, not by receiving) at each 

node is exponentially distributed. The mean interval time for each block is different. We suppose 

the mean interval time for block 1 to block 5 are: 2s, 4s, 8s, 16s, and 32s respectively. 

In order to simulate distinct local times for different wireless devices, we still utilize the 

time-driven simulation method [105] described in section 3.3.1. The drift clock for each device is 

subject to three factors: offset, skew, and drift. If current system time is t, the drift clock D(t) and 

the local time L(t) can be calculated by equation (3.6) and equation (3.7) respectively. As we can 

see, the three factors could be positive or negative. In our simulation, all offset values are 

uniformly distributed between -0.2 and 0.2; all skew values are uniformly distributed between -

0.002 and 0.002; all drift values are uniformly distributed between -0.0002 and 0.0002. 

For every situation, we run 100 times, 1000 seconds at a time, and take the average value 

of the outputs as our results. The simulation platform is Windows 7 64-bit, 2GB RAM, and Intel 

Core 2 6400, 2.13GHz CPU.  



 

128 
 

5.4.1 Temporal Accountability 

 

We have already proved temporal accountability by using accountability logic in section 

5.3. Note that the threshold direct affects the judgments of neighbor nodes in surveillance. A 

good threshold value is the key to make our system temporal accountable. In order to evaluate 

what is a good threshold, we set it in different values and measure the average accuracy of 

detection for abnormal temporal signals. We randomly set 10% of messages as abnormal by 

manually increasing their timestamp by one second. If there are x such messages in total and y 

(0<y<x) messages have been detected by surveillance, the accuracy of detection is y/x. For a 

threshold, we set the value between 1ms (it is mean value of skew) and 100ms (it is less than the 

modified value 1s). Obviously, the threshold cannot be too high. Otherwise, some undesirable 

temporal signals with minor changes may be ignored by neighbors’ surveillance. The threshold 

cannot be too small either, or the bias of local clock may be regarded as an abnormal behavior.  

As Fig. 5.6 depicts, with the increase in value of threshold from 1ms to 100ms, the 

accuracy of detection gradually approaches to 100%. The fluctuation of each line can be 

explained by the effects of topology. Some nodes may only have two neighbors while others 

have five or more. Intuitively, when malicious nodes have more neighbors, they can be detected 

by more chances. So the accuracy of detection should be high. Otherwise, they may be 

conspiracy and cannot be detected by limited number of neighbors. Then the accuracy of 

detection should be low in this case.  

From the analysis and simulation results we can tell that, the threshold value should be 

bigger than mean value of skew, and less than abnormal modified value. At here, the mean value 

of skew is 1ms, and the modified value is 1s. Then the threshold can be select from 1ms to 1s. 
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But we need avoid the unnecessary fluctuation to obtain a better accuracy of detection. So the 

threshold is better to be the mean value of the above range. That is 500ms. Hence, a good 

threshold for a general purpose should be set as the mean value of a range from average skew (in 

microsecond) to a trivial abnormal modified value (in millisecond). 
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Fig. 5.6. Simulation results on threshold effect. 

 

5.4.2 Time Accuracy 

 

As Fig. 5.7 depicts, with the increase in number of hops, the average error is linear 

growth in milliseconds. The fluctuation of this line can be explained by the random distribution 

of local drift time. Since every hop increases the chance of time drifting to the system time, the 

average error increases along with the number of hops is a normal behavior. Fortunately, in a 

MSN environment, the number of hops will not reach up to 10 and all local drift time is too 

trivial to affect medical information. This result indicates that our protocol has average errors 

between 1.2ms and 2.3ms. It can be accepted in a MSN system. 
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Fig. 5.7. Simulation results on hop effect. 

 

5.4.3 Scalability 
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Fig. 5.8. Simulation results on scalability. 

 

As Fig. 5.8 depicts, the average delay grows rapidly at beginning. This is because 

messages are too many to be queued in limited number of intermediate nodes. Later, with the 
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number of nodes increases, the growth of delay becomes slow. The reason is forwarding paths 

becomes more while sensors in block 1 remain the same sampling rates. The delay is less than 

4.5 ms with 300 nodes. The result indicates our protocol is scalable in a typical MSN system. 

 

5.5  Conclusion 

 

This chapter mainly addressed temporal accountability and anonymity issues in MSN 

systems. By using mutual surveillance in heterogeneous wireless environment, the system we 

proposed is capable of detecting abnormal temporal signal and identifying the root cause of such 

event. By adopting the idea of Crowds anonymous communication system, our design can also 

well protect sender’s identification on each transmitting message. Logical analysis and 

simulation results indicate that, if all wireless communication principals have a neighbor for 

surveillance, our MSN system can make majority of the temporal signal accountable. At the 

same time, all temporal signals can be synchronized with high precision (millisecond) at the 

monitor center. The “receiver-only” local timestamp analysis scheme incurs little overhead (a 

residence time field in every message) and can be implemented easily as we discussed. In 

addition, it is a scalable design that can be deployed into any other wireless communication 

system for temporal accountability objective. 
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CHAPTER 6 

ENHANCED TEMPORAL ACCOUNTABLE MSN 

 

In Chapter 5, we have presented a temporal accountable communication protocol in a 

medical sensor network (MSN). Each sensor node acts as both a sender and an observer. Since 

most wireless devices use broadcast mode to deliver messages, every node within their 

communication range may capture the messages even it is not the recipient. Thus, the temporal 

signal can be exposed to all nodes that near the message’s transmission path. With the help of 

observations from nearby nodes, almost all temporal signals are accountable and able to be 

detected if they have been modified by intermediate nodes. Besides, we also considered other 

two practical problems in the MSN. The first one focuses on time synchronization issue. In order 

to avoid the large shortening of medical sensor lifetime, a modified DMTS (Delay Measurement 

Time Synchronization) approach [107] has been adopted in our design. Another one aims to the 

privacy issue. To minimize the communication cost and obtain a certain degree of anonymity, we 

select “Crowds” out of three typical anonymous communication systems [108]. 

However, our previous work has several drawbacks that should be improved. Firstly, the 

broadcast scheme should be changed for many reasons, such as energy saving, network traffic 

reduces, conflict prevention, etc. Secondly, adopted public key infrastructure may be replaced by 

other light-weighted cryptography scheme due to complex re-key and management processes. To 

address these problems becomes our major thrust of this chapter. Three essential contributions 

are made: 1) a temporal accountable unicast mode is presented; 2) the communication between a 
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sensor and the monitor center is secured through a low-cost symmetrical key; 3) the medical data 

is authenticated through extremely light-weight security schemes. 

The rest of this chapter is organized as follows: Section 6.1 discusses the problems; 

Section 6.2 proposes our improvements on the communication protocol; Section 6.3 mainly 

evaluates our design using logical testing and security analysis; Section 6.4 is the conclusion. 

 

6.1  Problem Statement 

 

The assumptions stated in section 5.2.1 obviously hinder the deployment of our proposed 

accountable MSN. On the one hand, the communication protocol relies on a broadcast scheme. 

That means, each sensor should have two antennas for full duplex communication. It not only 

costs more money, but also burdens the network bandwidth. More realistic issues present when 

messages are broadcasted in a wireless sensor network: 1) sensor requires much more energy to 

send, filter, and receive messages; 2) transmitting conflicts are highly possible when all sensor 

nodes broadcast messages in a limited area; and 3) communication principals in a wired network 

cannot be witnesses due to our accountable scheme. 

On the other hand, sensor needs to encrypt every medical data for identity hidden purpose. 

The monitor center should issue and manage its public key in the MSN. Encryption itself will 

shorten the life-cycle of the sensor. The public key scheme makes it even worse. Current 

asymmetric key encryption algorithms all suffer two problems: 1) encryption and decryption 

processes are relatively slow compared to symmetric key based scheme; 2) rekey process is very 

complex and time consuming, especially for a large amount of objects. 
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Since these drawbacks limit the MSN’s performance, addressing or improving these 

issues is therefore highly demanded. In this chapter, we will try to redesign the communication 

protocol in the MSN in order to overcome the aforementioned problems. 

 

6.2  Protocol Design 

 

6.2.1 Terms and Assumptions 

 

In addition to the terms described in section 5.2.1, the following ones are required to 

better describe our design. 

- {m}HX: the message component m signed with a unique hash function of X. 

- Fp: a finite field. 

- E: an elliptic curve defined on Fp with a large order. 

- G: the group of elliptic curve points on E. 

- PX: a point on E for principal X, PX ∈G. 

- h(x): a public one-way hash function, it maps x onto G. 

- s: the monitor center’s private key. 

- IDX: a pseudonym of principal X. 

 

As our requirement changed, the assumptions are modified accordingly. This makes our 

design more realistic and robust than previous one. The new MSN platform is built upon 

following assumptions: 

1. Monitor center is assumed to be trusted, and its clock is assumed to be accurate. 
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2. The local time of each principal except the monitor center is not trusted. 

3. No message loss occurs during transmitting in either wireless or wired context.  

4. Computing and storage space for the monitor center and access points are assumed to be 

unlimited. Sensors have enough storage space for logging purpose. 

 

6.2.2 Temporal Accountability Module 

 

In our original design (as described in chapter 5), each communication principal 

broadcasts its messages to their neighbors for a surveillance purpose. Once an abnormal time 

signal is detected, correct neighbors will report such event to the monitor center in a timely 

manner. Broadcast mode obviously brings many performance issues, especially in a wireless 

sensor network. Instead of broadcast mode, designing another effective approach to achieve the 

same temporal accountability goal will definitely enhance the performance of the MSN in terms 

of energy saving, network traffic reduces, conflict prevention, etc. 

Actually, in most cases, only a few abnormal principals exist in the MSN. Sometimes, it 

is tolerable if we could find those abnormal ones at a later time. Therefore we could introduce 

assigned “witnesses” for each principal to avoid continues broadcasting. When a new 

communication principal, denoted as a node, joins the MSN, the monitor center will assign at 

least two active witnesses for this node after verifying its identity. The “active witness” means 

currently online and correct node. The new joined node and its witnesses, at the first time, will 

exchange their address information for later uses. In the case described in Fig. 6.1, A and F are 

B’s witnesses, and C’s witnesses are E and F. Note that, it is not necessary for a witness to be in 

the communication range of an observed object. For instance, D also could be a witness of B 
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only if B could successfully deliver a message to D (e.g., via one hop through F or C). In the 

following, we will illustrate our enhanced temporal accountability module in details. 

 

A B C

D

E

Receiver
m

m'

m'

m'

F

m

IPCIPB

m m'
{TAB}HB, {IDA, Data}HA IPRIPC {TAC}HC, {IDA, Data}HA

 

Fig. 6.1. Enhanced temporal accountability module. 

 

In order to distinguish our previous design, we introduce a new term here. Let {m}HX be 

the message component m signed with an unique hash function of X. The hash function itself is 

public and will be issued by the monitor center through a secure channel based on a security 

policy. The unique means each principal holds a distinct symmetric key with the monitor center, 

which can be used for generating a unique hashing value on a same message. In the following 

discussion, we assume the monitor center would handle this key establishment job (discussed in 

section 6.2.3). 
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Fig. 6.1 illustrates an example that a principal A tries to deliver a message to a receiver R 

through B and C. Note that, A, B, and C could be any communication principal in the MSN, and 

R could be a PDA, an AP, or the monitor center M. When the message goes through B, B will 

replace the sender’s IP with its own IP address IPB for anonymity purpose. The message is 

changed to m as {IPB, IPC, {TAB}HB, {IDA, Data}HA}, which will be recorded in B’s local log 

files. The log file becomes {m, IPA, tB}, where IPA is m’s previous hop IP, and tB is B’s local time 

when m has been processed. In message m, TAB is an accumulated timestamp used for time 

synchronization purpose (discussed in chapter 5), and IDA is a pseudonym assigned by M for the 

original sender A. Similarly, principal C will modify and record the forwarding message to mʹ as 

{IPC, IPR, {TAC}HC, {IDA, Data}HA}. The log file of mʹ is {mʹ, IPB, tC}. The message will be 

eventually delivered to the monitor center with a unicast mode.  

At a predefined time interval, witnesses will challenge their observed objects for 

surveillance purpose. In our example case, A and F will ask B for recent processed log files, and 

C will be challenged by E and F for the same thing. When E and F receives C’s log file, they 

know mʹ is originally from principal B through IPB. Therefore, E and F will ask B for recent log 

files regarding {IDA, Data}HA. Note that, this could disclose sender’s identity (we will discuss a 

solution in section 6.2.4). Then B sends a copy of m to E and F within a given time period. If B 

fails to response (not because B is offline), E and F are reasonable to assume B is an abnormal 

principal. Otherwise, E and F will check whether the difference of TAB and TAC is equal to the 

difference of the two log times (aka. tB and tC). We denote {m, tB} is a temporal evidence of {mʹ, 

tC}. Once the difference is satisfied by our temporal requirement (discuss later), we say mʹ is 

equal to m. In other cases, we say m’ is not equal to m, and principal E and F will report a 

suspicious temporal activity to the receiver with relevant temporal evidence. Since either B or C 
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may change their recorded messages, F cannot tell which one is abnormal solely based on their 

responses. Fortunately, the monitor center is able to recover the transmission path through back 

tracking on log files of each intermediate principal. Abnormal one can be found out by 

comparing all temporal records along the path. 

Similarly, principal A will ask B for its log files for surveillance. Since both A and B 

knows m is from A through IPA, B’s response message will not include {m, IPA, tB}.  

The temporal requirement is not over a threshold value Δ predefined by the monitor 

center. During surveillance, F will calculate the difference of tB and tC, denoted as Δt. It also 

calculates the difference between two timestamps within m and m’, denoted as Δt’. When |Δt- 

Δt’| is no greater than Δ, we say m and m’ are satisfied by this predefined temporal requirement. 

 

6.2.3 Key Establishment 

 

As we known, key establishment and distribution are the fundamental tasks for entity 

authentication. We can use either symmetric key cryptography (SKC) or public key 

cryptography (PKC) for their implementations, but we have to know the pros and the cons of 

each algorithm. SKC-based schemes suffer the following problems: they require a large memory 

to store key materials, provide low scalability due to distribution of the keys, add and revoke 

keys, and require complicated key pre-distribution. On the other hand, PKC-based schemes 

suffer from high energy consumption and considerable time delay. PKC provides a more flexible 

and simple interface compared to SKC, which does not require key pre-distribution, pair-wise 

key sharing, or complicated one-way key chain schemes. In most cases, PKC-based schemes are 

used for digital signatures. However, it costs too much for sensor nodes on their energy and 
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computing resources as we discussed. For our situation, it is a wise choice if we adopt a PKC-

based solution only for key distribution and at the meantime we also address the aforementioned 

constraint problems with SKC-based scheme. Based on current research achievements, we 

believe ECC (Elliptic Curve Cryptography)-based solution is a solid one to be considered for key 

distribution [114]. The reason we choose the ECC is that, its light-weight cryptographic scheme 

is better suit for the constrained MSN scenario. 

 

 

Fig. 6.2. Symmetric key establishment procedures. 

 

In order to establish a symmetric key for a communication principal in the MSN, taking a 

monitor center M and a sensor node X as an example, only three essential steps are required as 

shown in Fig. 6.2. 
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Firstly, the monitor center will assign a pseudonym IDX for each principal X. Then M 

computes a corresponding point PX on G with a public one way hash function h(IDX). M will also 

generate the private key of X as SX = s·PX over Fp. Note that, s is a secret key of M that is 

assumed to be assigned before the M has joined the MSN. Later, M will send the first message to 

X as {IDX, h(·), PX, SX}. 

Secondly, the principal X generates an ephemeral private key a and computes QX = a·SX 

and QX′ = a·PX over Fp. Then X will send an authentication message {IDX, QX, h(IDX||QX||QX′)} to 

M. Once receive the message, M will compute QX″ = s-1·QX over Fp and h(IDX||QX||QX″) 

respectively. Then it checks whether h(IDX||QX||QX″) is equal to h(IDX||QX||QX′) or not. If not, 

authentication fails. Otherwise go to step 3. 

The third step is the establishment for the symmetric key of X and M. Similarly, M will 

choose a random ephemeral key b and compute QMX = b·PX for the M-X pair. The symmetric key 

will be h(abPX) based on ECC algorithm. It can be computed by h(QX″b) = h(abPX). The 

principal X will get the symmetric key from M’s response message, {QMX, h(IDX||QX||QX″)}, by 

computing h(QMX
a) = h(abPX). 

Once the symmetric key is established, principal X is able to communicate with the 

monitor center directly using h(abPX). The symmetric key can be further used for rekey purpose, 

which will save the time and computing energy for authentication process. 

 

6.2.4 Anonymity Module 

 

The original design uses Crowds anonymous communication system to hide sender’s 

identity in a MSN. Each intermediate node in a transmitting path will replace sender’s IP field 
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with its own address. The forwarding path is arbitrary according to Crowds’ routing strategy. 

Although the communication channel is unsecured, and all traffic in a MSN can be observed by 

any principal. No one is able to infer the sender’s identification only by an observed message, 

since the sender’s IP address may have been replaced many times already. In enhanced 

communication protocol, such Crowds-based scheme is still adopted. The modification part goes 

to data field. Previous design encrypts the data field with monitor center’s public key. It prevents 

data’s identification information from being disclosed. In fact, only the identification should be 

hidden. Encrypt other parts of data is not necessary. Therefore, we use a pseudonym to 

anonymize sender’s identity. In this case, sensor is not required to encrypt and decrypt messages, 

which enhances its life-cycle and saves processing time. 

As we mentioned in section 6.2.2, witness requests log files from non-observed objects 

may disclose sender’s identity. A malicious one may ask all principals to send certain log files 

for surveillance. With those files, it is easy to find a transmitting path for particular message. 

However, we could prevent this attack by simply verify the challenge requests. Only the next 

hop’s witness and the monitor center are acceptable to get those requests’ responses. The 

verification can be achieved by witness’s certificate (along with the challenge request) from the 

monitor center. Hence, malicious one is unable to get the whole picture of the MSN traffic. In the 

meantime, the monitor center may prevent the anonymous communication from being abused. 

 

6.3  Analysis 

 

In the following two subsections, we try to analyze our design in terms of temporal 

accountability and attacks protection. As we can see in the assumptions, the new protocol 
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eliminates the public key infrastructure and allows the wired scenario in the MSN. This 

modification makes our new communication protocol more scalable and realistic than previous 

design. 

 

6.3.1 Protocol Analysis 

 

We adopt the same analysis method as we did in chapter 5. Firstly, present accountability 

goals for transmission protocol according to the definition stated in section 5.2.1.  

G1: M CanProve (X sees m(ti) at tx) 

G2: M CanProve (X modifies m(ti) to m(ti’)) 

G3: M CanProve (X says m(ti’)) at tx) 

Since an unsigned message has no effect on the achievement of goals in accountability 

logic, only the following flows will be interpreted (in a scenario that described in Fig. 6.2): 

Message 1: C Receives ({TAB} SignedWith HB, {IDA, Data} SignedWith HA}) 

Message 2: R Receives ({TAC} SignedWith HC, {IDA, Data} SignedWith HA) 

Message 3: F Receives ({Message 2, IPB, tC} SignedWith HC) 

Message 4: F Receives ({Message 1, IPA, tB} SignedWith HB) 

Message 5: M Receives ({IPF, Message 3, Message 4} SignedWith HF) 

The initial state assumptions required in the analysis are as follows: 

A1: (X says ({{TAX}HX, {IDY, Data}HY }) at tX) 

=> (X delivers Y’s Data at tX TimestampWith TAX) 

A2: (X says {m(TAX), IPY, tX}) 

=> (X sees m before tX) and (X modifies m to m(TAX) at tX) and (X says m(TAX) at tX) 
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Using the above formal definitions, our protocol temporal accountability can be proved 

as follows: 

Message 1: When C receives Message 1 at tB′, C knows it is sent by B based on IPB field. 

Note tB′ is the local time of C when B’s local time is tB. By applying the accountability postulate 

[101], we have: C CanProve (B says ({TAB}HB, {IDA, Data}HA}) at tB′). This statement can be 

transformed by applying A1: C CanProve (B delivers A’s Data at tB′ TimestampWith TAB). 

When M request the log file of C, this statement can be used as a temporal evidence to prove (B 

says m(TAB)) at tB′). This is the accountability goal G3. 

Message 2: C forwards the Message 1 to R. This message will be eventually delivered to 

M through R. When R receives Message 2 at tC′, by applying the accountability postulate and A1, 

we have: R CanProve (C delivers A’s Data at tC′ TimestampWith TAC). Note tC′ is the local time 

of R when C’s local time is tC. When M request the log file of R, this statement can be used as a 

temporal evidence to prove (C says m(TAC)) at tC′). This is the accountability goal G3. 

Message 3: It is requested when F challenges C for its recent log files. In this case, C will 

record Message 2 when it has been processed at tC. Then, by applying the accountability 

postulate and A2, we have: F CanProve (C sees m before tC) and (C modifies m to m(TAC) at tC) 

and (C says m(TAC) at tC). When M request the log file of F, this statement can be used as a 

temporal evidence to support the accountability goal G1, G2 and G3. 

Message 4: It is similar with Message 3. By applying the accountability postulate and A2, 

we have: F CanProve (B sees m before tB) and (B modifies m to m(TAB) at tB) and (B says m(TAB) 

at tB). When M request the log file of F, this statement can be used as a temporal evidence to 

support the accountability goal G1, G2 and G3. 
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Message 5: Based on Messages 3 and 4, through checking the difference between tB and 

tC, together with the difference between TAB and TAC, F can easily verify whether Message 3 and 

Message 4 are satisfied with predefined temporal requirement (see section 6.2.2) or not. If they 

do not meet the requirement, F will send a Message 6 to the monitor center. When Message 6 is 

received by M, M can request temporal evidences from relevant principals to prove the 

correctness of F. Hence, by using the temporal evidence generated by F, we have: M CanProve 

(B says (Message 1 at tB) and (C says (Message 2 at tC). This statement can be transformed as: M 

CanProve (C modifies m(TAB) to m(TAC) at tC). This is the accountability goal G2. 

 

6.3.2 Security Analysis 

 

In this section, we will analyze whether our proposed key establishment protocol is 

secure or not. 

1) Eavesdropping Attack 

Each run produces a different symmetric key, and knowledge of past symmetric keys 

does not allow deduction of future symmetric keys. In our scheme, the symmetric key is 

calculated by one way hash and random secrets. Only the sensor X and monitor center know their 

symmetric key h(abPX), which is computed from the random ephemeral key. That is, even if the 

previous secrets are revealed, the other secrets will remain unknown to the adversary. 

2) Man-in-the-middle Attack 

Compromising of a long term secret key at some point in the future, does not lead to 

compromise of communications in the past. Note that in our scheme, even if the adversary 

compromises the monitor center's secret key s, it cannot compromise the previous symmetric key 
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because the adversary cannot know the ephemeral key a or b such that it cannot compute the 

symmetric key. Also, our protocols satisfy both partial forward secrecy and perfect forward 

secrecy since it is hard to compute the symmetric key without knowing the ephemeral key a or b. 

Hence, no one in the middle can obtain the symmetric key. However, it still requires additional 

strategy to prevent IP spoofing. Access control and user authentication is required before 

initiating the key establishment. 

3) Key Control Attack 

Both communication entities select a random number to generate the symmetric key, 

which would be discarded after a given time, e.g., the session expired. Neither one can control 

the outcome of the key by, for example, restricting it to lie in some predetermined small set. In 

other words, neither entity can force the symmetric key to a pre-selected value. Hence, our 

proposed protocol can resist any key control attack. 

4) Replay Attack 

In case a malicious one gained a valid symmetric key or captured network traffic in the 

MSN, the protocol should resist replay attack by introducing a nonce in every transmitted 

message. However, it is an optional choice that could vary on different applications. Besides, the 

symmetric key could be used for identification. Therefore, replayed message from unidentified 

person will be discarded. 

 

6.4  Conclusion 

 

This chapter mainly addressed temporal accountability issues in a medical sensor 

network. It extends and enhances our previous work in Chapter 5, in terms of traffic overhead 
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and key management. By using a light-weight symmetric key authentication method, sensor does 

not need encrypt any message and thus can save energy and computing resources. An elliptic 

curve cryptography based symmetric key establishment procedure ensures each message is 

securely authenticated. It also facilitates key management for the monitor center. In our 

enhanced communication protocol, unicast mode is adopted for message transmission, which 

reduces traffic overhead and transmitting conflict possibility. Assigning witness for each 

communication principal makes wired network temporal accountable as well. Compared with 

previous design, the drawback is we cannot detect the abnormal principal in a timely manner. A 

correct witness only can point out that a problem exists in two suspicious principals. Further 

inspection should be involved through the monitor center. 



 

147 
 

 

 

CHAPTER 7 

CONCLUSION 

 

People never stop questioning security issues of a system since it came out in the first 

place. Albeit a well design could eliminate most threats, vulnerabilities still emerge after new 

technologies are adopted. Instead of fixing endless security problems, identifying and tracing 

back misbehavior entities are alternative ways to secure a system. This technology is so called 

accountability. Two case studies are presented as follows: 

One specific problem has been raised in the power metering system. As we know, the 

power utility company charges customers solely based on the readings from their power meters. 

Considering the operating cost and technical difficulty, the utility only measures the aggregated 

power supply to a service area. In order to get individual power consumption, in the past, utility 

would send technicians to manually gather meter readings. To date, by using automatic meter 

reading technology, this information can be remotely obtained via a private corporate network or 

the public Internet. However, if a meter is compromised or malfunction due to some other 

reasons, the utility can hardly find it and thus may have economic loss. A possible solution is to 

prevent the meter from being altered. But this is not enough for more complex networks of the 

smart grid (aka. current power grid integrated with communication and information 

technologies). In a smart grid, the meter not only measures the incoming power flow, but also 

can be responsible for calculating the self/home-generated power. The readings for home 

consumption therefore could be obscured by these two power resources, which make collusion 
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attack possible. For example, after hacking the meter one could argue that, he never consumes 

any power from the utility but only use the electricity generated by home solar system. In 

addition, the digital readings could be accessed online. Theoretically, they could be hacked 

without the hardware modification as well. Furthermore, prices change along with time in smart 

grids, traditional billing method therefore is no longer feasible. The exact times when power is 

used in a single day are important and should be made accountable. To solve the above problems 

and to make the smart grid reliable, we designed two accountable metering systems by using a 

peer review strategy and intersected grouping scheme respectively. Through a logic analysis and 

simulation, we argue that the proposed systems can effectively detect any faulty meter in a home 

area and neighborhood area networks under some reasonable assumptions. 

Another case is the medical sensor network (MSN). In this context, patients are deployed 

with certain medical sensors and wearable devices and are remotely monitored by professionals. 

Thus, seeing a doctor in person is no longer the only option for those in need of medical care. 

Since it is also an economical way to reduce healthcare costs and save medical resources, we 

expect a robust, reliable, and scalable MSN in the near future. However, the time signal and 

temporal history in the current MSN are vulnerable due to unsecured infrastructure and 

transmission strategies. Meanwhile, the MSN may leak patients’ identifications or other sensitive 

information that violates personal privacy. To make sure the critical time signal is accountable, 

we propose two new communication protocols for MSN that is capable of temporal 

accountability. In addition, they also provide privacy-preserving ability via a Crowds anonymous 

system. The analysis and simulation results clearly indicate the advantages of our first design in 

terms of reliable and scalable features. The second design is the extension of the first one. It 

enhances the MSN performance in terms of traffic overhead and key management. 
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