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ABSTRACT

Cyberbullying is a growing phenomenon affecting victims, perpetrators, arahtgss.
Schools and school officials are also affected by cyberbullying, fadbdivei responsibility of
addressing issues that manifest from cyberbullying. Previous literatuiéenéiied strategies
for school use in addressing cyberbullying, including forming stakeholdeepsitps,
implementing cyberbullying education and awareness programs, and applyiparaisgi
action. Opponents question school administrators’ authority in addressing cybedowilj
disciplinary action, raising concern about the potential violation of studéns.ripherefore, the
purpose of this study is to better understand how cyberbullying affects sgbtmwhs
stakeholders and gather ideas about how school officials should properly address it.

The researcher in this case study collected and analyzed stakeholder gescepti
regarding cyberbullying effects upon their school system and how schools shoelssatdrhis
school system is located in southeastern U.S. The researcher used focus gnaapsnter
collect data from four stakeholder groups: school administrators, school counsaterdgs, and
external authorities. The researcher used content analysis to identificaigrdata; and
organized, reported, and discussed the results in two distinct ways: 1) groupitsggb@sedl on
their connection to the study’s research questions, and 2) grouping results itherines
through the use of thematic coding. The discussion of results, implications for stigkehahd
recommendations for future research are based on data connections with tioh tpeesirons
and the development of the five themes. The results, stakeholder implications, and

recommendations for future research include ideas regarding stakehotdergbaps, education



and awareness programs, school disciplinary action, parental supervision aal] aodtother

ideas concerning stakeholder relationships and trust.
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CHAPTER [
INTRODUCTION

Bullying has been prevalent in schools since the existence of educatiomé ety
century, one-room schoolhouse to today’s technology-rich schools. In more recenpgkcEes
and strategies have been created and executed to thwart the presence gf paltyaularly
since the 1999 tragedy at Columbine High School, in Littleton, Colorado. The Columbine
incident involved two high school students who shot and killed twelve students and one teacher,
and injured others before taking their own lives. One of the contributing factors tpifades
was bullying that the two students had endured during their time at Columbine (Hinduja
Patchin, 2006). Therefore, schools throughout the nation placed a heightened awareness on
bullying prevention and school safety. Since that time, this awareness iy steeeased
because of additional incidents across the nation and increased sensitivity testes@ the
media. In response, most, if not all school districts across the U.S. developed gimtg laull
anti-harassment policies for reporting incidents and administering comeegie perpetrators
(Hinduja & Patchin, 2006).

Most anti-bullying policies created and enforced by school districtsntlyrsddress
face-to-face bullying behaviors, which is considered to be the traditionabfidoodlying (Gillis,
2006). However, a new form of bullying has emerged and become increasingly mravabeg
our youth. Cyberbullying is a growing phenomenon in our nation and is a direct result of
increased access to and use of technology tools and applications. These tools eattbappli

include the internet, cell phones, instant messaging (IM), e-mail, textgimegs$dhort Message



Service or SMS and Multimedia Message Service or MMS), and social netwatksg s
(Feinberg & Robey, 2008). Traditionally, bullying has taken several diffeaeattb-face forms.
As a result of increased awareness and new technology, bullying can now be define
“repeated and deliberate harassment directed by one in a position of powerdowar more,
which can be in the form of physical threats or behaviors, including assault,reciraid subtle
forms of aggression, including verbal actions” (Smith, Mahdavi, Carvalho, Fisher]IR&sse
Tippett, 2008, p. 376).
Defining Cyberbullying

Cyberbullying is not necessarily a new type of bullying in terms of behawotsnstead,
is a new platform that exudes similar behaviors. Cyberbullying involves nomzahlyallying
and harassing behaviors such as “sending or posting harmful or cruel text or irsiagebe
Internet or other digital communication devices, such as cell phones” (Feinberge§, ROD8,
p. 26). Additionally, the digital communication devices used by cyberbullies not only peovide
means to harass and threaten victims, but often amplifies the behaviors (F&iftmrgy,
2008). Bullying has evolved into a new form and identity as it enters a new dimensientinhe
increase of student access to electronic communication correlates withesasenecr the number
of cyberbullying incidents.

Use of Technology

Recent studies have indicated a rise in student access and use of electronic
communication devices, including cell phones and the internet. A 2005 study reportedithat ove
half (51%) of students aged 12 — 17 stated that they accessed and used online applidgtions dai
(Feinberg & Robey, 2008). Furthermore, 74% of those students communicated to peers using

instant messaging. A year later (2006), another study revealed that 93% sfudedits aged 12



— 17 used the internet at least occasionally (Feinberg & Robey, 2008). Hinduja@nd Pat

(2010) conducted a study focusing on technology use by students aged 10 — 18. The study found
that 83% of students reported that they used a cell phone on a weekly basis, while 47% used a
cell phone at school. More than 77% reported they sent text messages. A little m&@tha

reported using the internet for schoolwork purposes. Almost the same percentayg (60.1

students reported using Facebook. Approximately 40% of students used instantngessagi

online, 46.2% used e-mail, 40.5% took photos using a cell phone, 14.5% used a webcam, and
11.5% used YouTube (Hinduja & Patchin, 2010).

To illustrate a growth in technology use, Hinduja and Patchin (2010) reported that 16
million youths (aged 2 — 11) were online in May 2009. While over 90% of teens use thet,interne
more than 50% have profiles on a social networking site (e.g., MySpace, Facebook). A
international perspective reveals that 88% of 12 — 14-year-olds in the U.S. usertingt it
fall behind Great Britain, Israel, and the Czech Republic where internet issaigl 00%, 98%,
and 96% respectively. Eighty-five percent of teens communicate digiilyothers and 85%
of teens spend at least one hour on the Internet each day. These numbers andgsercentag
indicate an increase in technology usage by adolescents over the past deuhga &lPatchin,
2010).

Cyberbullying Statistics

Most cyberbullying among children and adolescents occurs between peers an@®ccurs
early as second grade. A 2008 study by Smith, Smith, Osborn, and Samara found tharddolesc
female victims discovered the cyberbully was considered “someone they BBetof the time.

In 2007, Hinduja and Patchin conducted a study of middle school students, which revealed that

more than 17% of students stated they have been cyberbullied at least once. IS pecctee



reported they cyberbullied others at least once. Furthermore, 12% reportéavikdyeen both a
victim and an aggressor in cyberbullying situations (Hinduja & Patchin, 2088{lyl.a 2006
study conducted by Fight Crime found that more than 13 million students aged 6 — 17 were
victims of cyberbullying (Feinberg & Robey, 2008).

In 2006, a study was conducted known as the Youth Internet Safety Survey-2 (Y#S-2)
follow-up to the same survey (YISS-1) conducted a year earlier (2005).uithefstused on
regular internet users that ranged in age from 10 to 17 years. Two simplempiesie asked of
the participants: 1) were you worried or threatened because someone wasdothesrassing
you online; and 2) was someone using the internet to threaten or embarrass yowngyposti
sending messages about you for other people to see? Of the 1,501 participantsda¥astate
they had been harassed in the past year. Twenty-eight percent of thoslreqeating rude or
“nasty” messages to others online. Also, 9% of participants reported that theseana
embarrassed someone online because they were “mad at them.” Eighty-dmet péthe
incidents reported by participants were reported to have occurred when theaceessing the
Internet while at home (Wolak, Mitchell, & Finkelhor, 2006). A significant item afrest is the
percentage increase reported in the 2006 study (YISS-2) as compared to the 2005St&wdy (Y
1). A 14% increase of students who reported that they had posted a rude or “nastgérteessa
others online was discovered when comparing the two surveys (14% in 2005 to 28% in 2006).
Interestingly, the study revealed that female students were mdsetbKae victimized by online
harassment at a 58% rate over male students at a 42% rate (Mason, 2008).

In 2009, Hinduja and Patchin performed a study of 10 — 18 year-olds that were enrolled
in a school district in the southern United States. The participants reported @l senes

related to cyberbullying and their experiences with various forms of cybengulAlmost 25%



of the participants reported they have been cyberbullied at least once. More thash [B8érha
cyberbullied in the 30 days prior to participating in the survey. Other incidentscthated
within 30 days prior to participating in the survey were also communicated.tNaorel 3%
reported having rumors spread about them online. Nearly 13% reported that someoneeldad post
mean or hurtful messages about them online. Nine percent reported that someone kaédhreat
to hurt them via a cell phone text message, while 6.7% reported the same happ&meng onl
More than 7.6% reported that someone had attempted to impersonate them online inpan attem
to harm their reputation or get them into trouble. Five percent reported that someodaposte
mean or hurtful photo of them online, while 3.1% reported having a mean or hurtful video
posted. Almost 4% reported that someone created a web page about them with mean or hurtful
intent. Almost 19% of participants reported having some type of harassing intagg@n to
them on at least two occasions (Hinduja & Patchin, 2010).

Wright, Burnham, Inman, and Ogorchock (2009a) conducted a mixed methods study that
included survey research. Middle school students participating in the study degortais
means in which they were cyberbullied or in which they cyberbullied others. Over 35% of
reporting students were victimized by e-mail, 11.8% via Facebook, 52.9% via My$0&a6 by
cell phone, 11.8% while participating in online chat rooms, 14.7% via online video, and over
35% experienced cyberbullying while participating in virtual online garAémost nine percent
of reporting students were cyberbullied by other means (Wright et al., 2009a) r&€&bpvever
17% cyberbullied others by e-mail, 70.6% via MySpace, 47.1% by cell phone, almost 6% while
participating in online chat rooms, 11.8% via online video, and 23.5% cyberbullied others while

participating in virtual online games (Wright et al., 2009a).



High Profile Cyberbullying Cases

Some high-profile cases of cyberbullying have brought additional attentionisstiee
influencing some state legislatures, school districts, and law-enforcagemties to take action.
One of the high-profile cases receiving significant or wide-spreadiatiardtionwide involved
the victimization of a 13-year-old girl named Megan Meier (Sutton, 2009). Megaanvas
eighth-grade student at a middle school in Missouri who befriended what she thosight 6+a
year-old male peer named Josh Evans. However, “Josh” turned out to be a rival femsle pee
mother who was impersonating Josh and communicating with Megan on MySpace.com. The
mother, Lori Drew, built a relationship with Megan only to tear it apart withriay af
malicious and derogatory messages on the social networking site. This lesrtassntinued for
a short time, ultimately leading Megan, who already suffered from a lasdfedonfidence and
mild depression, to commit suicide by hanging herself in her bedroom (Jacobs, 2010).

Another case that received heightened attention from the local and national media wa
the victimization of Ryan Halligan. Ryan was bullied at school and on the inteMtietnost of
the harassment occurring online. Ryan was subjected to harassment by his |usking itihe
spreading of rumors that Ryan was homosexual. It became such a problem thatRwydn di
want to go to school. Ryan committed suicide at the age of thirteen (Stover, 2006)hétis fa
John Halligan, was quoted as claiming that he does not solely blame the Interrestor $i
death, but it “amplified and accelerated” his son’s depressed state, whichelitireaulted in
Ryan taking his own life (Abbott, 2008).

Cyberbullying cases continually increase in number and continue to rise on thentore
on headlines of local, state, and national media outlets. Another example includes the

victimization of Rachael Neblett. Rachael was a 17-year-old high school stndéenitucky,



considered to be friendly, outgoing, and was involved in numerous school activities, including
being a cheerleader at the high school. Rachael began receiving thgeatesgages via e-mail,
but she could not identify the aggressor. These messages were occurring at botiichome a
school. The messages continued and Rachael became extremely frightenedoard reerself
from any extracurricular activities due to her fear. A few weeks, IR@rhael shot herself in her
parents’ bedroom (Jacobs, 2010).

Cyberbullying and the School’'s Responsibility

There is an urgent need from school officials across the nation to consider the
commonalities of cyberbullying. Victims in these high-profile cyberlwgdjycases share
commonalities: they were harassed, threatened, demeaned, and otherwisedolomémdir
peers, who many times associated and interacted with them at school. Cyleylsslyes
among secondary school-age students are increasing and many cases occur asahthpee
same school. Cyberbullying issues contribute to increased conflict betiudents, which
cannot be separated or ignored when the students are at school, regardless oftvehietusrst
are occurring off-campus.

With extended boundaries to enforce, albeit cyberspace, school administratacedre
with a controversy that has been at the heart of many student-parent-schedioisdeeades:
Preserving the balance between students’ rights to free speechnasl dgfithe First
Amendment and the preservation of student safety and a quality learning envirtneeé&mm
disruption. The current challenge is secondary school administrators combatmegsiece of
cyberbullying among students while preserving student rights to free spéeckhhdllenge has
resulted in numerous cases of litigation brought upon the school system and adommisjra

the students and their families. One of the most notable cases inVahked v. Des Moines



Independent Community School Distriket this case, students were initially suspended from
school for wearing black arm bands in protest of U.S. involvement in the Vietham War. The
Supreme Court ruled in favor of the students’ rights to protest since the weattegaofn bands
presented no threat to other students, nor did it create a disruptive learning enviatrthnent
school. This case has been used as precedent for many other cases involving schools’
intervention of student expression. It is commonly known aJitiieer standardr test (Jacobs,
2010).
Impact of Cyberbullying

The rate of cyberbullying among secondary school students is increasing. Evixistse e
indicating that cyberbullying is a significant problem and deserves seriousiaratliate
attention (Hinduja & Patchin, 2009). One of the major factors to consider is thedaéffe
cyberbullying. Not only does cyberbullying affect victims and perpesabart also school
culture, school policy development, and state and federal legislation (Juvonen & Gross, 2008)
Each of these affected areas must be considered in determining the signiicdnestudy.

Similar to traditional face-to-face bullying, the impact that cyberimdiyras upon its
victims can be grievous and detrimental. Cyberbullying victims have been found teegpe
lower self-esteem, higher rates of depression and feelings of anger doademic performance,
lower attendance, and higher probabilities to commit acts of school violence ancifbe sui
(Juvonen & Gross, 2008). In contrast with what traditional bullying victims expetiarere
chances of being bullied are drastically reduced when leaving school groureibutlying
victims may be victimized whenever they access the internet or use achgmaunication
device (Taylor, 2008). With constant access to online communication, cyberbullyingotarad

any time and can victimize anyone. Within this context, it can amplifpribllems experienced



by cyberbullying victims, due to the potential for constant attacks from @dusrsvithout a
means to escape (Taylor, 2008). In addition, cyberbullying victims arakelystd report being
victimized, as compared to victims of traditional bullying (Juvonen & Gross, 2008).
Cyberbullying victims are more reluctant to report incidents because of owsrfactors. These
factors include a victim’s emotional repercussions resulting from the ayhanly incident,
their feelings that the cyberbullying incident was their fault, theirdéayberbully retaliation,
and their fear of access to the internet or cell phone use being reduced or prohibibeerf &
Gross, 2008).

Differences exist between cyberbullying and traditional bullying. éle@x, no other
difference creates more cause for concern than the potential of cybertmilhgolve an
audience. With electronic communication, cyberbullying can involve an exiréangé
audience, much greater than bullying in a traditional school setting (S&8608). Another area
of concern is the potential for cyberbullies to hide behind the protection of anonymity.
Cyberbullies can create their own identities while online, which can be véouMifor victims
and others to discern. The uncertainty that exists in these anonymous situatisigaifi@antly
increase the stress that cyberbullying victims experience (Fei&deojpey, 2008). Most
cyberbullying victims know the perpetrator and many times, both attend the camoé #\lso,
in cases where victims retaliate against perpetrators, mosttretabacurs at school. When
cyberbullying issues occur on or off school grounds, it may significantlyt afiedent
interactions and relationships at school. The social context of these interastaetationships
ultimately affect school culture (Feinberg & Robey, 2008). In a 2006 study condutited wi
students in grades 6 — 8, Hinduja and Patchin found that cyberbullies rated theichotaiel

lower than other students. Therefore, cyberbullying can negatively affexdlsdtimate, place



students under intense stress, and cause issues with attendance and academao@eidborm
victims.

School officials must consider the consequences resulting from a decision ofrvanethe
not they should intervene in cyberbullying incidents. The struggle for schanatsffio maintain
a balance between preserving student rights of free speech and expressiorovaulmgr
student safety and the learning environment has become more complex and diffictiiewise
of cyberbullying. Although the rate of cyberbullying has reportedly incredsa&dcrease is not
reflected in a 2008-2009 U.S. Department of Education report, which states that only 40
cyberbullying cases out of 60,000 disciplinary cases resulted in suspension sroexgiis
figure is considered an underestimation of the actual problem existing in publicsschool
Because of the uncertainty existing among school officials in regardspionse and
consequences, disciplinary actions administered against perpetrators hadéuteé to prevent
possible litigation from the perpetrators and their parents (Olson, 2010). Futbethere is a
certain “burden of proof” that exists for school officials to prove that the isgo#icantly
disrupts the learning environment or it impedes on the safety of others at school.dMilis s
carry this burden, many school systems are determined to react to situatyoshsaimedisruptive
to the learning environment or threatening to the safety of students (Stover, 2006).

Statement of the Problem

Cyberbullying may threaten the safety and learning of students whilleaatl sand
consequently lead to school administrators issuing disciplinary action iageipstrators
(Feinberg & Robey, 2008). However, because cyberbullying occurs in written orayfaphj
and often originates off school grounds; it may be considered protected by indiigttsato

free speech set forth by the First Amendment (Abbott, 2008). The major issue at thand is
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cyberbullying may create situations where student safety and studesttodige speech
conflict. As a result of this conflict, school officials are faced with thigcdity of preserving
student safety, while simultaneously ensuring the protection of students’togite speech
(Taylor, 2008).

Sensitivity to the cyberbullying issue among the media has led to negegssebrought
upon schools, which has resulted in many school systems addressing cyberbutlyeg i
current anti-bullying policies (Feinberg & Robey, 2008). School systems dheosation are
addressing the cyberbullying issue by revising their current student camtuttchnology-use
policies to help thwart future cyberbullying incidents and to further support admaiarstfaced
with assigning consequences to perpetrators (Riedel, 2008). With the number oblfiigh-pr
cyberbullying cases reported, coupled with state legislatures taktiog against cybercrimes,
including cyberbullying, school systems must actively address thess sghérigher intensity
and fervor (Abbott, 2008).

As a result of some states and school systems taking more aggressivengspmac
addressing cyberbullying, opposition to this aggression is increasing. ThecAmEivil
Liberties Union (ACLU) opposes some states’ cyberbullying laws, whgiblées more
authority for school administrators to intervene in cyberbullying issugsmeg away from
school (Abbott, 2008). This so-called extension of school grounds creates more conaindersy
sensitivity to the cyberbullying issue (Willard, 2008). More controversy andadl opinion
results in more ambiguity and delayed reactions when school administratéased with these
issues in their schools (Willard). At a time when swift and objective decidmagdsbe made,
many school administrators are often reluctant to address cyberbudigires with rigorous

approaches (Stover, 2006).
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Purpose of the Study

The purpose of this study was to gather a school system'’s stakeholders’ pescaptl
beliefs regarding cyberbullying, its effects upon individual schools and surrounding
communities, and how off-campus, cyberbullying should be addressed by schookoffldial
study gathered the perceptions and beliefs of school system stakeholders. ¥taool s
stakeholders consisted of four groups: school administrators, school counselors, patents, a
external authorities. External authorities included police officers, amatt, a social worker, a
technology specialist, and school system administrators focusing on studgilingis

The four stakeholder groups were selected as study participants due tooegth gose
proximity in dealing with cyberbullying issues, although in differentgaled capacities. School
administrators deal with cyberbullying issues because of their pimiassesponsibilities in
addressing student conduct and safety. School counselors also deal with cyberizdlyes due
to their professional responsibilities in supporting student needs, which may insluek is
related to cyberbullying. Parents deal with cyberbullying in diffecapiacities, and specifically
from the standpoint of how it directly affects their child. In addition to parerdeptions, views
of external authorities such as attorneys, police officers, investigatdrsptegy specialists,
social workers, and student-services administrators should be included to providet leve
experience, expertise, and objectivity to the study.

This study has contributed to a better understanding of cyberbullying and provided
additional value to the growing body of literature related to the phenomenon. Also, it also
provided additional information that can help school officials better understand how tesaddre
cyberbullying through educating students and parents about cyberbullyieffjedss, and how to

deal with it. This educational process includes incorporating the study’s fenaimtgconclusions
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to provide professional development needs and training opportunities for school ofagvals, |
enforcement officials, and other stakeholders who handle cyberbullying insauesafessional
capacity. Furthermore, the results of the study can assist school sffictischool board
members in the development of school policy addressing cyberbullying issues.
Framework of the Study

A case study design guided the study. As defined by Yin (1984), case steahches
gathers in-depth data about a particular individual, group, or institution’'siexpes with a
phenomenon that affects society on a larger scale. Case study reseaxdsiogdhin steps
including the following: 1) the development of research questions to guide theZjttily;
selection of a particular case to study; 3) the selection of data milewtruments and
procedures; 4) the analysis and evaluation of data; and 5) reporting afdingdi (Soy, 1997).

This particular study followed the aforementioned case study ressteqs (Soy, 1997).
Four major research questions guided the focus of the study. A large publicssatent in the
state of Alabama was chosen as location of this study. Specifically, persp&gere gathered
from school administrators, school counselors, parents, and external authoritiegolihese
groups of individuals each have knowledge and interest in student safety, as weleas st
rights to free speech and expression. Focus-group interviews were used to gatfiendall
four groups (McNamara, 1999). The data collected was analyzed using queatiiathods
(http://www.socialresearchmethods.net/kb/analysis.php). Data collecteddonis-group
interviews was analyzed by qualitative means, using content analysis¢a garticipant
responses (http://www.socialresearchmethods.net/kb/unobtrus.php) to questions gaigee-b
developed protocol (McNamara, 1999). The analysis results were evaluated bdmethoeet

major research questions guiding the study. The research findings, coms|asid
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recommendations were communicated in the research report at the conclusionushtii8®y,
1997).
Research Questions
The major research questions that guided the study included the following:
1. What are the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affects the community;
2. What are the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affects the school; and
3. What are the school system'’s stakeholders’ perceptions and beliefs of how
cyberbullying incidents initiated off school grounds should be handled by school
officials?
Significance of the Study
This study intended to bring more clarity to cyberbullying and its effects skedies
have been conducted in southern regions of the U.S. Therefore, this study gathereell,analyz
and evaluated the perceptions of cyberbullying from school administrators, schos¢lors,
parents, and external authorities who live and work in the southeast. Individuals in southern
states may possess different sets of values, beliefs, and perceptions than do isdivatbar
regions of the U.S., so it was important to study the opinions of individuals who possess a
common knowledge of the issue, but also possess an interest, influence, and understanding of
school policy development and enforcement at the local level.
The school system selected for this study was located in central Alabama and
encompasses diverse student demographics. The school system serves divatsetiesmvith

differing racial, cultural, and socioeconomic demographics. This diversayesran ideal setting
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to study the perceptions of three participant groups who play a significamb iafluencing
school policy and determining the importance of issues affecting students.
Definition of Terms

In order to fully understand the issues concerning cyberbullying, one must unddnstand t
context of cyberspace and the technology that children and adolescents are using as
communication devices. Online behavior has acquired its own terminology. Thasertelude
but are not limited to flaming, harassment, denigration, impersonation, outing, trickery
exclusion, cyberstalking, cyberthreats, and sexting (Hinduja & Patchin, 20%6).0he must
understand a school’s responsibility to protect the learning environment anydo$atiet
students. In conjunction with this understanding, one must grasp the idea of constitigiasal
particularly the rights of free speech and expression.

Flaming: electronicmessages with angry and vulgar language.

HarassmentRepeatedly sending nasty, mean, and insulting mesgatiésd, 2007).

Denigration: “Dissing” someone online. Sending or posting gossip or rumors about a
person to damage his or her reputation or friendships (Willard, 2007).

ImpersonationPretending to be someone else and sending or posting material to get that
person in trouble or danger or to damage that person’s reputation or frier(@gitignsl, 2007).

Outing: Sharing someone’s secrets or embarrassing information or images online
(Willard, 2007).

Trickery: Talking someone into revealing secrets or embarrassing information, then
sharing it onlingWillard, 2007).

Exclusion:Intentionally and cruelly excluding someone from an online g{@pard,

2007).
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CyberstalkingRepeated, intense harassment and denigration that includes threats or
creates significant fear (Siegle, 2010).

CyberthreatsDirect threats or “distressing material’—general statementsiihke it
sound like the writer is emotionally distraught and may be considering hasonmgpne else,
harming themselves, or committing suic{@®illard, 2007).

Sexting:Sending nude sexual images and messages electronically. Most often, images are
sent between partners or where there is a desire for a relationshipinsesnt#te images are
sent to attract attention or as a form of sexual harassment. Coercion by g pevspective
partner, or peers to create an image may be involved. An image provided may be used for
blackmail or sent widely to others. In rare situations, teens appear to be seratjeg as a form
of sexual trafficking or as sexual exploitation (Willard, 2007).

Cyberbullying the use of information and communication technologies to support
deliberate, repeated, and hostile behavior by an individual or group that is intended to har
others(Willard, 2007).

Social NetworkingSocial networking websites allow users to be part of a virtual
community. Currently, the two most popular sites are Facebook and MySpace. Thesswebs
provide users with simple tools to create a custom profile with text and picturgscal profile
includes basic information about the user, at least one photo, and possibly a blog or other
comments published by the user. Advanced profiles may include videos, photo albums, online
applications (in Facebook), or custom layouts (in MySpace). After creatingile pusérs can
add friends, send messages to other users, and leave comments directly on frieledsdpro
“wall.” These features provide the building blocks for creating online commu(itigisird,

2007).
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Texting:the exchange of brief written messages between fixed-line phones or mobile
phones and fixed or portable devices over a network. While the original term was denmed f
referring to messages sent using the Short Message Service (SNi&teddrom Radio
Telegraphy, it has since been extended to include messages containing idegend sound
content (known as MMS messages) (Willard, 2007).

First Amendment of the United States Constitution — Freedom of Speech, PhggsnRe
Petition, and Assembly: Congress shall make no law respecting an astainliof religion, or
prohibiting the free exercise thereof; or abridging the freedom of speechthermtss; or the
right of the people peaceably to assemble, and to petition the Government for aoédres
grievances. (Applies to Freedom of Speech and Expression) (U.S. Constitution 20iidge

Assumptions

1. Most secondary school administrators and counselors in the selected school
system had an understanding of cyberbullying and had experience in dealing with
cyberbullying issues;

2. A significant number of secondary school students in the selected school system
had access to digital communication devices and applications including cell
phones, internet accessibility, social networking profiles, and text giegsa

3. Parents of secondary school students in the selected school system had a general
awareness of cyberbullying and student rights; and

4. Interview questions posed to participants were answered and communicated

honestly.
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Limitations of the Study
1. The study was limited to one region of the U.S. with a demographic that may not

represent the perceptions and values of individuals in other regions of the U.S. or

the state;

2. Participation in the study was voluntary, which introduces potential for sampling
bias; and

3. A single data collection method was used, which may result in a lack of

triangulation of data:

a. School Administrators (focus group interview);
b. School Counselors (focus group interview);

C. Parents (focus group interview); and

d. External Authorities (focus group interview).

Organization of the Study

The study is organized and reported in five chapters. Chapter | provides an introductory
view of cyberbullying as a general phenomenon, its implications upon schools, and its role in
creating the major problem examined in this study. The purpose of the study, alotigewi
study’s significance, assumptions, limitations, and terminology are coroatedi Chapter | also
provides literature from previous studies that supports the problem, purpose, ancesigaitf
the study. Chapter Il provides a review of literature referencing stiatiesed on cyberbullying
as a growing phenomenon, resulting in increased implications for school adatwnsstschool
counselors, and parents, who along with students, are the school stakeholders on thedront li
of the issue. Literature focusing on the effects of cyberbullying aaieseto legal issues

(student rights and school obligations), student safety and well-being, aswsehool culture.
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Chapter Ill focuses on the methodology that will be used to perform the study.h&lsbudy’s
framework will be discussed. Perceptions and beliefs of the participantseeviiie main data
source for the study. Each step of the study is discussed, including the ratioealehfoesearch
guestion. The role of each participant group is discussed as well.

Chapter IV presents the results of the study. In this chapter, data ddtberdghe focus-
group sessions are presented as participant responses, comments, and disamssiohedr
during the audio-recorded interviews. Participant responses, comments, asdidiscwere
guided by the principal researcher’s question guide, driven by the study’s dyjora@search
guestions. The data are grouped and categorized according to the research questobnitto whi
connects and supports. Chapter V presents the discussion of the results and imdlcations
stakeholders connected with the school system, including those participatingtudthelfis
chapter also presents the study’s conclusions, limitations, and recomraesdatifuture
research. The results of the study are grouped into five categories, basademitiemntified
through content analysis. Ideas for future research were influencecharetifby responses,
comments, and discussion gathered from participants during the focus-groopsseitsategies
for addressing cyberbullying within the school system are also presented yedrueas
possible solutions for other school systems, institutions, organizations, commanities

regions.
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CHAPTER II:
REVIEW OF LITERATURE
The use of technology by secondary school-age students is increasing rapidly.
Additionally, the amount of online communication rises significantly each yeme 8sing
numbers of students frequently communicate with online posts and text messagahga(i&
Patchin, 2010), it may be extremely difficult for students who have suffered fromballpmg
to simply stay offline (Taylor, 2008). This would be similar to having a child isblatself or
herself from everyone else at school or on the playground during recess. Consequmeatly, sc
officials must consider cyberspace interactions when identifying proltlahsay arise on their
campuses. These are the types of issues facing students, school offidigistents today.
These types of issues, along with other topics presented in this review dfiléeeaie currently
at the forefront of cyberbullying research. The amount of research on cyjieid growing
rapidly. With the growing number of cyberbullying related issues, a needyfeater
understanding of the phenomenon is rising.
Cyberbullying: Significance, Causes, and Effects
Cyberbullying is a significant problem in society, and has transitioned ytsniva
schools and the homes of students. Researchers involved in a national study (Kowalski &
Limber, 2007) conducted with middle school students reported cyberbullying is ogatrrin
noticeable levels. Twenty-five percent of female respondents reported hagmgyteerbullied
and 11% of male participants reported the same. The students reported the@negperith

cyberbullying within the two-month period before participating in the study. fTidy slso
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indicates that cyberbullying among adolescent girls occurs at a high@sraompared to
occurrences with male adolescents. However, the rate of physicalpfemetbullying remains
higher among boys as compared to girls (Beale & Hall, 2007).

A study conducted by i-Safe.org revealed that 25% of high school students and 21% of
middle school students have knowledge of someone who has been harassed while online. On the
reverse side, 32% of high school students reported having participated in some type of
cyberbullying behavior while online. Seventeen percent of middle school stuelgotsed they
have made mean or derogatory comments to others while online. Eleven perceohdase
school students reported having been cyberstalked or cyberbullied by the sartratperpe
multiple times (Riedel, 2008). A study conducted by the National Crime Prenébduncil
indicates that 43% of student respondents were cyberbullied at least onced(\®0&v).

Hinduja and Patchin (2008) conducted a study focusing on cyberbullying among middle
school students. They surveyed almost 2,000 students in grades 6 — 8 and found that more than
17% reported that they have been cyberbullied at least once in their lifetimeetiar9%
reported to have been cyberbullied recently (within the last 30 days). More than 1i#teotst
claimed to have cyberbullied another and more than 8% stated they cyberbullied someone
recently (within the last 30 days). Another interesting component of the stumdy 286
reported they had experienced both sides of the conflict as a cyberbully amg witie almost
5% reported to have participated as both a cyberbully and a victim within the lasts30 da
(Hinduja & Patchin, 2008).

A 2008 study by Hoff and Mitchell indicates the rate of cyberbullying imt&lamong
students continues to rise. The report revealed that just over 56% of participatimgsstude

reported being “affected” by cyberbullying. Interestingly, a widp gf victimization exists
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between reported incidents of male victims and female victims. Over 72%alefparticipants
reported being cyberbullied, while only 27.9% of male participants reported exgag
cyberbullying (Hoff & Mitchell, 2008). A study conducted by Kite, Gable, angpdili (2010)
indicated that 44% of participating adolescents would inform an adult if theyattaoked
online. The 2006 NASSP publicatibiews Leadereported 33% of participating adolescents
stated having been harassed, threatened, or embarrassed by another’s camileesifine
(Kite et al., 2010).

The rise in the amount of cyberbullying incidents reported during the lastdars is
alarming. The most recent Youth Internet Survey (2007) reported a signifseimt ri
cyberbullying issues reported, which causes concern that cyberbullyinguaatually overtake
traditional bullying as the leading form of bullying behavior. Youth Internetey (2007)
results, along with other data, have experts estimating anywhere fram4%%o of youth will
experience at least one cyberbullying-related issue within a scharolgeszonen & Gross,
2008).

A study conducted by Hoff and Mitchell (2009) regarding student perceptions of
cyberbullying and its effects is compelling and powerful. A high percentagfeadnts
participating in this study claimed the virtual online world can be an inttmglanvironment
with limited standards of appropriate behavior and even less enforcement (Natici&ell,
2009). Cyberbullying has resulted in many students experiencing heightenedrstresgative
feelings, which if intensified with excessive cyberbullying, can lead tgetans behaviors,
including violence and suicide. Also, most students who are cyberbullied will not rtefport

adults, but if they do report, they most likely do so to their parents (Hoff & Mit@@d9).
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Franek (2006) dubbed cyberbullying as “repeated misuse of technology t& haras
intimidate, bully, or terrorize another person” (p. 39). One major difficulty bédyullying is
the removal of non-verbal cues existing when individuals interact and commuaoat®e-face.
This leads to more animosity felt by the victim or recipient of perceivedeattacks. Also,
another heightened consequence of cyberbullying, as compared to traditionagbidlyintims
of cyberbullying are more likely to cyberbully others as well (Kite et alLp20

Victims of cyberbullying are susceptible to feelings of anger, sadneptedstless, and
fear. Students who have experienced cyberbullying felt these emotionghearate than those
students who reported no cyberbullying. These psychological effects ofteedcstudents to
withdraw from interaction with peers and from school activities. Feetihbslplessness and
fear were enhanced in situations where student-victims were not awahne of wow many
were responsible for the cyberbullying. When individuals are being attdégkan unknown
entity, it often leads to a feeling of terror (Hoff & Mitchell, 2009). When tHeskngs exist over
an extended period of time with repeated attacks, it can result in victims pagascalated
levels of dangerous acts, including violence and suicide (Hoff & Mitchell, 2009).

The emotional damage experienced by victims as a result of being cyleeticali be
significant. It has been found that victims of traditional bullying expegemminished self-
esteem, lower academic performance, attendance problems, dif§ieulireavoiding groups and
social events, and even depression (Feinberg & Robey, 2008). Effects of cylegledly also
be detrimental to schools. Although cyberbullying may not originate at schooffebis ef
cyberbullying do appear at school. These effects include negative impactsoohailture and
climate, as well as social, emotional, and academic difficulties amongsi(fieinberg &

Robey, 2008).
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Psychological distress has been found to be a direct result of traditionahdpaihd
similar evidence is being found with cyberbullying, including a link between both types of
bullying (Juvonen & Gross, 2008). Juvonen and Gross (2008) concluded that even though
cyberbullying and traditional bullying are directly linked in some waykerbullying victims
who are not bullied at school still experience a large degree of distressf theemain causes
of distress is related to the victim’s uncertainty of the perpetratorsitgeAlthough many
cyberbullying victims have a good indication of the perpetrator, as weliras fpersonal
acquaintances with the cyberbully, it remains a stressful situation tmsiatho are not
completely certain of the perpetrator’s identity. The other factomtlagtcause distress among
cyberbullying victims is their reluctance to report the incidents to adults. $lagents do not
tell adults about cyberbullying incidents they have experienced. Ninetynpefcguth claimed
they did not tell adults, including their parents, about being cyberbullied (Juvonen & Gros
2008). Of those 90%, half stated the reason for not reporting was because the issdi¢onaed
dealt with by them; while 31% did not report to adults due to their fear their paretecs
would restrict their access to the Internet and communication devices (Juvonessi ZR08).

It is evident that cyberbullying causes issues with both victims and the school
environment, including safety and the overall culture. More specificallgindéctors exist that
contributed to the development of cyberbullying into such a relevant issue faaegts,
families, schools, and society in general. Cyberbullying is occurring arehsiog due to a
number of factors. Mason (2008) identified major factors including the lack oftphoe
guardian supervision, difficulties transitioning between social and selftidenand the
disinhibition effect. The disinhibition effect is the decreased sense dbfgaaurticipating in

online interaction, which may include inappropriate or dangerous activiti@sofM 2008). This
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decreased sense of fear is a result of the anonymity the Internet providesi$ers (Willard,
2005). In a study performed by Ybarra and Mitchell (2004), 30% of adolescents reported us
the Internet at least three hours daily. This statistic, coupled with 50% sdirteerespondents
reporting parental supervision during online activity was poor, leaves little ddalgscents
have opportunities to engage in inappropriate online activities, including cybenguBecause
online identities can remain anonymous, a decreased sense of individual identity and
accountability occurs among young people using the Internet. This leads teasddcsense of
fear of repercussions for engaging in risky, inappropriate, or illegahMmmhwhile online behind
a protected or false identity. This lack of identity transition from sociadividual self is a
contributing factor to the disinhibition effect (Mason, 2008).

Also, a lack of supervision by parents and schools, coupled with increased access to
technology could be a contributing factor in the rise of cyberbullying incidentsla-
enforcement official in Virginia, who deals with cybercrimes and cybejibgllissues states that
providing adolescents with free and unsupervised access to computers and thieiritkene
“giving a 14-year-old the keys to the car and no instruction on how to drive it" (R4, p.
22). This same official also alluded to the problem of Web 2.0 applications, which encompass
such tools as blogs, wikis, instant messaging, texting, and posting capabilitczsadn s
networking sites. He also stated that the emergence of these applicatiods grose with
intentions to bully, harass, and mistreat others a myriad of opportunities to acbaimpdis
malicious intentions (Riedel, 2008). Juvonen and Gross (2008) reported that cybegludigsn
occur more with youth who spend larger amounts of time online.

Finally, research indicated a major cause for increase in cyberbu#ypmg-existing

relationships between cyberbullies and cybervictims. The Opinion Reseamdr&ion (2006)
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conducted a study reporting 45% of pre-teenage students and 30% of teenage stjmgritede
they have been cyberbullied while at school (Feinberg & Robey, 2008). This conttibtites
idea that most cyberbullying victims and perpetrators know each other andhitiedir i
relationships and interactions are school-based (Feinberg & Robey, 2008). rEldistiact
causes of cyberbullying, but the most prevalent causes are all linked itmnsigds or
relationship dynamics often occurring from prior association between thetyador and victim
(Hoff & Mitchell, 2009). The most common motivators for cyberbullying are telibl
relationships, particularly romantic problems, feelings of envy, and inhaletawards others
(Hoff & Mitchell, 2009).

Cyberbullying vs. Traditional Bullying: Similarities, DifferenceadaConnections

Various positions have been taken in regards to the similarities, differendes, a
connections existing between cyberbullying and the more traditional forrhadlgard, face-to-
face bullying. Some similarities do exist between the two forms of bulljioggever, more
differences have been indicated in research studies, particularlytioretathe degree of the
effect the type of bullying has on its victims.

Online bullying and traditional on-campus or face-to-face bullying can shearg m
characteristics, including the victims. Many times, victims of dybkying also experience
bullying and harassment at school. With the current electronic communicatioaslavailable
for use by children and adolescents, another mode for bullying is now in full &tedef,
2009). A 2007 study by Raskauskas and Stoltz revealed that more victims and bulliesrrema
traditional bullying situations as compared to cyberbullying. A survey coraluctie students,

ages 13 — 18, indicated that 71% of respondents claim to be victims of traditional bullieg

26



49% of respondents claim to be victims of cyberbullying. Conversely, sixtypfraent claim to
be traditional bullies, while only 21% claim to be cyberbullies (Smith, Mahdaai,,&007).

According to some psychologists, cyberbullying does indeed result in more stres
suffered by victims (Feinberg & Robey, 2008); however, the amount of stresbul{jorg
victims suffer as compared to traditional bullying is not easily detetmikecessibility of
bullies to victims may be significantly higher in cyberbullying sitoagi; however, the ability of
cyberbullying victims to electronically block cyberbullies may deseestress levels, compared
to those involved in traditional bullying (Smith, Mahdauvi, et al., 2007). Smith, Mahdaali, et
(2007) performed two studies and concluded that cyberbullying does occur more@way fr
school, unlike traditional bullying; however, because of the significant anobsittiations that
occur between students who know one another, can result in conflict occurring on school
grounds. Additionally, cyberbullies are similar to traditional bullies in a numbeeasaFor
instance, cyberbullies have a greater chance of being bullied in a tradiésimain than those
who are not bullies. Cyberbullies are more likely to participate in inappterdnaviors,
including use of illegal substances. Cyberbullies also use the internet on a digil{fFeaberg
& Robey, 2008).

One of the differences existing between cyberbullies and traditional bsllregheir
goals. Traditional bullies often have a goal of attaining initial power andat@ver their
victims (Feinberg & Robey, 2008). Cyberbullies, on the other hand, may intend iateetal
against traditional bullies who bully them or their friends. Some cyberbullies hagelf-
perception of not necessarily being a bully, but rather a “vigilante” who bulliesedwolipunish
other bullies for their inappropriate actions in traditional, face-to-fatiege (Feinberg &

Robey, 2008).
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Cyberbullying victims may also experience more difficulties traddl bullying victims
because of the opportunities online bullies have to reach much larger audiences when they
threaten, harass, flame, or degrade others. Escaping online attacks candbegaeater
challenge as compared to escaping face-to-face bullying. THerap@ato escape from
cyberbullying is a result of an increased dependence upon technology aaldcdigitnunication
that adolescents experience in today’s society (Feinberg & Robey, 2008grmate,
cyberbullying victims are less likely to tell adults about being bullied, egpaced to victims of
traditional bullying (Feinberg & Robey, 2008). This reluctance to inform adudista
cyberbullying is due to a number of factors, but the most common include the perdegation t
is somehow their responsibility, a fear of the bully retaliating physicaligcreasing online
attacks by number or severity, and a fear that their online access antianilafa
communication devices will be limited by adults attempting to address tree(lBsinberg &
Robey, 2008).

Cyberbullying may not necessarily be an exclusive threat to students, bu¢adeskt
threat to students who experience bullying while at school. The Youth Internet Qui2@§06)
reported that 85% of students reporting being bullied online also experiencedatlgichool.
This rate of overlap among students bullied online and students bullied at school indicated
cyberbullying is indeed an extension of the school grounds and not necessarily t& epam
where unrelated acts of cyberbullying occur among students (Juvonen & Gross, 28@8)o0B
the study conducted by Juvonen and Gross (2008), it appears cyberspace may indeed be a
extension of the school grounds, where bullying is being experienced by a large nbimber
students who also experience bullying at school. Because most cyberbullying®wetia

school-based bullying (85%), it may be necessary for schools to possess théyaothori

28



investigate and address online activity of students who have been reported foglailgchool,
online, or both (Juvonen & Gross, 2008).

School grounds and the bullying occurring there may be extending, as it nieat be t
significant amount of cyberbullying may be directly linked to bullying ocograt school.
Smith, Mahdavi, et al. (2007) discovered that approximately 33% of reporting sevaaeh gr
students claimed to have been victims of both traditional bullying and cyberigui§mith,
Mahdauvi, et al., 2007). Approximately 25% of the seventh grade participants reported to have
been bullied online exclusively (Smith, Mahdavi, et al., 2007).

Cyberbullying: Challenges Facing Schools, Parents, and Society

As a result of the increase in accessibility to online communication applicétmns
social networking sites, instant messaging, and chat rooms), the numbetesfgdsabvill most
likely increase (Wright et al., 2009b). These challenges include the numberensitynof
cyberbullying issues facing schools, students, and parents. The chaflengg®ols include the
ambiguity administrators must deal with when first deciding to addressbeylyerg issues and
then deciding the level of intervention needed. For students, the risk of being harassed,
threatened, or bullied in some form while communicating online is steadibasiog. For
parents, the constant threat of cyberbullying upon their children is a dauntirengeatib face.

The experiences of cyberbullying victims may differ from those of taaditibullying
victims. One difference is cyberbullying is a more difficult and comjsdsue to address because
of the anonymity cyberbullies possess when attacking victims online. Alserbeylying
victims are subjected to potentially larger peer audiences who witnesg#rbullying
interaction through shared social networking accounts or text messaghasriRore,

cyberbullying incidents are more troublesome for cyberbullying v&ctorescape because of the
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increased dependence upon online activities as a part of their social livesighlistudents
mainly experience cyberbullying away from school grounds, they encoungrahthe
perpetrators at school (Taylor, 2008).

One of the major difficulties for schools is identifying cyberbullies and atehy
combating the problems that result due to the anonymity that cyberbulliesgpowbsss
harassing victims. Also, parents may experience a false sense rtfysswout their child’s
online activities because of the subtle nature of online activity (Bealal&2®07), which
hinders parents from detecting problems during their child’s online commumicati
Cyberbullying is becoming a detrimental part of today’s technolofftyance upon schools. It is
also becoming a leading factor in the threat to student safety and a aigrdgiigruption to a
positive learning culture (Beale & Hall, 2007).

Addressing cyberbullying presents an ambiguous problem for school adminsstrator
School officials are not confident in addressing cyberbullying issues even teaidghce exists
indicating cyberbullying can have negative effects on student safety diFiaking (Shariff,
2004). The knowledge of cyberbullying and its effects have increased; howeer, littl
information has been posed to indicate how school officials can effectively atdrgssblems
without fear of litigation (Shariff, 2004). School officials must concenwateyberbullying
because the local and national media are criticizing schools for nctivedfe addressing
cyberbullying issues, especially those resulting in tragic endiugsexample, Phoebe Prince, a
15-year-old Massachusetts high school student, committed suicide after bé&adyditgchool
and on Facebook. Officials at Phoebe’s school sustained a tremendous amount of tatcism

media sources across the nation. Many critics claimed the school sffib@lild have been
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charged for negligence, although the state ultimately did not charge them dadatien Week,
April 7, 2010).

Social networking sites are the trendiest communication application forsadnots
today. Many students have established profiles, groups, and circles of friendstieg on
these online network sites. The interaction occurring between students is g egasi
presumably will continue to increase, which causes an increasing chabesgadol
administrators. At the same time, school administrators are faced witmgtilhese
technologies to enhance student learning (Kite et al., 2010).

Another reason for concern is the effect that cyberbullying has upon schaylssafehe
preservation of the learning environment. Cyberbullying issues can leaduptidiss at school,
due to opportunities for victims to retaliate against their alleged pegostratvonen and Gross
(2008) reported the rate of retaliation at school by students who are bulliedisi@ld®é, higher
than the rate of online retaliation, which is 12% (Juvonen & Gross, 2008). Furthermore,
increased pressure on schools to intervene is due to a possible increase in schoal Aiolence
study reported by Willard (2008) revealed that cyberbullying victirmsaght times more likely
to bring a weapon to school, as compared to students who were not victims of cyberbullying.
This report is troublesome and with increases in the amount of cyberbullyingtbésesy lead
to more school violence issues with victims bringing weapons on school grounds for protection
or retaliation purposes (Willard, 2008).

School administrators are in a state of crux attempting to determine thedsgéh
addressing cyberbullying issues occurring off-campus. However, thdtkeianicertainty about
the effects that cyberbullying can inflict upon schools. Cyberbullyingcesdjyewhen not

addressed effectively, can lead to negative effects upon school climatetha@em-sictims’
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academic performance and attendance and threaten the mental and emotional heakhwdia
undergo severe attacks of cyberbullying (Feinberg & Robey, 2008). When ignored,
cyberbullying will negatively impact the overall culture of the school, dsase¢he safety of the
students (Feinberg & Robey, 2008).

Cyberbullying may raise greater concerns for parents due to their lachesface and
knowledge with current electronic communication technologies, such as text mgssegant
messaging and social networking (Juvonen & Gross, 2008). Although less studertts repor
incidents of cyberbullying to adults than students who do not report, almost 36% of students
reported being cyberbullied to their parents (Hoff & Mitchell, 2009). This compa@dy
16.7% of students reporting cyberbullying issues to school officials (Hoff &dit, 2009).

This leads to the conclusion that school officials must encourage and establish open lines of
communication with parents to remain updated on issues that occur online or off-campus, but
may lead to disruptions at school. Another alarming statistic reported fromatlysia of

student responses is of the 16.7% of students who reported telling a school officidieatgut
cyberbullied, more than 70% of those students reported school officials did not address the
problem or did very little to address the problem (Hoff & Mitchell, 2009).

In conclusion, schools must take more action to address the cyberbullying issuéjteven i
originates off-campus. Students reporting in a study conducted by Hoff aciteN{2009)
reveal little or no confidence in school officials to address cyberbullyingsshat affect them
while at school (Hoff & Mitchell, 2009). Cyberbullying can be detrimental student’s sense
of safety and well-being. It can even impede a student’s opportunities fantpadowever,

even in cases where school officials attempted to address issues, the grobigsites,
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including evidence of the perpetrator’s true identity needed to legally punishrpietrator
often made it difficult to help (Hoff & Mitchell, 2009).
Legal Issues: School Obligations, Student Rights, and Court Cases

Although the legal right of school administrators to address cyberbullyingissue
occurring off-campus is debatable, administrators are faced with theoddoisddress these
issues due to the effects brought forth by cyberbullying. Although it is therbafdlee school
to prove if cyberbullying acts have threatened the safety of other studechs@it@ disrupted
the learning environment negatively affecting students’ education, adntmistcan address
cyberbullying, including the issuance of disciplinary action upon perpetrgiemberg &
Robey, 2008). On the other hand, if school administrators decide not to address cybgrbully
incidents that originate away from school, it is possible that they will loerégponsible based
on tort claims of negligence or by standards set forth under Title IX (Trager, 2009)

Many times, administrators are forced to address cyberbullying issgeme way, to
avoid accusations of neglect. However, addressing issues with overly aggeessin can result
in litigation being brought upon administrators and their respective schooltdisiotool
leaders must find legal methods to adequately address cyberbullying issulesetitan student
safety and cause disruptions at school. Fortunately, a somewhat vague roadmap has bee
established with previous court rulings ranging from the circuit courts t8upeeme Court.
School administrators must develop a legal knowledge base enabling them to actatppropr
and effectively when confronting cyberbullying issues, particularly entiglinvolving off-
campus activity. Administrators should be aware of court cases used ateptecalealing with
student rights to free speech and expression. Furthermore, acquiring an unahey stiii

rationale for how each case was decided will be beneficial to administrators.
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Tinker v. Des Moines Independent Community School Digtribe primary legal
precedent referenced when dealing with students’ rights to free speechupi@mg Court
ruling applies to student expression that occurs either on or off of school grounds. TheeSuprem
Court stated in the explanation of its ruling in 1969 that “conduct by a student, in class or out of
it, which materially disrupts class work or involve(s) substantial disorder asigwaf the rights
of others is, of course, not immunized by the constitutional guarantee of freedomobi’ spee
(Trager, 2009, p. 554). In other words, when student expression results in a substantiadrdisrupt
to the learning environment, that expression is not protected by their FirsidAraat rights to
free speech and can be addressed by school officials to censor or corretbthd his
explanation is somewhat different from the grounds by which rulings would beimade
situation involving an adult in a general public forum. The Court takes a stance that the
protection of education and safety of students within the forum of a school setting cephoex
and may take precedent to the protection of student rights to free speech andogxpressi
However, the Court also stated that schools do not have the authority to act on situations
regarding student expression based on a perceived or anticipated situation lodulisttio the
learning environment. The Court explained, “Undifferentiated fear or apprehension of
disturbance is not enough to overcome the right to freedom of expression” (Trager, ph&b5). T
ruling and explanation were provided in 1969 and more broadly interpreted and extendsd in lat
court rulings (Trager, 2009).

In the case ofinker v. Des Moines Independent Community School Digh9€&9), the
Supreme Court ruled that the students, who were suspended from school for wearing black
armbands to protest U.S. involvement in the Vietnam War, were within their rightsea@d w

protected by their First Amendment rights to do so. The Court explained that duenbithtyi
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of the school to provide evidence the student protest caused a substantial disruption to the
educational environment of the school, it ruled in favor of the students. The ruling essadblishe
precedent that is still applied today in cases involving situations of cdrébeten student

rights to free speech and the protection of a school’s learning environmeifitinkbe Standard

or Tinker Testis primarily used to gauge whether schools possess the right to intervene in
situations of student expression, including off-campus issueslimker case establishes the
standard that if schools have the ability to prove that student expression of dmssbytaused
a significant disruption to the learning environment or 2) threatens the safelyeofttdents at
school; schools have the legal authority to intervene (Taylor, 2008).

A recent case involving cyberbullying addressed the issue usidgntker standard as
precedent for the ruling. A high school student, who attended a public high school in
Pennsylvania, was suspended from school for creating a MySpace page consigetembby
officials to harass and mock the student’s school principal. The student receivedya 10-d
suspension for his actions. The student filed suit against the school district aasetheas
heard by the'8U.S. Circuit Court of Appeals. The U.S. District Judge, Terrence McVerry, ruled
in favor of the student and reversed the student’s suspension. The decision was basgd on a la
of evidence which supported the student’s case that no real threat was madettoavsctisol
principal and no “substantial” disruption was caused at the school as a result ob thagse
created. The judge also stated, “Public schools are vital institutions, buetiris not
unlimited.” The school’s decision to suspend was reversed due to the lack of evidencealprovide
to support its claim that a disruption of the learning environment had been created by the

student’s off-campus actions (Darden, 2009).

35



Mary Rose Papandrea (2008) argued thaTthkerstandard may not be a legal action by
school officials, since in many cases it only affects individual students whmbtied and does
not affect the overall school learning environment (Trager, 2009). Others lgareel &ihat a
“substantial disruption” to individual students has the potential to be as equallyidgrueatipe
overall school learning environment when examining the short-term and long-teats éhat
cyberbullying has on victims (Trager, 2009). Students who are victimized ilytense/er long
periods of time can resort to violence and/or suicide, which negatively affestittbel
environment as a whole (Feinberg & Robey, 2008).

In addition to theTinker standard, another exception exists. Most student speech
occurring off school grounds or during non-school platforms is protected by the Firs
Amendment. However, another circumstance exists where student speech assl@xg@ot
protected. This can be applied when students make threats to others that areecbiusiuker
“true threats.” “True threats” are those specific in nature and intended toavapasific
individual or group. Threats can result in students being subject to school disciptithanyaad,
if severe, criminal punishment by law-enforcement authorities (Ander806i).2

Other cases are also occasionally used to provide guidance in situationgdycurrent
carrying litigation or threatened by the possibility of litigation. The cés¢azelwood School
District v. Kuhlmeier(1988) provided more precedent for schools to consider when dealing with
student expression. The case involved a school principal’s decision to prohibit a student from
publishing an article in the school newspaper about teen pregnancy and divorcéobhe sc
administration felt the article was detrimental to the school’s objedivesnission. The
principal felt that even though names had been changed identities were not protectsal. He a

had concerns about younger students and their ability to comprehend the information in the
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articles. The student felt that her rights to free speech were being viojatesl srhool’s

censure of the article. The Supreme Court disagreed with the student and ruled ah tlagor

school district. The precedent set in this particular case establishesthabhpossesses the
authority to limit or restrict student expression that conflicts with the schedlicational

mission and goals. However, the violation of the school’s mission or goals must be proven by the
school with an exhibit of “compelling evidence” to support the school’s actionso(T2908).

In the case dWorse v. Frederick2007), the Supreme Court ruled in favor of the school
district, whose administrators disciplined a student for displaying a sigredthtBong-Hits for
Jesus” at a school-related function. Although the student’s behavior was off-campisythe
ruled in favor of the school based on the fact that the student committed the act at-a school
related activity. The term “off-campus” was never communicated by the Quanimg their
explanation of their decision, thus never completely establishing a precedsctidots
addressing “off-campus” behavior (Taylor, 2008).

However, inMorse v. Frederickthe Supreme Court stated that a “reasonable forecast”
could be applied, which gives school officials the authority to intervene in issstsleht
expression that occurs off-campus. The Court upheld the principal’'s decision to makeehé s
take down the sign based primarily on its presence at a school-related functiommnadiyjt
Justice Alito communicated that schools have an extended authority to addresssithat
may affect the school environment in terms of violence or threats to student Hafstated that
school officials possess a “greater authority to intervene before speeshdedalence”

(Trager, 2009, p. 557). This is based onTheerstandard’s precedent of school officials
having the authority to prevent a “substantial disruption” before it occurs. FadherChief

Justice John Roberts stated “the governmental interest in stopping student deu@peivides)

37



schools (authority) to restrict student expression that they reasonably asganomoting illegal
drug use” (Trager, p. 556). Therefore, the sign displaying the message “BASGIHESUS”
was considered by Chief Justice Roberts to be cause for school officiakrtemat and prohibit
student expression of this nature based on the need to prevent promotion of illegal drug use.
Chief Justice Robert’s also added that school authority to intervene in order tat joredgeter
illegal drug use is “important indeed, perhaps compelling” (Trager, p. 556).

In a later case that used a “reasonable foreddstither v. School District of Greenfigld
a student was disciplined by school officials for distributing a handbook that comnedrticat
other students how to hack into computer and networking systems, which could include the
school district’s network as well. The “Hacker’'s Handbook” was considered tpdteatial
disruption to the school’s learning environment and the “reasonable forecasitigmewas
established. This precedent was established because although the “Hadkeébsdiawas
never used to circumvent or disrupt the school’s networking or computer systems,dtrigt Di
Court ruled that school officials had authority to intervene due to the potentst| tieassue
brought upon the school and its learning environment (Trager, 2009).

In the case ofayshock v. Hermitage School Distr{@006), the District Court of
Pennsylvania ruled in favor of the school district for claims that a studee#iBar of a web-site
parody focusing on a local high school principal had created a disruption to the school’'s
educational environment. However, a federal district court overturned the indisilothein favor
of the student. According to the federal district court, school officials’ slahaisruption were
minimal; and school officials violated the student’s rights to free speech Wwaedisciplined

him for his actions. The federal district court explained that the disruptions tohiba earning
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environment were “rather minimal,” because there was no evidence of classesaneelled,
disorder among a wide range of students, or violence due to the web site postiog Z083).

In the case oEmmett v. Kent School District No. 4@900), the U.S. District Court for
the Western District of Washington ruled in favor of the student, who was expeliked bghool
district for creating and posting a web page containing an obituary list ohtstuelents at the
school and an online voting application to determine who should “die next.” The court ruled in
favor of the student because the court explained that the school district was unable tiogbrove
the web page had specifically threatened anyone or insinuated any viole@traesgain, it is
the burden of the school district to provide evidence to support their actions, particularly
suspension and expulsion of students, in these types of cases (Hinduja & Patchin, 2009).

Several circuit courts have upheld school decisions to intervene and discipline students
regards to off-campus expression. The Eighth Circuit Court upheld a school diskeicision to
punish a student for a “threatening” letter the student wrote off-campus, bilit wenscbrought
to school by another student. The letter was interpreted as a “true thretalent safety and the
writer was disciplined accordingly. In another cd3eniger v. Niehoffthe Second Circuit Court
upheld the school officials’ decision to discipline a student for creating an ordigewttich
was deemed a “substantial disruption.” The blog negatively attacked schoolsdditors,
referring to them as “douchebags,” for allegedly cancelling a pre-seukexiracurricular
event. The blog also called for other students to call or e-mail one administratder to “piss
her off” because of her alleged decision to cancel the event. The school districidead®
showing that the administrators were bombarded with excessive e-mails anctaleme

connection with the directions communicated on the blog. The Court ruled in favor of the school
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district because of the disruption to its duties to effectively run the school pragchthe
comments “douchebags” and “piss her off” were a direct cause of the disrdpager, 2009).
In a case that involved more threatening remasksniewski v. Weedsport Central
School District the Second Circuit Court ruled in favor of the school, which disciplined a
student for creating an online picture of his teacher’s head transformingeread of Hitler.
The student also included a request to have the teacher killed (Trager, 2009). Thal€bur
that the school had a right to discipline the student for his actions due to the threstessage
created online and the safety concerns that message brought to the teaches@mbth€&he
Fifth Circuit Court upheld a school district’s decision to intervene in the case ohtgtude
distributing a newspaper produced off-campus, because it was potentialptigdesto the
school environmentSullivan v. Houston Independent School Distti@73). Also, in the case of
Feton v. Stea1976), the Fifth Circuit Court upheld the school district’'s decision to discipline a
student for yelling offensive language at a teacher in a shopping cemiegdat. The Court
explained the ruling by stating the language used by the student weratfiglords” or words
used by an individual to inflict injury to another or a breach of peace (Trager, 2009).
Although several states and school districts within those stateizuge damore
aggressive approach to dealing with cyberbullying, including issues occurfHcgngbus, the
American Civil Liberties Union (ACLU) is attacking the policies beirgy Fheir claim is the
language in the policies is giving school district officials too much autharégdressing
cyberbullying issues occurring away from school. ACLU represestatlaim these policies
will lead to administrators attempting to restrict students from makingnemts that may or
may not be appropriate, but by no means are threatening to the learning environmeiier

students (Willard, 2008).
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As previously stated, school administrators face mixed pressures to ephamnent
disciplinary action or refrain from applying intervention. Cyberbullymgivention with
disciplinary action can be ambiguous; however measures can be taken byasichioadtrators
to better ensure legal protection. Nancy Willard (2008) has offered the follewgggstions
when dealing with cyberbullying issues:

1. Download and save all material and communications generated by the

alleged cyberbully and sent to the reporting victim;

2. Any on-campus interactions between the alleged cyberbully and the
reporting victim should be investigated to confirm a connection between
the reported cyberbullying and schooaol,

3. Document possible scenarios or likelihood of threats to student safety or
disruptions to the learning environment caused by the reported
cyberbullying behavior. Gather other data about the alleged cyberbully
and acquire others’ perspectives about the alleged perpetrator;

4, Thoroughly investigate to ensure the cyberbullying was initiated by the
alleged bully, instead of retaliation against the reporting student for on
campus bullying or other online bullying;

5. Practice caution when administering discipline to perpetrators in
cyberbullying issues. Excessive discipline can lead to angered reactions
from parents, which may lead to litigation against the school. This could
especially be the case when parents feel the school may have acted outside

their boundaries or violated their child’s right to free speech, expression,
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or privacy. Ultimately, the purpose of discipline is to change behavior;
excessive discipline is not necessary; and

6. Refrain from addressing student messages or posts that seem

inappropriate, but are not necessarily threatening to student safety or
disruptive to the learning environment at school.

A multitude of scenarios and situations exist that influence and enable school
administrators to address cyberbullying issues in a legal fashion. Howevpgssibility of
litigation is always present. Therefore, in order to remain completelyimarto the risk of being
sued by students and parents in discontent, school administrators may choose tar ignore
address issues in an overly conservative manner.

Shaheen Shariff referred to school administrators’ reluctance to addressngits
issues of student expression, including cyberbullying, as a “wall of defenseiffiStD4, p.
225). This reluctance has been reportedly noticed by parents who sought help from school
administrators when their children had been targets of bullying or harassments Pare
participating in the study reported that school officials, when approached algungoisksues,
would 1) assume the victims took some sort of action to instigate the attacke 2hstssue
was not as bad as it seemed; and 3) state that the school’s current policiesgtbeenfeom
aggressively addressing the issue with the alleged perpetrator. Thisliagdo Shariff, is a
direct result of a lack of school administrators’ knowledge and training pegdmbullying
intervention (Shariff, 2004).

It is possible school districts will be held responsible in cases where stia#nts
protection when they are threatened or harmed by others, specificaltyosguaccurring on

school grounds or by individuals under the same school jurisdiction. The University ofabela
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was held liable by the Supreme Court of Delaware when a student was victimizatemity
hazing, and the University was held to be knowledgeable by the Court. The univesshgha
responsible on the premiseRéstatement (Second) of TA@B®23. This premise pertains to the
responsibility of an institution to protect the safety of those performimgnacas a part of the
institution’s program, whether or not it is held permissible by the institutiois.case
specifically applied to hazing at a university; however, many states bepanmng their public
school districts to create anti-bullying or anti-harassment policie®toqte and enforce student
safety more effectively (Trager, 2009).

When school officials do not address or appropriately address issues affectamy s
safety and learning, schools can potentially face litigation on the groundsiténtiunal tort or
negligence. School officials have a duty to protect student safety and their opes fionit
learning. However, the question is to what extent do school officials exeaitbligation?
Although school districts have been sued for “educational malpractice,” whdentt and their
families perceived to have been underserved or neglected by the schoolidistiioke capacity,
courts have mostly sided with the schools in these instances (Shariff, 2004).

Courts have ruled against schools and school officials for neglect based on the tort law
premise, when issues of bullying and harassment of students occur without rrative a
appropriate responses by those officials. Cyberbullying can be applied tcetnisgas well,
based on the potential harm to student safety, as well as the potential disruptionamthg le
environment the acts impose. Additionally, school administrators may be heddfbabl
cyberbullying incidents based on Title IX provisions. In the cag2awsfs v. Monroe County
Board of Educationthe Supreme Court sided with a student who was sexually harassed by other

students. The Court held the school district liable for the protection of the victinhizkshs
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The student was not protected and school administrators were found to be neglectful of the
student’s needs, especially since the student and parent sought help fronsteatorsj who
took no formidable steps to intervene (Trager, 2009).

Since the Court alluded to a school’s rightful authority to intervene in order to deter
illegal drug use, even in cases similaMorse v. Fredericknvolving off-campus student
expression, courts may also provide the same precedent for schools regardiegehgon or
deterrence of cyberbullying. Cyberbullying has become an issue that threatksm safety and
the learning environment similar to illegal drug use. Thereforelitiieer standard, which
provides school officials the authority to intervene in cases where a suddstiasrtiption exists,
may be applied. Furthermore, the precedent laid dowfonse v. Frederickwhich
communicates the authority of school officials to apply “reasonable fordogsttvent potential
threats upon student safety or potential disruptions of the school learning enviramiaebt
applied to cyberbullying as well (Trager, 2009).

Justice Samuel Alito’s explanation in thkrseruling should also apply to issues
involving cyberbullying, including issues originating off-campus. He alluded to schomélsf
possessing a “greater authority to intervene” before student expressitia i violence, this
pertaining to the specific instance of the promotion of illegal drug use indhgeMase.
However, this explanation can be more broadly applied, since his statementsagera more
general terms and are applicable to situations beyond that specific casexdlihnation can
also be applied to cyberbullying, since it has potential to lead to school violenctin cer
situations that are deemed threatening to student safety or substantiafyivksoy school

officials (Trager, 2009).
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Actions and Interventions: Policy, Collaboration, and Education

The impact of cyberbullying upon schools and society is evident (Feinberg & Robey,
2008). Many school districts are revising policies to incorporate procedureg-éawisb
addressing issues concerning online misconduct. An increasing number ofrstales a
legislating and enforcing new laws to combat the effects of cybengilliyartnerships between
schools and Internet social networking sites such as MySpace and Faceldmmkare
strengthened to legally and effectively address cyberbullying issuekeiCBA07). These are
just a few examples of measures being taken to curb the detrimental efffedierbullying.
This section contains examples of literature focusing on the various sisdtiegi state
governments, school administrators, school counselors, Internet sites, parents, ragntiodse
are executing to address the ever-growing phenomenon of cyberbullying.

For schools, the first and most important part of the process to address cybeglllyin
schools is for school officials to create a cyberbullying component foratwegnt anti-bullying
or anti-harassment policy. This can be done by specifically addressingtheyteerbullying to
leave little confusion regarding the school district’s stance on the issue. Aidelines and
expectations concerning cyber-conduct for students should be explicitlywsuoated (Smith,
Mahdavi, et al., 2007).

Most school system technology and Internet acceptable use policiedesayeed to
deter inappropriate use of the resources by students at school - whom spend tbyn&dera
time online at school as compared to home. Although it may not be legally defengible, B
Belsey, an education consultant and cyberbullying website creator, btdteshool officials
should consider writing a policy covering Internet use away from school gré@iilis, 2006).

According to Richard Rosenberg, professor emeritus of computer sctehee miversity of
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British Columbia, the creation of these policies will bring more awareodhs issue and
possibly deter some cyberbullying behaviors and incidents from occurritig,(206). Belsey
stated, “the more you bring parents on-board with issues like this (cybergullyia more
inclined they are to talk with their kids, to convince them that access to theelntea privilege,
not a right” (Gillis, 2006, p. 35).

School officials are forced to create and enforce anti-bullying policiesitiade
cyberbullying as a specific action. Additionally, school officials should lookcatrporating
strict, yet clear guidelines, for technology use and tough consequensasgifamts who choose
not to follow them (Darden, 2009). Shariff and Hoff (2009) stated that school offictaltds
approach cyberbullying more seriously, “it nonetheless constitutes a foreabfviolence and
ought to be understood and interpreted this way by schools and courts” (Hoff & Migas|
p. 664). Hinduja and Patchin (2009) developed a list of six fundamental, yet critical coispone

needed in a school policy addressing cyberbullying behaviors:

1. Detailed and specific definitions of bullying and its related behaviors;
2. Hierarchy of consequences administered to found perpetrators;

3. Detailed list of procedures for victims or bystanders to report incidents;
4. Detailed list of procedures for investigating reported incidents;

5. Policy language that directly addresses off-campus cyberbullymey twe
that results in “substantial disruptions to the learning environment” or
specifically threatens student safety; and

6. Strategies and methods for cyberbullying prevention program(s).

Some school administrators are taking action against cyberbullying incsaggressive

manner. This is due in a large part to the increasing amount of incidents occuschgal due
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to online exchanges and messages between bullies and victims at home. Schaslathdtstate
lawmakers alike in states such as Florida, South Carolina, Utah, and Oredeneloping
policies and laws to better address the issues (Chaker, 2007).

A number of states are reacting more aggressively towards cyberamihes
cyberbullying. For starters, many states have legislated schoadtdistrincorporate
cyberbullying policies into their current anti-bullying or anti-harassmehties. This differs
from state to state, but more aggressive policies are specifically siddregberbullying,
including off-campus activity, with stated disciplinary actions for stugetio violate the
policy. Although there are cases where school administrators believéamey have authority
to intervene with disciplinary action, administrators still have an oblig&di@at by informing
law-enforcement officials. Also, school administrators can direct papéatieged victims to
law-enforcement officials, who can intervene when particular cyberbgliyicidents may not
necessarily result in disruptions at school, but remain a threat to the studemt\safety
outside of school (Taylor, 2008).

Over forty states have passed laws in various forms that address harasstyerd, bul
and some cyberbullying, whether directly or indirectly. Virginia, spelfichas passed
legislation making it illegal to use a computer or related technology &s$athers (Code of
Virginia 18.2-152.7:1 2000) (Beale & Hall, 2007). In January 2010, California created
legislation mandating that schools have the authority to suspend or expel students w
participate in cyberbullying against other students. Other states witmicaylkeerbullying
legislation and policies include Arkansas, Delaware, Idaho, lowa, Michigan, Mianesot
Nebraska, New Jersey, Oklahoma, Oregon, South Carolina, and Washington. Frorala feder

standpoint, the U.S. is taking action against cybercrimes, including cybergullyie
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Department of Justice created a series of information packets addrgssngutlying, which

can be accessed online (http://www.ncjrs.gov/internetsafety/cyber.fimel Federal Trade
Commission has developed web sites communicating to users about the dangers ofyiyigerbul
(Darden, 2009).

In October 2009, the state of Alabama passed legislation providing additional support for
schools, victims of student-to-student harassment, and parents of student-Vibemgw law,
House Bill 216 (107674-6), was introduced by the Alabama House of Representatives and was
named thé&tudent Harassment Prevention £2009). The intent of this legislation was to
provide a uniform definition of harassment for all state public school system#ote &vid
incorporate into their respective student conduct policies and codes. The lawsrpgblie
school systems to outline policies prohibiting student-to-student harassmentalug de
comprehensive plans for addressing issues that arise. The law also rechosystems to
provide harassment reporting forms for students and parents to use when repogetg alle
incidents of harassment. All public school systems in Alabama were requiredilisbspolicy
in compliance with this act on or before July 1, 2010. Stuglent Harassment Prevention Act
(2009) defines harassment as:

A continuous pattern of intentional behavior that takes place on school property, on a

school bus, or at a school-sponsored function including, but not limited to, written,

electronic, verbal, or physical acts that are reasonably perceived asrmtingted by

any characteristic of a student, or by the association of a student with\aduabwho

has a particular characteristic, if the characteristic falls intabtiee categories of

personal characteristics contained in the model policy adopted by the depanting a

local board. To constitute harassment, a pattern of behavior may do any of thefpllow

(Sec. 3, p. 2):

Place a student in reasonable fear or harm to his or her person or damage to his or
her property (Sec. 3a, p. 2);

Have the effect of substantially interfering with the educational pedoce
opportunities, or benefits of a student (Sec. 3b, p. 3);
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Have the effect of substantially disrupting or interfering with the orderly
operation of the school (Sec. 3c, p. 3);

Have the effect of creating a hostile environment in the school, on school
property, on a school bus, or at a school-sponsored function (Sec. 3d, p. 3); and

Have the effect of being sufficiently severe, persistent, or pervasivglehmu
create an intimidating, threatening, or abusive educational environment for
student. (Sec. 3e, p. 3)

Regardless of the outside support schools are receiving from their respetéve st
legislatures and the U.S. government, school administrators must partner withcdddaw-
enforcement officials to effectively address cyberbullying issues @stoilents. Due to privacy
rights of their users, many Internet-based companies that offer comnmmicats such as e-
mail and messaging will not provide user information to school administrators, whtreseme
need this information to fully conduct cyberbullying investigations (Franek, 2B@8jever,
these companies will provide this information to law-enforcement officiaéswthey are
conducting investigations regarding cyberbullying or inappropriate ordiingtg that threatens
others’ safety or if the activities are considered illegal (Franek, 2006).

Although internet-based companies and social networking sites remaiamékocshare
certain information regarding account information and activities, more populal setworking
Internet sites are partnering with parents and schools to address cyberbully@ppdd.com has
created a process for schools to contact site administrators when cylieghslues arise. Site
administrators at MySpace will help school administrators investigatebfmsgberbullying
cases at their schools. This allows administrators access to more tidartodetter address
cyberbullying issues and protect victims of cyberbullying attacksa€r, 2007).

In addition to creating partnerships with law-enforcement officials raiednet social

networking sites to better address cyberbullying issues, school admimgstratst establish

49



strong relationships with parents. Most cyberbullying occurs away from schoefotiegischool
administrators cannot police most issues. Parents, however, must take a memladn
policing their child’s online activity. Parents should partner with schools to emsirehild is
following appropriate guidelines for online behavior. Parents can help schools gresucaild
follows both the district’s acceptable use policy for technology and the antidgutiolicy,
especially when the policies address cyberbullying issues occurringrofius. Parents can help
by informing school administrators of any inappropriate online behavior in whiclrchhlel has
been involved or if their child has been involved in cyberbullying, as a victim, pegoetiat
both (Beale & Hall, 2007). Establishing partnerships between schools andspeaitent
communicate a strong message to students about the seriousness of the issuayainel it
perpetrators correct issues and change behavior without the administragoaref s
consequences (Beale & Hall, 2007).

The most common practice for school administrators to utilize when addressing
cyberbullying perpetrators is the administration of disciplinary consegse Of course, issuing
discipline to students for controversial off-campus issues can sometimes heuét dtiallenge
for school administrators to execute. Beyond the ambiguous task of administenplinéiso
cyberbullying perpetrators, administrators can address the problem imatygeas well. Beale
and Hall (2007) provided the following ideas for school administrators:

1. Educate both students and parents about the issue;

2. Incorporate cyberbullying into the school district’s anti-bullying or anti-

harassment policy by addressing cyberbullying exclusively and
specifically within the policy;

3. Ensure that the school district’'s student acceptable use policy for school

technology incorporates a prohibition against bullying by use of district
technology;
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Partner with local law enforcement to help address issues occurring off-
campus, which may be threatening to student safety both on and off school
grounds;

Ensure that faculty and staff members at school are aware and educated
about cyberbullying behaviors, warning signs, and potential effects that
cyberbullying may have on student safety, well-being, and the learning
environment;

Work to establish a school culture encouraging students to report incidents
of cyberbullying, including issues occurring off-campus; and

Create a network with other schools within the system or outside the
system to share strategies, cases, and ideas, which will create a more
consistent approach to dealing with cyberbullying issues among
networking schools.

When cyberbullying incidents occur, student-victims should seek assistancelfitie) a

including their parents and school officials (Juvonen & Gross, 2008). Along with school

administrators, who play important roles in addressing cyberbullying insidseitool

counselors encounter cyberbullying issues. School counselors play an important role

cyberbullying intervention by providing assistance for student-victimg¢gBuSanchez, Call,

Drew, & Zheng, 2011). Student-victims may seek the assistance of school oocainsééu of

their parents or administrators based on two major factors:

1.

student-victims possess a need or desire to inform an adult, however they
fear that if they tell their parents, their parents will limit or prohibitHer
online activities (Juvonen & Gross, 2008); and

Student-victims desire to tell an adult without fear of punishment or
disciplinary action applied to them or to the perpetrators, which may lead
to increased or intensified harassment from the perpetrators (Hoff &

Mitchell, 2009).
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Furthermore, school counselors also have opportunities to address cyberbully@sdssause
of their roles as student advocates and the relationships they establish wgtudents and
their parents (Burrow-Sanchez et al., 2011)

Regardless of the reason, school counselors play an important role in cyberbullying
intervention. Counselors must execute their responsibilities to effectigdhgss situations that
may arise among their students. Two crucial responsibilities for schioaselors are to provide
assistance for student-victims and advice for students about handling cybeghsByes; and to
educate parents about cyberbullying, intervention, and prevention (Burrow-Sanahe2@t1).

In regard to students, school counselors must provide immediate support and counsel for
students who have been cyberbullied. School counselors can help student-victims cope with the
issues and encourage them to discuss the issue with parents or administratordarnstogehe
harassment (Burrow-Sanchez et al., 2011). In addition to counseling support, school counselors
can educate students about operating safely online, as well as informing shidents
appropriate and inappropriate websites, online behavior, and etiquette. Also, schodbc®unse
can teach students certain coping skills to deal with inappropriate online iotersith others,
including harassment. Lastly, counselors can instruct students on how to prgpeniynéine
victimization (Burrow-Sanchez et al., 2011).

School counselors can help parents understand cyberbullying and educate them about
effectively addressing related issues. Parents are in close proxarthiirt child’s Internet
activities and can act as a safeguard against inappropriate online behayawdl|éds of their
level of involvement, parents are in a strategic position to thwart inappropriate actiigy
occurring with their child, including cyberbullying (Burrow-Sanchez et al., 2@d)ool

counselors can help parents become better equipped to deal with these issuegthucatgn
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and by providing parents with strategies to help them develop strongesnstepis with their
child. Counselors can help parents utilize preventive strategies for supervesmghild’s

online activities. This may include the development of rules for Internetlghm#ie use or
placing online devices (i.e. desktop computers, laptops) in a high-traffic atealedme such as
the living room or family room (Burrow-Sanchez et al., 2011). School counselors play an
important role in helping students address cyberbullying issues. Howevergloosimsust use
these opportunities to help students and parents address current issues and the aisuoé thre
cyberbullying (Burrow-Sanchez et al., 2011).

School officials must take a more aggressive stance against cypiedpudlecause of its
effects on many students and the potential development of serious issues on-catopusgy inc
violence. Schools have a strategic advantage that other entities do not poskeksgilaw
enforcement and parents. School officials can lead efforts to raise agssmadyout cyberbullying
as well as address issues that have occurred and clearly affect stuthemy ad safety at
school. Three major issues should be covered in order to effectively addressiltyiner 1)
the establishment of a formal education program for students and parents, whicheaddress
cyberbullying and its dangers; 2) methods for assisting students who gudesitvith issues
related to cyberbullying and other problems that result from cyberbullysugs; and 3)
professional development opportunities for administrators that will bettemrifam of legal
issues pertaining to cyberbullying and clarify questions of whether to adéréss cssues
(Hoff & Mitchell, 2009).

Wright et al. (2009a) suggested school officials use virtual simulations orissctoa
address cyberbullying with students and parents. Online virtual environmemtsua#rs to

operate with virtual identities known as avatars. The virtual simulations or Eseas
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attractive instructional tools for students, which motivate them to become engdgauhing
activities about cyberbullying (Wright et al., 2009a). Also, simulations or Sosr@an be
played out in classroom settings to educate students about cyberbullying issgas €W\.,
2009a). Furthermore, virtual simulations enable school officials, such as school caytselor
effectively educate parents about cyberbullying, which can better preganas to address or
prevent cyberbullying issues at home (Wright et al., 2009a).

Although raising awareness among professionals and providing education to samdents
parents about cyberbullying and its dangers may be a logical approach, flisrsatsufficient
in effectively combating against cyberbullying. Cyberbullying must beesddd specifically in
school district anti-bullying policies and disciplinary actions must be appliedlar to address
the growing problem in an effective manner (Riedel, 2008). However, the issubigbéyand

possible litigation looms large in the minds of many school administrators @me&007).
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CHAPTER Il
METHODS AND PROCEDURES

In Chapter Ill, the methodology and design of the study is discussed. As caratadni
in Chapter I, this study was conducted using a case research design. Tgeo&éte study,
along with the participants are communicated and discussed. Research watedandusingle
public school system and all data were gathered from four participant grdwepmur
participant groups were all considered stakeholders of the school system involvedus va
roles and capacities. The rationales for selecting the four partigpams are communicated.
The study was guided by three major research questions. The three questonsnaw@icated
and rationales for each question are provided in this chapter. Instrumentatiom)ldateg,
and procedures for data analysis are communicated and explained in this chapsegréog
interviews were utilized as the sole data collection method. A focus-group gasdesed to
direct the data collection process, as well as interview protocols cogtgimastions for each
focus group of participants. Data analysis methods are discussed at tlisioonaf this
chapter.

Methodology

The study’s framework incorporates a case study methodology. A casesstufibcus
on a particular entity involved in a larger phenomenon. In this study, the impact of ciyvegoul
in a large public school system in the southeastern United States was exanoireed. M
specifically, the study focused on the perceptions of school administrators, cohosglors,

parents, and external authorities about cyberbullying, its implications upon Iboalsand
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whether or not school officials should address cyberbullying incidents initiatedrafol
grounds.

By using a case study design to examine cyberbullying and its effects upschitd
system, a more in-depth view of the personal experiences of those directlgdaffathin the
context of specific demographic areas were examined. Case studyhesdgroature a
gualitative approach to research. Yin (1984) defined case study research apitarakimquiry
that investigates a contemporary phenomenon within its real-life context;thaé&oundaries
between phenomenon and context are not clearly evident; and in which multiple sources of
evidence are used” (Yin, 1984, p. 23).

Design of the Study

A case study design was utilized to conduct research for this study. Soy (1996¢¢r

a list of steps for conducting case study research. These steps wereddatihetbe ideas of the

case study researchers, Yin (1984), Stake (1995) and Simons (1980). These steps include the

following:
1. the development of research questions;
2. the selection of particular cases to study;
3. the selection of data collection and analysis methods;
4. the gathering of data from participants;
5. the analysis and evaluation of data; and

6. the development of the research report. (Soy, 1997, p.1)
Setting of the Study
The selection of cases differentiates the case study method from otisécatahethods.

During case selection, it is important for the researcher to select arczsses that reflect the
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intent of the study and satisfy the data gathering process in termsbflitgland validity. The
potential to utilize multiple sources is present with case researchta@ualcollection and
analysis methods can also be incorporated. Generally, tools used to collectrdptassistudy
research include: interviews, surveys, observations, review of documents, anetirocodf
artifacts (Soy, 1997).

In this particular study, a case research design was utilized to exidm@iperceptions of
stakeholders in regards to cyberbullying in a large public school system in theastatn U.S.
The school system encompasses a portion of a metropolitan area in the central andaredke
of the school system, which includes urban and large sub-urban populations. Southern portions
of the school system consist of mostly rural areas that are less densdgtgebpommunities
including farmland and wooded areas, while the northern part of the school systesely de
populated. This school system provides a diverse demographic that encompasses urban,
suburban, and rural areas.

The school system serves over 28,000 students and employs over 2,000 teachers and
administrators. Of the students enrolled in the system, almost 15,000 are middle actidogh s
students. The school system consists of 39 total schools, of which 17 are middle and high
schools. Included in the sample are two centralized schools, the alternhtweawd the school
of technology, which serve middle and high school students exclusively. The schoollsgstam
diverse student demographic. Over 1,500 students (almost 6% of total student population)
receive English as a Second Language (ESL) services. Furtheaimoost 3,000 students use a
language other than English while at home. There are a total of 42 difeergunages spoken by
students in the school system. The socioeconomic status is highly diversifiedrbstieol

zones. Over 26% of students served by the school system are eligible for freduaed tench
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meals. However, certain areas of the system, particularly in the soatieas and school zones,
have student populations consisting of 50% or more eligible for free and reduced lufeh mea
Therefore, the school system is a highly diversified region in terms of theegulue, ethnicity,
and socioeconomic status of students and families
Research Questions
The purpose for developing research questions for case study research is toeguide t
study in a desired direction. This purpose is similar to other research designs. Hoesaarch
guestions for case study research should also establish a connection withcfantactkeristics
related to the phenomenon and perceptions, feelings, and opinions of those individuals directly
involved in the phenomenon or experienced the phenomenon (Soy, 1997).
The study began with the formulation of questions guiding the researcher threugh th
process of sample selection, data collection, data analysis, data evaluatiday@elopment of
the report. The first step of the case study design, as referenced }08a), was to develop
research questions. The questions that guide a case study should focus on the “hdw” of “w
the phenomenon being examined (Soy,1997).
As reported in Chapter I, the major research questions that guided the study were
1. What were the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affected the community;
2. What were the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affected the school; and
3. What were the school system'’s stakeholders’ perceptions and beliefs of how
cyberbullying incidents initiated off school grounds should be handled by school

officials?
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The development of each question was driven by a rationale and purpose. Each of the
three major research questions is discussed.
Question One
The rationale for this particular question was to gather an understanding of the
participants’ knowledge base and opinions regarding the issue. Each group mayfhewg dif
opinions on this issue, because of experiences in their particular fields of work. School
administrators’ knowledge and opinions may differ with parents’ due to their exposiine
issue. School administrators have dealt with cyberbullying issues in a widerohformats and
situations as compared to parents. However, school counselors may differ in opinion based on
how they deal with cyberbullying issues at school. External authoritighawe a more in-depth
knowledge regarding cyberbullying among adults, whereas school adminisaradcsshool
counselors may have more experience dealing with cyberbullying issoeg ahildren and
adolescents. The knowledge and experiences of all four participant groups dnokesfienses
to question one and any follow-up questions posed in an attempt to gain more in-depth data.
Question Two
The rationale driving this question is to gain perspective regarding the cause for
cyberbullying among children and adolescents. The question was posed to gathed¢e@nd
opinions about causes of cyberbullying, specific to the use of technology &at dig
communication devices that are utilized by a growing number of children andcahbéess
today’s society (Hinduja & Patchin, 2010).
Question Three
This question sought stakeholder knowledge and perception about the over-arching

problem that guided this particular study. Most research studies addmegsangullying focus
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on the phenomenon and its implications upon society or upon a smaller entity. This question was
asked in order to discover stakeholder perceptions about the authority that schotsd o#fitia
exercise in dealing with cyberbullying issues. Participant responBdeeipi school officials

better understand the implications and potential stakeholder reactions to thersiagdres
cyberbullying issues that involve off-campus activity.

The rationale to this question was to obtain participant opinions about whether it is
appropriate for school administrators to address cyberbullying issuesiafigsgtuations that
originated off school grounds. Differences in opinion may exist when compaspgmses of
school administrators, school counselors, parents, and external authorities. Thaahfef
opinion may be a result of various knowledge levels and experiences dealing wilrétatiee
to cyberbullying. Student rights, the impact on the school’s learning environruelgnssafety,
and overall school culture were considered when addressing this question.

Selection of Participants

Participants were selected based on their connection with the study’s oveydochis,
which was to gather the selected school system’s stakeholders’ perceptidiediafs about
cyberbullying, its effects upon their schools and surrounding communities, and timeickgtieon
of whether or not school administrators should address cyberbullying incideiate chaff
school grounds. In this case, four distinct groups of participants were seleaptesent school
system stakeholders and provide data for the study. The four participant gregsméed a
collection of individuals who generally have knowledge and experience in dealing wit
cyberbullying issues, although differences in perspectives and knowledtgenayeexist.

As previously mentioned in this chapter’s description of the study’s setting,hbel sc

system serves a diverse region containing areas of population rangingifebmommunities to
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large sub-urban and urban communities. Each of the four stakeholder groups contained
participants representing one or both of the following demographic areas, whizhsad on
population density: Rural/sub-urban communities and sub-urban/urban communitieswbhese t
categories were established to identify each participant’s deplograrea, ultimately aiding the
principal researcher in balancing participants’ demographic areaeafagsn within each of
the four stakeholder groups.
School Administrators

School administrators were selected because of their direct involvementseighlidary
and safety issues among students. The study sought to gather data relategpeoct@ions and
beliefs regarding cyberbullying, including their professional knowleshgkeexperiences working
directly with cyberbullying incidents. The participation of school adminmtsavas limited to
those serving in middle and high school administrators in the selected school 3ystegnmoup
participated in qualitative (focus group interview) data collection. Admat@ts representing
each of the middle and high schools in the selected school system were chosecipatparti
the study. An interview session was conducted between the researcher and thefgzus

School Counselors

School counselors were selected as a participant group due to their involvement with
student issues that occur on and off school grounds. As reported previously in Chapter I,
cyberbullying incidents usually initiate off school grounds. School admirosératay not
address student issues that occur off school grounds, particularly with degi@ction.
However, students are still affected by those issues. Therefore, in order ta styngemt well-
being and success, school counselors address many of these issues, includmdyegger

which can occur off school grounds.
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Parents

Parents were selected because of their direct involvement with their clalailehe
selected school system. As major school stakeholders, parents have opinions about their
children’s rights to free speech, as well as the school system’s obligatiartgot pheir
children’s safety and learning. Parent members of Parent-Teacher-Sudanizations (PTSO)
representing each community zone in the school system were selectecctpataritn focus-
group interview session. Participant information was obtained from PTSOdrstsaged by
each middle and high school in the selected system. Also, administrators atheatlassisted
in selecting less-involved parents to participate in the interview sessionel€bgan of a less-
involved parent may add diverse perspective to the data collected, which is preseméative
of the school system population.

External Authorities

External authorities are considered officials who hold jurisdiction and respdresbil
outside school boundaries, while having the ability to operate in conjunction with the school
system. The exceptions to this qualifier are the school administrators, whtecmdedy within
the school system. This group of participants was selected to provide perspEnding the
balance school authority and school administrators’ obligations to protect thessafdearning
of students. Three school system administrators who focus on student services amgediscipl
the selected school system were selected to participate in the studyp(@semtative from the
school system’s technology department was selected to participate in therstisdndividual
has a background in cyber-investigations conducted by the school system in relation to the
misuse of school technology equipment and violations of the school system’s accepgtable us

policy. Two police officers, who both play the role of school resource officer, patédipathe
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study. One social worker, who represented a local agency specializinggiarathiadolescent
advocacy, participated in the study. Finally, an attorney who lives and works wihschool
system’s boundaries, participated in the focus-group session. A total of eighppattiavere
selected for this group.

Instrumentation

The data collection instruments were specifically designed intervigivqmis for each
of the four participant groups. The development of interview questions was guided bgé¢he thr
major research questions highlighted in this study; and is based on literateweetkas a part of
this study. Hinduja and Patchin have conducted numerous research studies focusing on the
effects of cyberbullying and the perceptions of those involved (Hinduja & Rag®06, 2009,
2010). The development of the four participant interview protocols was also influenced by
Trager (2009) and Willard (2007). Their articles contained focus on legal prexsdebi prior
court cases dealing with issues involving actions occurring off school grouradge(;T2009;
Willard, 2007).

Validity for interview protocols was determined through the use of a focus-grodg gui
that ensured consistency throughout the interview process involving all foergaartigroups.
The particular focus-group guide used for this study is based on a focus-grouprgaidd by
Wright, Burnham, Inman, and Orgochock (2009b) as a part of their mixed-methodsetabely r
to cyberbullying. A level of validity and reliability is needed when perforngjuglitative
research such as focus group interviews. Select individuals represenhngf s four groups
analyzed interview protocol questions to determine if the instruments wetdecapaeasuring
responses relative to the four major research questions and the purpose of the studgr{idte

for Social Research Methods, http://www.socialresearchmethods.net/kb/urnmigjus
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Before data collection began with administration of the focus group intexviesearch
approval was acquired through the Institutional Review Board’s (IRB) rebpiceess at the
University of Alabama. Each interview session was prefaced with a pegearof basic
knowledge pertaining to the study and an inquiry for participant consent. Intervigsippats
provided consent by signing a consent form prior to the interview session. No inteegasans
were administered without prior consent from participants.

Interview protocols were designed specifically for each participanipg The interview
protocols (see Appendices B — E) for each of the four participant groups adsisteitems.
All interview sessions were conducted solely with each participant groupus-fwoup format
between participants and the researcher.

Data Collection

The preparation for gathering data in a case study design was espeg@#i/to the
overall success of the study. This was because of the multiple layers ofatitor from
multiple sources generally associated with this type of research desegiinG a plan for
collection before beginning the actual data collection can be helpful forekeesato maintain
clarity and focus during the collection process, as well as during thergdyaia phase. A
structured process for gathering data is essential to the successefstucy. In most cases,
data are gathered from multiple sources simultaneously, which requires a&bengwve and
systematic approach to the collection process. Although the data gatheriegspran be
versatile and fluid, it is important for case study researchers to caonigistéhere to the plan
established at the onset of data collection and guide data collection with the puthesstudy

(Soy, 1997).
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The study consisted of qualitative data collection among the four partigpags. The
gualitative approach consisted of focus-group interviews (Kvale, 1996). There was ne rofxt
participants representing more than one group involved in the study. For instanagiciapa
groups were mixed during interview sessions. The interviews were guided bipgsiesised in
an interview protocol (McNamara, 1999). There were 10 guiding questions for eacipaat
group. Each interview protocol used for the four focus-group interview sessions was griven b
the three major research questions. All interview data were recordedwvittutlio recording
devices (McNamara, 1999). One device was analog with an audiotape and the othevaeace
digital audio recorder.

The questions developed for the interview protocols were posed to gather datagegardi
the school system’s stakeholders’ perceptions about cyberbullying, ttsaffeon local schools
and surrounding communities, and whether or not school administrators should address
cyberbullying incidents initiated off school grounds. These questions wectedila
participants who had some connection to or familiarity of both the phenomenon being studied
and the school system (Soy, 1997). Therefore, a series of questions were posedrto all f
participant groups. Certain questions probed stakeholder perceptions and beliefsrmgticer
effects of cyberbullying upon local communities in the school system. Quesoagosed that
probed the perceptions of stakeholders regarding the effects of cyberbullying upohabke
itself. More specifically, the study sought to gather perceptions about hovbuifpeg affects
students and other school stakeholders, as well as school culture. Questions were paged to ga
stakeholder perceptions and beliefs about school policy and procedures addressing

cyberbullying, particularly issues originating off school grounds. Othestoqpns sought
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stakeholder perceptions about whether or not school administrators should addresslyivigerbul
issues, particularly those originating off school grounds.
Data Analysis and Evaluation

Analyzing and evaluating the data gathered from the research fiel@ exetuted by
using numerous methods. The utilization of various and multiple methods for data aaadysis
evaluation is a strong point of case study research. Multiple applicationsafs/eols and
methods during the data analyses and evaluation processes, coupled with the saultgas of
data, empower researchers to reinforce their methods and findings throngulatian (Soy,
1997). Once the data have been analyzed and evaluated to form conclusions, anothstegrucia
is reporting the findings. The essence of effective case study feseéwand in the clarity and
authenticity case study research can bring upon large and complex phenomeiiog affeicie
range of entities (Soy). With case study research, the broad and compéet of cyberbullying
can be marginalized and analyzed with more clarity and utility. With thg sfutie
phenomenon in a particular school system, multiple perspectives and knowledge bases can be
reviewed, which strengthens the study while maintaining high amounts of otganesad
control (Soy).

Data were analyzed using qualitative methods. Data collected from @wesessions
were recorded using audio recording devices. The recorded data wereilied and analyzed
using content and thematic analyses. Content analysis was used to determevtreies or
number of occurrences those key words and phrases appeared in the focus-groupgranscript
(Web Center for Social Research Methods,

http://www.socialresearchmethods.net/kb/unobtrug.piMords and phrases were determined to

be significant based on the data’s connection to cyberbullying and its effects akemosiers,
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particularly those participating in the study. Structural coding was aitzeonnect the key

words and phrases to the three major research questions providing the study’s &oaerg, (N
Guest, Thairu, & Johnson, 2007). In addition to analyzing the data to form connections with the
research questions, thematic coding was utilized to develop themes, grouping ithéodate
categories (Web Center for Social Research Methods). Together, contentraaticthealyses
connected the data to the study’s three research questions and grouped the datagstd the
provided opportunities for a more thorough discussion of the results and more specific data

implications for the school system being studied and its stakeholders.
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CHAPTER IV:
RESULTS AND DATA ANALYSIS

In the following chapter, results from the focus group sessions are presentddtda he
collected from the focus group interviews are the source of data for thisudgasalysis. The
analysis focuses on the responses of individuals who participated in the focus greignater
conducted by the principal researcher. The study participants were dividédunstakeholder
groups that represented the case being studied: a single school systéar $tekeholder
groups were: 1) secondary school administrators; 2) secondary school counseloest8)gba
secondary school students; and 4) external authorities. All participants workied $ochbol
system being studied, worked in the area served by the school system, or likiga akiénding
secondary schools in the school system.

The data collection process involved all four stakeholder groups. Focus group sessions
took place over a course of three months, with sessions administered in 2011 betweenhhe mont
of July and October. A total of nine focus group sessions were held to gather data from
participants. All stakeholder group sessions were homogenous in terms of stakglped,
with each session involving participants representing one stakeholder group. Of the nine
sessions, three consisted of administrators, two involved counselors, three involnésl pace
one consisted of external authorities.

A total of 56 individuals participated, with each participant representing ahe &dur
stakeholder groups. Of the 56 participants, eighteen were in the adminisgedars’ thirteen

were in the counselors’ group, seventeen were in the parents’ group, and eight indivedtaals
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in the external authorities group. Participants represented multiple ackasramunities served
by the school system, who also represent various socioeconomic levels, racidtiaad ¢
backgrounds, gender, and occupational experiences. Representation of these various
demographics was divided into two categories. The categories representggiajghic areas
served by the school system, based on population density. The two areas weub+urais
communities and sub-urban/urban communities. Each stakeholder group contained msrticipa
representing at least one of the two areas, creating a balanced repogsaatass all four
stakeholder groups (see Table 1).

Table 1

Focus Group Participants: Demographic Area Representation and Total Padicipant

Groups Rural/Sub-Urban Sub-Urban/Urban Total Participants
Administrators 8 10 18
Counselors 6 7 13

Parents 8 9 17

External Authorities T* * 8

Total 56

Note: *The “External Authorities” focus group contained six (6) partitipé3 administrators, 1
technology specialist, 1 social worker, and 1 attorney) representing batil/$ub- Urban” and “Sub-
Urban/Urban” demographic areas. One (1) police officer representihgpéthe two areas participated
in this focus group, creating a total of seven (7) participants repiegeach area.

In order to obtain representation from the multiple communities served by the school
system, a varied number of focus group sessions were required to colldobmaeach of the
four stakeholder groups (see Table 2). For instance, it required three foopsgssions with
administrators to achieve sufficient representation across the two deimogragas served by
the school system, while only one session was required with external aushoraigain

69



representation. Counselors required two focus group sessions to achievensuépriesentation
and three focus group sessions were held to achieve adequate representationfitheawo
demographic areas served by the school system.

Table 2

Focus Group Sessions and Participants

Groups Number of Group Sessions Number of Participants
Administrators 3 18

Counselors 2 13

Parents 3 17

External Authorities 1 8

Totals 9 56

All participants were provided with brief information regarding the studypjiie focus,
consent information and a signature form. The information and consent forms wedegtovi
candidates, including the actual participants, at least ten days in advénesdfieduled focus
group session. All participants signed the consent form and participated in thgrogps
sessions. The focus group sessions were conducted at three locations, all bitieg) fac
currently owned and operated by the school system being studied. Of the nine focus group
sessions, three were conducted at a middle school, five were conducted at theystboos
professional development and learning center, and one session was conductedablthe sc

system’s central office and board of education building.
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Data were collected from each participant group, which the principarobses utilized

to provide answers for the three major research questions guiding the stutiyeEhguestions

were:
1. What were the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affected the community;
2. What were the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affected the school; and
3. What were the school system’s stakeholders’ perceptions and beliefs of how

cyberbullying incidents initiated off school grounds should be handled by school
officials?
All focus group sessions were led by the principal researcher, who used-griogos
guide (Wright, Burnham, Inman, & Orgochock, 2009b) to conduct each session. The guide wa
used to preserve the validity and reliability of the data collected and theallatzion process.
In addition to the focus-group guide, the principal researcher used a written poftqQuektions
to guide the interview and discussion process. The protocol of questions derives fronethe thre
major research questions guiding the study. A protocol was created skgdidiceach
stakeholder group. The same protocol of questions was used to conduct focus group sessions
with the same stakeholder type. For instance, the same protocol was used te gelesteons
for the three focus group sessions conducted with administrators, while anotheslpratoc
used to generate questions for the two counselor sessions, and so forth.
Methods for Data Collection, Resources, and Analysis
Data collected consisted of focus group responses and discussion from and among

participants. The responses and discussion were recorded by use of two audio rdesrdasy
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One device was an analog tape recorder that recorded the data onto cassettel tiggesther
device was a digital recording device that stored and uploaded data onto a computevdnard d
The data were uploaded and stored on a computer hard drive and converted to Windows Media
files. The audio was then transcribed into text. All audio files from the fgrmug sessions were
transcribed in their entirety.

The focus group discussion and responses produced almost ten hours (567 minutes) of
audio data and 192 pages of transcripted data. The data transcripts were anslgzasmhtent
analysis coding (http://www.socialresearchmethods.net/kb/unobtrus.pha)wBa initially
analyzed using content analysis with the purpose of determining frequenciearogoes of
key words and phrases related to the three research questions that provided théostugly’

This chapter provides information about the connection between the data and those questions.
The initial analysis also indicated over 150 key words or phrases that relaeaésearch
guestions, but also connect to more specific issues. In addition to analyzing pértegp@anses
and discussion to form connections between the data and research questions, anotr&epoding
thematic analysis, provided further connections between the data and speafuaritteanes
(Web Center for Social Research Methods). This step, along with the data, eexlilts
discussion of the results connected to this step, are presented in Chapter V.
Data Related to Research Questions

Three major research questions guided this study, providing the principathesea
format for developing focus group question protocols customized for each parnigipati
stakeholder group. The following section contains participant data provided in response t
guestions posed during focus-group sessions. The questions posed were a part of the protocol

developed specifically for each of the four stakeholder groups and were digetilcted to the
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three major research questions that drove the study. Participant resporsesgmezed

according to the major question in which they apply. Each of the three majachegeastions

is provided followed by participant responses and discussion related to the question.
Question One

The perceptions and beliefs of participants were provided regarding the effects
cyberbullying and technology use upon their communities. Participants fropnstakeholder
group commented about the effects of cyberbullying on children’s safetystediig and their
social lives. Participants from the administrator and counselor groups eédduss
cyberbullying affects students’ self-esteem and performancé@blsd hey discussed how
cyberbullying affects relationships and interactions between studegtsoal.Participants from
the parent groups discussed how cyberbullying affects parents’ responstslityervise their
children. Participants from the counselor, parent, and external authorities grbes that
young people are now engaged with technology and digital communication at a lekaktha
changed their culture and lifestyle. One participant from the exteuttaréties group said,
“Technology has just totally changed the way kids live. They have it affitngrtips
constantly.”

According to the multiple participants across stakeholder groups, young peopérya
knowledgeable and skillful with technology, but many have become somewhat dependent upon
technology. Children and adolescents are becoming dependent upon technology both
academically and socially. Participants believed this dependencydaasdcan alternate reality
and some youth excessively engage in it, which leads to a confusion betweenangarspthe
real world. A participant from the external authorities group stated, @ty kids live a fantasy

life through technology and it leads into reality.” According to one particifstt fom the
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counselor and administrator groups, “Some students become so engrossed in tedhmaology t
they cannot escape it.” A participant from the administrator group spoke about b@ddkito
the dangers of cyberbullying, but can be more difficult for youth to handle or escape

The adult’s response is to turn off the computer, but what if someone came to my office

and said, “Turn off your computer for the day?” How much will | really get déme?

I’'m not someone who’s completely dependent upon technology for my life, but these kids

are.

This participant believes that children are heavily involved with social medideyndnay find
it hard to escape someone who is bullying them online.

Several participants from multiple groups stated that adults, educators ants par
particular, must become more educated in regards to technology because cteltiverya
savvy” about technology in comparison to adults. Also, one participant from the cowgrselor
feels that cyberspace is a dangerous place because of a lack of parent knavdesitgjeta
access and manage it. The participant stated, “Cyberspace is kind of likerithesed to be:
There’s no rules and there’s no regulations.”

As a result of the constant access to technology coinciding with the cahséattof
cyberbullying, parents are increasingly concerned about their childedaty and self-esteem
(Taylor, 2008). One participant from the counselor group felt parents must engage in heavier
supervision of their children while at home. The counselor stated,

| know of a situation, not cyberbullying, but a predator situation with this litleugd it

had been going on for several months. The girl is eleven and that child had been sitting

there at the kitchen counter on her laptop with her mom moving all about and mom didn’t

know it.
Therefore, this participant believed that parents must be actively engeaitped ichildren’s

lives, including socially, having access to all things related to social raedieell phone use,

including user accounts, passwords, and social networking profiles. However, saonegpdst
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noted that parents must become more knowledgeable of and skillful with technologythefor
will be able to effectively supervise and control their children’s onlin@iges. According to
one participant, “Parents are not educated about the technology they giwhitdean. You can
tell them to monitor but that don’t mean a thing.” This comment reveals the perctyat a
lack of knowledge and skill pertaining to mobile communication device applications and othe
technologies is a direct result in the lack of effective monitoring, supervisioroatrdldhat is
perceived with parents and guardians.
Participants in every stakeholder group commented about a lack of effeqtieevision
of children by parents. Participants from the parent and administrator grougealhestated
that parents may be unable or unequipped to handle this. A lack of knowledge and awareness
among parents naturally leads to a lack of supervision and control. Because, in order to
effectively monitor and control a situation, and have an advantage over others itugtiairsi
one must be aware of what to monitor and have a knowledge of what is being monitored and
controlled (Mason, 2008). One participant stated, “Kids are so much more savvy thés).(adul
Another participant commented, “It goes back to a lack of parental involvemertiglpdrents
aren’t educated and we have to realize they don’'t know what to do.”
One participant from the counselor group regarded technology as a blessingies®l a ¢
She stated,
| think technology is kind of a blessing and a curse. It’s certainly a blessoayse kids
are much smarter because of the technology that we have today. Interrgggtbgim
limitless access to knowledge that of course in my day, they hadn’t even thougihtt of. B
it's a curse because that access has provided them the ability to do morehthti gyt
just don’t need to know at this age. It has taken away from the face-to-face
communication that we all had as kids and | think that’s a big negative.

Law-enforcement officials can become involved in cyberbullying and othandagy or

digital communication issues (Taylor, 2008). Community police departments and school
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resource officers operating in the school system studied, have developed partmetishipesr
local schools and administrators. Cyberbullying and related issues asent@nbeing addressed
by schools and law enforcement in this particular school system. One schaukadtor

stated,

It's (cyberbullying) becoming more of an issue that even the police arédaang to

deal with it. It can be a felony, not a misdemeanor. | know a law-enforcerffierdl and

he says it's increasing by the number of times that parents of students wilicome

(police department) to file harassment charges against another student.

According to participants in the external authorities group, school resourcotiad local
police departments are working with schools to supplement addressing isssebdloés cannot
address with disciplinary action, including cyberbullying.

Another issue noted by participants from the external authorities group copcengs
people taking, sharing, and possessing inappropriate pictures, which can residug se
problems. Participants were referencing a phenomenon known as sexting. Orgapaftmm
the external authorities group stated that sexting is dangerous and illegal. Asticigapafrom
the external authorities group stated,

There was a situation where a boy sent inappropriate pictures of a girl &, afterthey

broke up. The boy was eighteen but the girl was fifteen. He is now a felon for sending out

child pornography because she was only fifteen.
Other participants added that these issues are steadily incragsing students at the middle
and high school levels. Another participant from the counselor group commented,

There was a boy in the sixth grade and a girl in high school and they took pictures of

themselves and sent to the other ones. | told them they can get into troublewwith la

enforcement) for just sending out naked pictures of themselves and they were in shock.
To my understanding, that is child pornography.
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Question Two

As presented in the discussion of data gathered from participants as pgti@ini
Question 1, communities where schools reside are negatively affected byutiyloeg. School
officials, mainly administrators and counselors, deal with cyberbullyswgessregularly,
although the issues are usually manifestations of the cyberbullying. Cyberpuispally occurs
off school grounds, negatively affecting schools by creating other issues fwhith@ to address
without having the authority to address the source of the problem, cyberbullylhgJiisenen
& Gross, 2008).

Participants believed school administrators are experiencing theveegfi¢icts of
cyberbullying from a community and societal perspective. One adraioisstated, “We deal
with many of the behaviors that manifest from (online activity). But, wewligalwhat happens
at school.” A second administrator stated, “We will deal with the manii@ssatbehaviors) that
result from cyberbullying, but we can’t address it if it did not occur on school grouraslack
of authority by schools to directly address cyberbullying issues withptirsany action is
causing some administrators to question why they deal with cyberbullyingi@dressues.
Another administrator stated, “There are some types of things that should nahioelss

responsibility.” A fourth participant from the administrator group said,

Parents who have children supposedly being harassed on Facebook or by text messages,

sometimes nasty rumors being spread about them, will call us (admini3testdnsant

us to do something about it. My (administrator) response is, “I can’t do anything about it

unless something has occurred here at school.”
A patrticipant from the parent group has similar thoughts about what administatcasd
cannot address, “l don't think that it's necessarily the school’s job to go back akhyhe whe
root of (cyberbullying)...” However, the same participant proceeds to expressc@imut

schools not addressing manifestations of cyberbullying that occur at school, “f.viitjon’t
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address (effects at school) and it continues to happen, it's going to turn into newskaitigs
child hanged or something.” Participants from the administrator group believed that ma
parents don’'t understand the potential legal problems that exist when admissttaiomene in
cyberbullying situations, particularly when there is an expectation orrdefoadisciplinary
action against perpetrators for online, off-campus misconduct. This lack of auttaori
sometimes be stressful to administrators. Participants also mentione dadiiissues
reported by parents attempting to protect their children, but were unaware chtloks
involvement. An administrator discussed this,
It becomes very difficult when dealing with parents, and the parents come therel)s
demanding justice and you, at first you're like, “Oh yes we’re going to ddhidl.” But,
then you’ll have to end up punishing their kid because they said vulgar words or
something in retaliation.
One participant responded to a question regarding administrators refragmmg f
applying disciplinary consequences to issues that occur off school groundsat8tie st
That's current practice. | have had informal conversations with students abebb&ac
(issues), but as far as applying disciplinary consequences, right now itisgumsy
applying discipline to the manifestation of a behavior that is applicable to th@icode
conduct at school.
Another administrator followed with, “I'm not sure we can punish the behavior of the one that
started it (off-campus), but we have to deal with what happened on us (on school grounds).”
Participants went on to add that this situation can pose a problem because some pa@nts ex
school administrators to fully address these situations. A third participantHeoadininistrator
group stated, “Parents will call me and say, ‘My child has been harassed on Fadebiblok.’
inform that that | can only deal with it if it makes its way into my school.” Aepadministrator

stated, “Parents don'’t realize that (in cases like cyberbullying) weiresdrators) can’t

physically go and get something to stop.” A final administrator spoke aboubpigs t
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Parents will call and say this happened on Facebook last night and | will sdly,I'We
not going to get involved unless it turns into something here; you know it's not our
responsibility but if he did it in school, | promise you that | will handle this.”
A patrticipant from the parent group added thoughts about what schools should and should not be
responsible for, “I think we need to let the legal sector handle the legal things #melteachers
and administrators teach.”
Participants discussed another problem regarding the involvement of othensgéssta
who witness incidents between individuals online. A participant from the admiorggraup
had this to say,
Cyberbullying feeds the pack mentality. | mean everyone was much braver wjen the
have 10 other people behind them. Just think when you have 200 people behind you.
Well, online all 100 people are going to say something. They all feel like thggtue
get their shot in.
A patrticipant from the parent group made a similar reference about this effegberbullying,
“It's the same mob effect of your friends, her friends are talking abguinhors) and their
friends are talking about it and they are hearing about it becauseldf @ictess to
technology).” A participant from the counselor group believes that bystandersitmessv
issues online are less reluctant to defend the victim as compared to when bultyirgface-to-
face. The participant stated this about cyberbullying,
It's dangerous because someone on the Internet, it lessens the likelihood ahddyyst
Yeah, if we're standing around and we see somebody getting punched or picked on I'd
eventually say one of us is going to speak up, but on the Internet we would be less likely
to intervene.
Along with participating administrators’ proclaimed struggle between dohaj is legally safe
and offering complete protection to students, is a perceived lack of knowledgehrabivuet

definition of bullying, including cyberbullying. A second participant in the adstiaior group

stated,
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| think part of it is the media. It has given bullying so much attention thattausyys

bullying. They will say, “Well | don’t want this to happen to my child, so I'm jushg

to say it's bullying and you really need to stop it.”
Another administrator commented, “We (adults) are conditioning our kids to bedbbllikied,
bullied, you know, and instead of just saying that person said something to make me mad, now
they're bullying.” A participant also mentioned how parents will use famotis;agic stories
related to bullying and cyberbullying to get administrators’ attention a@in@nistrator said,
“Parents take the stance that we need to stop all conflict with their child bebaugirl in
Massachusetts killed herself.” However, as one administrator statestyNiercent of what is
identified or who is identified as being a bully, it turns out it's not bullying, bberatonflict.”

Administrators agreed that parents will mention how this student committedesagia
result of being bullied in hopes of adding more weight to their own problem, even if thenproble
is minor and isolated. A participant from the administrator group stated, “Bull/mplanket
term, everything is considered bullying. Educating students and parents abbis bilying is
important.” The participant goes on to add, “Educating is a good solution becausege¢ tben
victim involved and the parents to inform them of what bullying is; what cyberbuligihg
Another participant from the administrator group said, “We are having to déaltryihg to
define for students and parents, the difference between people just not likingheai@ndt
bullying. | think some parents and students get those confused.” According ¢gopats from
the administrator group, educating students and parents about the true definitionird ity
cyberbullying is needed in helping students and parents better identify whesithations
really occur.

According to study participants from the administrator and counseling groupmsjld w

benefit schools if students were taught conflict management and coping skiltsp&ats from
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the administrator group believe children do not possess the proper skills to managesproblem
with others. One administrator stated, “Our kids are not good conflict manageadtieA
participant communicated the need to teach students about the reality of facisifyaewne
dealing with it effectively. The participant said,
| think educating people about (the dangers of cyberbullying) awarenegsoigant, but
the other part is going to be educating people about what is going to happen ,(ieslity
going to happen, and that everybody endures it; and, “Here’s the way to cope.”
The participant proceeds to explain how teaching coping skills could occur,
With each of these levels (of coping skills), you know somebody says somethinganea
you and here’s three or four options you could pick that are not going to escalate the
problem. You know that these options are not going to damage them psychologically and
you just teach them (students) these coping skills.
A patrticipant from the parent group comments about coping with adversity and theaimepast
developing a positive self-esteem, “You can only be hurt by what you allow toduuaing |
think a lot that happens with what you teach your children about their self-esteemtandabs.
not depend on anybody else’s perspective.” Another participant from the parent group adds
similar comments about self-esteem, “I just feel investing yourself anaditi people and
building self-esteem is one way that can help some of that (negative effectyiobul
Furthermore, administrators use time, energy, and other resources to aieestig
cyberbullying issues to determine what has happened and if anything can and shoulditve done
terms of disciplinary action (Gillis, 2006). A participant from the administigtoup comments
about the demands of addressing cyberbullying,
It takes so much. | mean it does. Not that we're considering that takingviimtne kids

is not important, but these issues that might previously have been parentalrssusg a
ours to deal with. It's is a loss of productivity.
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Therefore, schools are also faced with teaching students how to managescandl cope with
rumors or negative language relative to them. According to one administratcippting in a
focus group session,
We involve counselors to help out with these type issues. When it is determined that we
cannot apply discipline, we, many times, will let counselors talk with the stualethts
contact parents to inform them about the situation.
A participant from the counselor group made a supporting statement, “This preldemwing
and becoming too much for administrators to deal with alone, especially wherohthage
issues are not at school.” A participant from the parent group comments about how
overwhelming cyberbullying can be for those (administrators) involved, “Like hoghrtime,
energy, emotion (administrators) all wasted basically on the situation aad dw of their
control really, they didn’t ask for, they didn’t want it, but it took up family time, theotems,
their attention.”
According to participants from the administrator, counselor, and parent groups,
cyberbullying effects are similar to traditional face-to-facdlying. If unnoticed or ignored, it
will cause harm to the school’s culture and learning environment. Therefore, schmalsoff
must work hard to protect the culture and learning environment. However, cyberhullying
because of its off-campus nature and anonymity, can cause much more difibiculty
administrators and counselors to address (Taylor, 2008). With traditional bullgnpgtators
are identified by victims and witnesses. Cyberbullying, on the other hand, esildiffiecause
anyone can do it while hiding behind the mask of anonymity provided by an online (nai-face-t
face) format (Abbott, 2008). A participant from the parent group provided perspectivelabout t
difficulty of dealing with cyberbullying, as compared to other incidents &l lot easier for

(administrators) to deal with somebody that punched somebody on the face thanyibusttor
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deal with the effects of something that happened at 10:30 the night before.” Anodmgr par
spoke about their belief that the effects of cyberbullying will affdobsls, “It's (effects of
cyberbullying) going to carry over (to schools).”
Cyberbullying is causing school officials to take a hard look at their curranigsol
which relate to bullying, harassment, and student technology use. One partrapatitd
external authorities group said,
| really started to evaluate what we are really doing in referendlediotlais
(cyberbullying), because it's part of an oppression element that we don’t &lllow c
phones in class or whatever it may be, this far in our policies I think that we hava built
wall between us as educators and adults in these children’s lives.
Another participant stated, “It's the school’s job to educate them as to how to use arel not us
these tools (technology), but we’re limiting them by not allowing them to nege tools into
schools.” Alabama recently revised law regarding harassment, but cyperdpuwbs not
specifically addressed within the law (Student Harassment PreventioB08&, sec. 3). It is
“gray area,” and schools cannot deal with many cases because of the situatioosuthatitside
of the school system’s jurisdiction. Another participant of the external audsogitbup said,
Our technology use policy only applies to the use of our technology equipment and
network, but very rarely it has been on our computers or has been while they're in the
school building. So, our range of what we’re able to push, currently, is limited; which is
kind of a weakness, so we’ll have to deal with that.
Question Three
This particular question was framed because of the possibility of differingpopi
among participants across and between stakeholder groups. The data are divided injortwo ma
categories: 1) data pertaining to school officials (administrators) harcylioeybullying issues

with disciplinary action; and 2) data pertaining to school officials (admanest) handling

cyberbullying incidents without disciplinary action (i.e., alternativého@s and approaches).
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Data gathered from participants representing each stakeholder gralipcassed and the
discussions are categorized as related to either disciplinary or non-desgigction.
Data Regarding the Application of Disciplinary Action

Most participants from all four stakeholder groups had similar responsedingdaow
school officials, particularly administrators, should handle cyberbullyingssasiike disciplinary
action. Participants from the school administrator group commented aboutitlegness to
apply disciplinary action in cases of cyberbullying. As one participant fromgrthg stated, “I
will not use disciplinary action unless they (students) have done something at’s&hotier
administrator said, “Ninety-five percent of what we see, the cyberbglma the stuff that
relates, occurs outside of school and we can’'t necessarily touch that. hsagplke they are at
home, but they bring it into the school.” A second administrator stated, “I think we shoyld onl
deal with those issues that occur at school, and that may be behavior manifesting from
cyberbullying or other issues occurring away from school.” Most adnatoss reiterated their
fellow participants’ comments regarding how and when to use disciplinaoy agten
addressing cyberbullying issues. No participants from the administrator dgabeg that they
apply discipline to address off-campus cyberbullying nor did any participantsemrtimat they
should be able to apply discipline to address cyberbullying that occurs off schadigiro

Participants from the school counselor group commented less than participamtisef
other groups, regarding the application of disciplinary action in cyberbullyingisitasaDne
participant stated, “Administrators must be very careful in deciding whetmat ¢o punish
students for cyberbullying or any misconduct that occurs online.” Another cousaglpfAs

far as using disciplinary action, | don’t think they (administrators) hagg #lstand on.” Other
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participants communicated that cyberbullying is usually an issue to be settilmstalking with

students who reported it and contacting their parents to inform them of the issues.
External authorities participants also spoke about the application of disgi@etan in

cyberbullying situations. One participant from this group stated,
We know what schools can and cannot do when it comes to legally following our proper
code of conduct, provided (the cyberbullying) is all done at home and things like that.
But, what happens if it does affect the school? | think as soon as it spills into the school
it's brought to our attention. You know, it may not be that we can do anything about the
specific act that occurred (away from school), but I thinks it's our (scho@insis
responsibility at that point to address it and be sure to notify parents as hiek thiat’s
where we have a responsibility as a school system, even though the school is nad involve
in it and may not be school consequences, but I think it's our responsibility that we notify
each parent involved.

A second participant from the external authorities group commented regarioad sc

jurisdiction in cyberbullying cases,
| think it's a fine line, you know, what schools can and cannot do. How they (students)
conduct themselves on the Internet, whether it's e-mail or social netwankitsgform
of technology research, it's part of the educational setting, there can b&isdnoé
awareness (about cyberbullying).

Another participant from the external authorities group communicated,
If it's a threat, you have the grounds to respond because it has caused a sensaaf fear a
a concern for safety and welfare is brought out because of that. The schoul=yste
respond and react to that, because of that. They’re (school officials) dgfyuieg to
get the police involved because it is a threat.

No participants from the external authorities group stated that discipinaoy could or should

be applied, unless a specific and direct threat to student safety occurs.
Overall, parent participants communicated the same feelings about schaostadtors’

application of discipline when addressing cyberbullying and cyberbulliggcipants from the

parent stakeholder group mostly agreed with participants from the othehaldgder groups, with

the exception of one parent participant. This particular individual said, “I think sciaooills
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punish students for cyberbullying wherever it happens. This would get them (perpetmator
that, ‘Hey, we’re not going to put up with this (cyberbullying).” Overall, paparticipants
believe that schools should punish perpetrators when misconduct occurs at schodiamlat sc
sponsored functions. However, some participants noted that schools had a right to address
cyberbullying issues with disciplinary action if it specificallyghtened another student or was
disruptive to the learning environment. One participant confirmed, “Yes. Schools should have
the ability to discipline students when their behavior harms others or createsys@lischool,
even if it did not occur at school. But, parents should handle this.”
Discussion Regarding the Alternative Methods to Disciplinary Action
As pointed out by multiple participants across stakeholder groups, school adhoirsstra
must be very careful when applying disciplinary action in cases involvinglayheng and
other off-campus misconduct. A school system’s authority to punish students fompifica
misconduct may be questioned and challenged by students and parents; and as previous court
case decisions concerning student rights have indicated, school systems araysovalidated
in their decisions to handle student issues, particularly with disciplinaopadherefore,
guestions about alternative methods to the application of discipline were presentédifapty
for discussion during focus group sessions across all four stakeholder groups. djbradeas
emerged from data gathered regarding alternative methods to disciptitiary a
1. The Counseling Approach: School administrators and counselors share in

addressing cyberbullying issues by talking with students involved (victims,

bullies, bully-victims, and bystanders), consulting with them, and encouraging

them to find solutions to problems existing between students (Burrow-Sanchez,

Call, Drew, & Zheng, 2011);

86



2. Partnerships: School officials should communicate, inform, and partner with
parents, students, law enforcement, and counselors in efforts to effectively
address cyberbullying; and

3. Education and Awareness: Schools should implement an education and
awareness program focusing on cyberbullying prevention, intervention, and
solutions. This includes teaching proper technology use, appropriate online
behavior, conflict management strategies and solutions, and coping skills
development.

The counseling approach (Burrow-Sanchez et al., 2011) was mentioned by pusticipa
from the administrators’ group. One administrator stated, “When | find outtldiacipline the
student, | will notify the counselor and have them talk with the students and catisgare
Another administrator stated,

| really think the counseling part should be involved in a lot of stuff (cyberbullying and

other off-campus issues). Legally, the more people (officials) you involvgether. I've

had a couple of times where | met with students having conflicts (online) amchichelt

no consequences were going to result. So | suggested to the students to talk to the

counselor and told them to decide how far they wanted to take this in terms of bringing

the issue on campus; because, “You (students) really don’t want me involved, betause if
get involved you will not like it.”
Participants from the counselors’ group obviously spoke about the counseling appragch, sin
they perform this on a daily basis. Several participants from this group Han@ndedged an
increase in the number of issues they have dealt with in recent years. Onéoconesgoned,
“I don’t know if addressing off-campus issues (cyberbullying) is an admitng&rfainction
because | think as an administrator, you can get yourself into some e there; but,

definitely counseling issues can be addressed with the counselor.” Anothezlooumentioned,

As far as counseling, | don't feel like that | will be overstepping my boueslas a
counselor to talk to the children (about off-campus issues), but when it comes right down
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to it, | don'’t feel like they (administrators) have a leg to stand on when itxctume

applying disciplinary action. Administrators will call on us to help, which | dortd,

because something needs to be done, but they will ask us to address problems they cannot

handle.

Representatives from the parent and external authorities groups addresseoheding
approach in limited fashion. A few participants mentioned the approach as artiskema
discipline. One participant representing the external authorities group coeshirenésponse to
a question about school authority to address cyberbullying with discipline, which was in
reference to alternative approaches to discipline. The participant sasdth#t school’'s
responsibility to address it and to be sure to notify parents that this (cyberpuligs been
brought to our attention.” A parent representative commented,

What can administrators do (in response to cyberbullying)? Talk to the stutignisss

sometimes that is effective, but if parents are not willing to help out (aduyehsi

problem at home), schools should be able to discipline, because | know some parents

won't do anything about it.

In response to a question about school responsibility in addressing cyberbullyirgptespal,

| think schools have a responsibility. They know what’'s going on so at least let the

parents know, “If they get anything else, if they (students) tell, we keep dangg thiut

we need you to know this was going on.” | mean, the parent at least, that's what the

should do with it.

Administrators mentioned the importance of partnerships in dealing withbeptyarg as well

as other issues. One administrator said, “Parents must be held accountable fof thase

things because we, as a school, cannot be parents. Parents must be a part of this adddtelp us
with situations when we call.” Another administrator communicated,

My experiences with parents are mostly positive when | call them askiinglp.

Parents, for the most part, will be willing to help you if you ask. We need to approach

parents in this way, instead of calling them up and telling them what their chittbha
and what you’re going to do about it.
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Another parent stated,
At least, by calling the students in and talking with them and notifying thatpate
think, at least, whether or not if the parent does anything, the school took the steps, the
administrators took the steps they could. But, if there’s a bullying situatttha school
knows about it, then maybe that's what the counselors should do (address the bullying).
Participants from the parent group discussed sharing responsibility with schools
communicating with schools, and partnering with schools in efforts to addresbudiyieg
issues, as well other issues that arise. As one parent stated, “When theesaigrozed a
problem, | think that's when you need to call the parents, let the parents know.” A second
participant stated, “The school systems can't raise children” (reiegethe need for schools
and parents to work together). Another parent said,
(If there is a problem) they (parents) got to deal with it. Those parentsanged t
together and sit down and talk; and then go to the school and they need to sit down with
the principal and talk it out before it becomes a problem.
It is helpful when school officials can form partnerships with parents to addsess. A
participant from the counselor group commented, “Administrators could call parehtsldress
it and say, ‘Well, these are the issues, this is how it's affecting therigagnvironment, this is
what’s going on. Let’s work together to address it and do something about it.”
The external authorities group had multiple participants communicate thespgiens
about the importance of partnerships. One participant commented, “It is veryantgor
contact parents and keep them informed, it's the school’s responsibility to do sodnil sec
participant commented about partnerships,
When addressing cyberbullying, or bullying, or social networking bullyingshatever
you want to call it, there has to be a team effort between the school and potiedsoffi
because well, it's really two different jurisdictions that kind of fall undat $ituation.

A third participant also mentioned the overlapping of jurisdictions between schooksaand |

enforcement, “The bond between community and schools has now, sort of, strengtreared. It

89



of naturally occurred out there because of need or just because we asked fomgsoouli
jurisdictions are now sort of meshing together.” Another participant stateahilarsiashion,

“We can handle (cyberbullying) and it's (must be) a collective effort Wwgghatdministration on
down to the students.” Other participants pointed out the importance of schools not having
partnerships exclusive to parents, but also with law enforcement, as well asootinennity
members and organizations.

Participants from the school administrator group touched on all three themes, but most
participants in this group focused on educating students and parents about cybgrantyin
related issues. One patrticipant discussed the lack of education focusing on 'spudeetsise
of technology, “I think part of the idea in dealing with tech-related issubatiswe ban it; we
make it forbidden, instead of teaching them how to be better citizens of the digithl Wwor
similar fashion, a second participant from the administrator group simply sdu;&ion (about
cyberbullying) helps. We have sessions here we talk about the different things vet have
different grade levels. We have these books and booklets that were used (to educdty.stude
We also have PTO presentations.” Furthermore, another participant from the aidtomggoup
was self-critical about the school efforts to educate students about the pepétachnology,

We've given them (students) these tools, but as a school, as schools we have not done a

very good job of educating them on what is right and what is wrong behavior when it

comes to (technology)...It’s our job to educate them as to how you should and shouldn’t
use these tools.

In terms of awareness about the severity that cyberbullying can preserdpanestator
commented, “We need to educate our parents on the idea that (cyberbullying) iméarasss
a felony, and (referring to parents in general), ‘you need to make your kids undensia™”

Also, participants believe that parents should be educated on how to address cybgrbullyi

Another participant from the administrator group communicated, “Parents need torrttoeir
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kids, and I think we’ll probably have to teach parents how to monitor them.” A second
administrator adds comments about teaching parents to effectively monitahitdrien’s
technology use and online activities,
You can offer them opportunities by saying, “Let me teach you how to do this.” Students
do not realize the power and far-reaching capabilities of technology. Tloegaad4
realize that when they hit send, it's done, it's over. They need to be informed of these
things and taught how to interact with others online and the implications of saying
posting inappropriate things about someone else.
A third participant posited,
We need to take a look at our current policies, technology and cell phones, for instance,
our current policy (system policy) prohibits cell phone use. But, other systezasl, lare
using cell phones for educational purposes, instruction, in the classroom. We need to
embrace technology more and start educating students about the proper use @fdt, inste
of saying, “You can’t have this!”
Several counselors who participated in the focus group sessions discussed tbe need f
education and awareness programs related to Internet safety, proper techee|agyine
etiquette, and issues like cyberbullying. One representative of the counseloistated, “I do
think the school (should address cyberbullying) for education purposes, but also for safety
purposes. It (cyberbullying) needs to be a part of the curriculum.” Another cousaielor
| don’t think a lot of parents and children are informed of the ramifications of using
anything technological to threaten or embarrass others. | don’t think thaetlkeeycated
that (cyberbullying) is illegal and that there are (serious consequencdguandon’t
think people really realize that.
A third participant from the counselor group commented on parents’ lack of awaregessng
technology and the implications,
Parents are not educated at all about what they are putting into their (chjltdeerds. |
think there needs to be a concerted effort for law enforcement, school, churches,

everybody to educate parents so that they can step in (supervise their chodiere
activities).
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Representatives from the parent group discussed the need for education asvesrl. S
participants from this group communicated a need for a formal education program and a
awareness program that reaches out to students, parents, and other adults in timetgo®me
parent communicated the need for education, “Children don’t always know what budlying i
They don’t understand that some people might perceive bullying from just a corsméngy
need (to be taught).” In response to a question about alternative approaches sohesssrca
handling cyberbullying (instead of disciplinary action), one parent said, “Wiiywa do the
old-fashioned assembly program where they (school officials) get peaplegm and you just
bombard them — ‘this is bullying and this is harassment!” and here’s the situ&tisacond
parent believes that formal education programs are the avenue to take for scheolsodist
should offer topics in which students will be interested and use real examples lohdhdfngs
happening online or cyberbullying can hurt others, including one’s self. The packnt sai
“Students need to see real-life examples someone saying, ‘| was bullied whist happened, it
started out as just words and this is where it ended up.” A third parent added,

(The local school) has had people come in and give personal testimonies and the kids

really react to that more than anything, like, “You shouldn’t do this (cyberbullydwr

will go to jail.” | think when we grew up we had more of the reality (prograthre is
the seriousness of the situation” kind of thing. But, now it’s all about, “Let’s do
everything in positive.” And we don’t really learn from the negative.
Another participant adds, “Fear has kind of been taken out as a motivation.” A fitnappat
stated, “I think there needs to be a little bit of fear factor there (in edngdtmean, you can do
positive education, but you also got to do a wake-up calling once in a while — be realistic
though.”

Participants from the external authorities group discussed the importarthecatien

and awareness. One participant in particular mentioned the establishmentedlactoriculum.
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The participant said, “There should be an education component for life, it's alkeost $hould
be called), ‘Appropriate, Social Media Technology.’ It (cyberbullyangl technology etiquette)
needs to be a component in our schools.” A second participant from this group commented, “I
think how we stop what’s happening (cyberbullying) is more (about) how we educate and to
address this we team up with counselors, and we discuss social networking, wevdistuss
appropriate, what's not appropriate, reporting bullying.” Also, parent educatoensoned as a
priority. Another official stated, “Parent education (about cyberbullymgyobably at the top of
everyone’s list of things that needs to be conducted.” In addition to education, sompgrdastici
of the external authorities group place an importance on advertising and asarefaurth
participant posited, “We’ve got to get the message to them (parents) thealgege wan; talk
about billboards or putting an ad in the local school football program.” The samépattic
suggested marketing an education program via technology (i.e. Facebook). The ihdaittiua
Send out messages on the comment page through the directory it will go through; because
the parents are all on this and the parents are talking about what happened at the ball
game last night, or who won the beauty pageant.
A final participant commented on the education and marketing suggestions, “I thittetteéd
a plan (for cyberbullying) that people in the (local school) community would supporyif the
were properly educated and aware of it through the marketing strategies.”
Summary of Data
The data collected during this study and presented in this chapter provided insight into
the beliefs and perceptions of individuals living and working in the surrounding areas and
communities served by the school system studied. Each of the research questiaddressed
and supported with multiple responses and statements from participants acimss all f

stakeholder groups. It is evident that study participants representingkkbadtler groups
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possess adequate knowledge about technology’s impact upon society and its indtezadieh ut
by young people. Participants communicated opinions about the implications of chilehgn usi
technology with or without a particular amount of guidance and support from pardrathar
adults. The effects of cyberbullying upon society and schools, including individualsed,

were thoroughly discussed among participants in all four stakeholder groupsp&ats

provided opinions about why cyberbullying has become a phenomenon in society, as well as
reasons for effects upon local schools in the school system studied. Finallyetatzollected

that indicated strong beliefs in the approaches schools, parents, and others in th&ystdosl

and surrounding communities should implement when addressing cyberbullying.
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CHAPTER V:
DISCUSSION AND CONCLUSION
The focus-group sessions administered with the four stakeholder groups: school
administrators, school counselors, parents, and external authorities; provided?8lnpages of
transcript data. Content analysis (Web Center for Social Research Metlests)bed in
Chapter IV, was conducted to analyze the data transcripts. Initially, contéygigmas
conducted to discover relationships between participant responses and discussion aeel the thr
research questions providing the study’s focus. Once again, these questions were:
1. What are the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying affects the community;
2. What are the school system'’s stakeholders’ perceptions and beliefs of how
cyberbullying affects the school; and
3. What are the school system’s stakeholders’ perceptions and beliefs of how
cyberbullying incidents initiated off school grounds should be handled by school
officials?
As stated in Chapter IV, over 150 key words and phrases emerged from the inigat cont
analysis of the focus-group transcripts. These key words and phrases relgtestthallying and
its effects upon stakeholders, particularly the participants involved in thedoous sessions;
and connected these data to the three major research questions that guided thewawdy, H
these words and phrases also connect with more specific issues relateatioligyhg.

Therefore, when these key words and phrases emerged, thematic coding wagddhdtict
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grouped this information into five major thematic categories. This coding ategocized the

existing data into themes (Web Center for Social Research Methods). Althowtgtatend

discussion of participant responses presented in this chapter can be appliedreethesearch

guestions, it is presented in this chapter as data connected and related tonfate tbetegories.

Instead of applying the data analysis results to simply support the threehepsastions,

thematic coding provided more in-depth analysis and discovered the five majestiidrase

themes provide opportunities for more discussion of results and allow for morecspecif

implications pertaining to the school system and its stakeholders. Afteritaingjtthrough the

coding procedures and connecting key ideas and phrases, the five major thesresied

relate to:

1.

the power and implications of technology and its utilization by youth today,
particularly in cases of cyberbullying and online misconduct;

the factors influencing cyberbullying and its apparent rise in occurrerice a
intensity;

the lack of parental knowledge, awareness, supervision, and control, particularly
with technology use;

the responsibility and authority of parents, school officials, and law-enfonteme
officials in dealing with cyberbullying issues; and

the need for education programs that focus on proper technology use, online

etiquette, and cyberbullying awareness and prevention
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Discussion of Themes

As previously stated, each of the five themes relates to one or more of thesesreh
guestions guiding the study. In the following section, each of the five themesussdidand
data from the focus group interviews are provided to support each theme.

Theme One: The power and implications of technology and its utilization by youth today,
particularly in cases of cyberbullying and online misconduct.

This particular theme frequently appeared in the data gathered frorofaae four
stakeholder groups. Participants from the four groups emphasized the power of teclaslogy
both a tool for benefitting society, as well as a vehicle for more problerssties, such as
cyberbullying. Three participants representing three different stakelgytulgos mentioned
technology as being both a “blessing and a curse.” Based on informatioreddtbar
participants, the term technology represents any tool that is utilized to conateurmdine or by
electronic means. This includes communicating via social networking isteSgcebook, My
Space), text messaging (SMS or MMS), instant messaging, e-mail,gadang, or posting
videos (i.e. You Tube) with Internet/network connections through the use of computers, ce
phones, video game consoles, or other multimedia/mobile devices (Feinberg & Robey, 2008).

As mentioned by multiple participants across stakeholder groups, technolobg has t
power to retrieve endless amounts of knowledge and provides access to all types of new
information, and data important to the individual user. One participant from the éxterna
authorities group stated, “We (adults) should embrace technology.” A pantiGipa the
counselor group commented, “It (technology) is a limitless access to knowléagk.as a

second participant from the counselor group stated, “Technology is a wonderful tool.”
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On the other hand, technology users possess a power to cause harm in “unlimited” and
“pervasive” ways. With the perceived “engaging power of technology” iactithg more and
more users or technology’s power to “suck you in,” it provides more opportunities for
cyberbullying to occur more frequently and in a more intense manner (Hoffd®llit2009). A
number of participants from all four stakeholder groups commented on the “pervasitbaes
technology usage creates for cyberbullying victims and further, empowendbailles to attack
others in a limitless manner. For victims, cyberbullying can be venguwlifor impossible to
escape, without totally disengaging from technology use. With the power of tegihnol
cyberbullying can become a problem that exists anywhere at any titheutboundaries or
limitations (Taylor, 2008).

The inability to “escape” from harassment is very troublesome, espeoigiyng
people. Along with the pervasive threat of cyberbullying, the anonymiteerbullies
sometimes possess exacerbates the situation. The inescapability of batasshuncertainty
concerning the identity of the perpetrator can be extremely volatilepdifvasiveness and
intensity of cyberbullying can lead to severe implications (i.e. depressadenee, and suicide)
(Mason, 2008).

The access to technology and digital communication provides children and adolescents
with many opportunities to interact with their friends, family, peers, and otherdodls whom
they choose. However, other individuals can, in turn, interact and connect with them. This
unlimited connectivity can sometimes lead to adverse situations such as argunmegts, na
calling, threats, and other forms of harassment, which can be considered cylegliudlyi

pattern of this type behavior develops between individuals or groups. Furtherm@adhese
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situations can occur at any time and any place via technology and dgiadunication
(Taylor, 2008).

According to some participants from each of the four groups, technology allows
cyberbullies to “hide behind their monitors” without fear of being discoveredhnbéagy
creates a “veil” or “mask” for cyberbullies to use that provides protectioméon ind enables
them to continue harassing their victims. The “veil” or “mask” cyberbullies linthénd creates a
sense of security, even invincibility. This heightened sense of security nggatfeets the
users’ inhibitions to cease or filter their behaviors. In other words, technolegydsted a
“disinhibition effect” among its users, which enables them to behave in a mannecimtiady
would not normally behave in face-to-face situations (Mason, 2008). One particgarthé
administrator group commented,

| feel like the filter has almost been taken down from people. You know, what | would

say face-to-face makes me think twice because you're visually lookiegjlgiat me, or

there’s a group of people visually looking directly at me. Whereas, when they

(perpetrators) get on the computer, it is a false sense of securitiidiy can get out

there. | can say what | want to. | can put it out there...” | think that (commurgcati

online) just takes away everybody'’s inhibitions. They (perpetrators) jhsty-dse that

ability to filter and understand the difference between right and wrong, and betause o

that, it has such a major emotional impact on our kids (victims).

According to participants in all four stakeholder groups, technology use continues to
grow and is now being used by children at younger ages than ever befoogpddasifrom all
four groups believe that technology is used to such an extent by young people, thheitdrae
a major part of their lifestyle and culture. The saturation of technologyhetlives of young
people makes it difficult for them to disengage from use when problems occur(T2908).
The abundant access to technology devices and social media can greatiyoafiggbeople and

their perception of the world or in some cases, the creation of another world. Thisatideor

as participants from all four stakeholder groups have called it, “alternairse,” is known as
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cyberspace (Juvonen & Gross, 2008). One participant stated, “It (social imesliereated
another world.” If young people engage in cyberspace on a frequent basis, iebectarge part
of the social life. Therefore, when problems occur online, they either dgefrgan a large part
of their social life or deal with it. According to some participants, youoglpewill usually
choose to deal with it rather than disengage from technology use because of tlkegerce
negative effect upon their social lives. An added note of interest by participames in t
administrator group related to how the increase use and preference to communicate via
technology rather than in person has negatively affected the development ofsstfadertn-
face skills and their ability to resolve conflict.

The use of technology also establishes a limitless platform for cybesbhdlembarrass,
humiliate, defame, or otherwise harass victims (Taylor, 2008). Text messsquig networks
(i.e. Facebook, My Space, Twitter, etc.), and other social media allow users totceitime
“friends” or “followers” to share information. The connection ability and eking power of
technology has created an environment where children can interact with othermitednli
fashion, which also creates more opportunities for negative interactions to occuis such a
cyberbullying. Cyberbullies can attack victims instantaneously, wHileitess audience
simultaneously witnesses the act (Shariff, 2009). The “large, limitless aadiascording to
some participants from all four groups, has very detrimental effects upon victins. Whi
traditional bullying situations have bullies attacking victims faceatefin front of a usually
limited number of people, cyberbullies can attack their victims with as large afidience as
they choose. Even the bystanders have the power to forward or share the attackewgith ot
(Juvonen & Gross, 2008). Therefore, cyberbullying, according to some participdnssstutly,

can do much greater damage to victims than those who experience traditional;féame-t
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bullying. Also, participants from all four stakeholder groups discussed Yosvhkaullying creates
additional problems at school when cyberbullying occurs between students attendargghe s
school.
Theme Two: The factors influencing cyberbullying and its apparent rise in occurrence and
intensity.

During one of the focus group sessions involving counselors, participants discussed the
pre-conditions for traditional bullying as compared to pre-conditions for cyberlylésione
participant stated, “In traditional bullying situations, there is alwaysw@alance of power”

(present between the bully and victim). This imbalance of power could be phytiei#tctual,
psychological, or social (Feinberg & Robey, 2008). In cyberbullying situations vieovan
imbalance of power may not exist, nor is it required. This is due to the virtual tweiiask”

behind which cyberbullies hide (Mason, 2008). According to the same participant, “Anyone can
be the bully.” Another participant from the administrator group stated, “It can bm#ilest,
weakest, most unpopular kid at school. Some kids are using it to get a power they havadever h
before.” Although an imbalance of power may not exist nor is it required, tivenatat of

power is a motivation for cyberbullying. Another administrator stated,titise that are drawn

to that anonymous, ‘I'm not big enough to face you face to face, but this is whene)diglet

my sense of power from.” According to participants in the administrator, casnaed parent
groups, cyberbullies seek to intimidate, humiliate, and harass victims, in o@Eire a

certain edge or power over others.

According to several participants in the administrator and parent groups, teesan
the number of cyberbullying incidents correlates with the increased numbersauodehe

increased amount of time spent online. Not only do young people engage in technology use
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often, several participants from all four stakeholder groups believe thatahidarnen and
adolescents prefer to communicate via technology, rather than faceté-fathermore, several
participants across stakeholder groups alluded to a “dependency upon technology' that ha
developed among children and adolescents, to the point that young people feel they need
technology to function normally on a day-to-day basis. Therefore, becausecaled access

and a perceived dependency upon technology among youth (Hinduja & Patchin, 2010), more
instances of cyberbullying will occur as a result (Wright et al., 2009a).

Additionally, students’ perceived dependency upon technology has resulted in some
participants believing that young people would be reluctant to report cylyamgutcidents.
According to some patrticipants, this reluctance is due to the fear of losegsdodechnology
at the hands of parents or other adults prohibiting use to prevent future cyberbabvies) i
However, with technology being such a tremendous part of their social lives, dosess to
online activity or electronic communication is not a desired outcome for youmgplegy users
(Taylor, 2008). Therefore, the increase in cyberbullying incidents, becairszedsed
technology use, coupled with a perceived reluctance by young users to repsrieadado
bigger problems.

Also, as mentioned in the discussion of Theme 1, the power of technology to involve
large numbers through networking and the lasting effects of text, pictures, videéathar
visual/graphic forms of communication, lead to an increase in the number of cybaghully
incidents, as well as the intensity the incidents (Feinberg & Robey, 2008) diurtw
participants in the counselor and administrator groups, bystanders take oneatditfier in
cyberbullying situations, as compared to traditional bullying incidents. Apantieipant in the

counselor group spoke about the less likelihood of bystander intervention with cypedull

102



It is (dangerous) because someone on the Internet, it lessens the likelihogdtahddr.

Yeah, if we're standing around and we see somebody getting punched or picked on I'd

eventually say one of us is going to speak up, but on the Internet we would be less likely

to intervene.
This situation allows bystanders to help or side with the bully, or “pile on” in ptsetm further
exacerbate the problem. This is possible because of the anonymity (Mason, 26@8ack of
immediate reaction from others by according to several participantg, dtgiilome “safely in
their rooms behind the keyboard or cell phone.”

Technology users are perceived by study participants to be “getting yantye
younger” because “parents are caving in” to the demands of their childrenstib®isnaturity
and understanding should be considered a factor of influence in the occurrence of gybgrbull
As with any tool, an understanding of proper use and an awareness of the potentral dange
pitfalls, and implications of improper use should be established in order to ensuressfucc
and positive experience. This is no different with technology. Participants ataseholder
groups believe that many users are simply “too young” to understand how to promedgtint
with others via technology. Many participants indicated that youngsters dallgatrfderstand
the dangers of improper technology use or abusive online behavior. A participant from the
counselor group stated, “I think the other things (problems) we (counselors) sieaseki
younger and younger (owning and using technology), getting cell phones, it orazpoung
they are getting cell phones.”

Other factors discussed by participants across stakeholder grogbsoateemes that
emerged from the data. One factor participants feel contributes to eatmedss of
cyberbullying is a lack of parental supervision and control of their childrectimddogy use.

Another factor is the lack of knowledge and awareness of technology use armittyingy by

parents, adults, and others who are responsible for youth behavior. Multiple partitiparttse

103



administrator, counselor, and parent groups stated that “kids are savvy” in regaasiblogy

use as compared to adults. Therefore, with limited knowledge of how technology works and a
limited awareness of issues related to technology, including cyberlglalts will struggle
monitoring and controlling technology improper technology use by children and adolescents
(Mason, 2008).

Participants from all four stakeholder groups believe that a moral decloss aarciety
and lack of solid family structures and foundations suffered by many of our youth are
contributing factors to increased online misconduct and cyberbullying. Partisibelieve that
cyberbullying and an inability of young people to interact positively witlerstis a direct result
of larger societal issues, including a moral decline and lack of respogdiyilgarents to
properly supervise their children. Also, participants mentioned that a lack of “mgdelod
behavior and proper online conduct” by parents and adults contributes to improper online
conduct and technology abuse by children and adolescents. Finally, a lack of studerdd@mowle
and awareness regarding proper technology use, appropriate online behavior, and tee dange
and implications of improper conduct, like cyberbullying, is perceived by eatits across the
stakeholder groups to be an enabling factor of cyberbullying.

Theme Three: The lack of parental knowledge, awareness, supervision, and control, particularly
with technology use.

All four stakeholder groups had participants that discussed the issue of paretdspadul
other guardians lacking knowledge and/or awareness about today’s technologyppnopinate
online activity such as cyberbullying. Participants across all four staleshgrioups believe that
adults currently possess less technological knowledge and skill, as compareyaatiotoday.

In situations where the child is more knowledgeable and skillful with technology, plssts
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the ability to effectively monitor and control their children’s technology use,randhny cases,
surrender complete and total access and control to their children (Mason, 2008).

In one parent focus group session, two participants mentioned, “Parents are using
technology as a babysitter.” According to the participants, parents don’t sgsnther in
allowing their children free and uncontrolled access to technology. One partisipted,
“Parents will say, ‘Not to worry, they’re on a computer, they're fine. You knoanIgo off and
do what | want because they're taken care of.’ It's (technology) a boysdie TV used to be.”
Several participants commented that many parents feel a “false seesardf/sby having their
children in their rooms on their computers, cell phones, or video games. However, as one
participant from the counselor group said,

| don’t think parents see the danger and the possibilities of cyberbullying, or

cyberstalking, or child predators or any of that. | don’t think parents are thinkthgtof

when they’re allowing their kids or helping their kids log in to Facebook or whatever

Although many parents are unaware of the potential dangers that existnspayise
others, according to several participants in the parent, counselor, and admirgstnapst
believe that many parents are aware of potential dangers, but do not believhappéh to
their child. One participant from the parent group said,

| think some parents just don’t have a clue that it is going to happen. They say, “Would

my kid do this?” or, “Could this happen to my kid?” I think they feel it will never happen

or, “My kid would never do this.”
This nonchalant approach is cause for serious concern, according to many péstagpass the
three stakeholder groups of parents, counselors, and administrators. Thegrastieho

mentioned this issue believe that parents must realize the potential damtggmseats of online

activity.
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Although some parents are not aware of the dangers and some parents don'’t believe that
it will involve their children, according to participants in this study, othesmiardon’t consider
cyberbullying or online harassment to be serious. This is mainly due to tekdbelome parents
that if the problems are online, in cyberspace, and not a real-life, physicallyening
situations, then it is “not a big deal.” However, these parents may not réalizbd issues
occurring online may lead to real, physical dangers at school or local gatblageg like the
mall or park. The argument could be made that if a false security existg &eebnology users
or the “disinhibition effect” (Mason, 2008), the same can apply to parents regardimgadkeif
concern for the dangers that their children may encounter while paragpatonline activities.

According to several participants across all four stakeholder groups, therpsolith
parental supervision and control go beyond monitoring technology use by their children. One
participant in the parent group stated, “Many parents do not know what is going on in their
child’s life.” Another parent in the same group adds, “If parents are awareapisngoing on, if
it Is not appropriate, they may choose to ignore it or not handle it like they should:” Othe
participants also commented that many parents today choose to “be tluksrfeieihd.” Another
participant stated, “I think parents have given their children too much privacy.”

An important factor that participants from the parent and counselor groups mengioned i
about parents’ trust and defense of their children in excessive amounts. Sonpapéstioom
the parent group perceive that parents “trust their children too much” and allowttimemuch
freedom.” Others believe that some parents enable their children by igtieingonduct or
choosing not to apply firm discipline. Another participant from the parent group statedy “Man
parents defend their children, even if everyone knows they did wrong.” Another patticgra

the administrator group echoed the previous statement by saying, “Kids know theis pagent
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going to back them up no matter what. Their mom or their dad is going to be thereheisay t
child was right regardless of what the facts are.” A parent participant entadhabout some
parents defending their children regardless of the situation. She said, “PaHlentdk in (to the
school) and say, ‘Well, not my kid.” Immediately, the parent’s on the defensive.”
Participants across multiple stakeholder groups believe that parents odgstomoper
behavior to their children when interacting with others. This behavior is inclusive pgonli
behavior and etiquette. This is a component that is apparently missing accordargyto m
participants. One participant from the administrator group said, “We have sopeuamts
nowadays that come in with the attitude to fight, fight, fight.” Another participatedst“All
those parents (parents having children with online conflicts) are doing thelsagtother
parents online that’s where the kids are learning it and they're seeingyitdaye” This
modeling or lack thereof is having a negative impact on the occurrence of ttonfice-to-face
and online interactions among young people. Other participants referenegisg concerning
parents who fail to model proper behavior, monitor online misconduct, or apply appropriate
discipline and control. Several participants made reference to and discussesi\phoeattually
participate and engage in online misconduct alongside their children. One patrccipanented
that parents will falsely take the role of their children or other falsdittis to cyberbully others
(Sutton, 2009). Usually, parents participate and engage in cyberbullying and ontinaduoist
to “handle their child’s business” or “defend their child against others who arélgdadiying

the child.”
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Theme Four: The responsibility and authority of parents, school officials, and law-enéoitcem
officials in dealing with cyberbullying issues.

This particular theme appeared throughout the data collection process, imeamTgw
session conducted with every stakeholder group. The term “responsibility” viatismeel by
study participants many times. Based on the frequency of this theme throughaatathe
appears responsibility is a major component missing in the proper manageo@ineof
behavior and technology utilization by young people, as well as an effectiventive measure
of cyberbullying. Responsibility is important, especially when confrontingess cyberspace,
which is considered to be unchartered territory (Juvonen & Gross, 2008; Franek, 2005). In this
particular study, the data collected indicate responsibility lies wittests, parents, school
officials, law enforcement, and other adults in charge of supervision and guidameangf
people.

Student responsibility was addressed many times throughout the intervseonsesd
across stakeholder groups. Participants who spoke about this issue all hadceimifents
about student responsibility being extremely important and is the criti¢at facetermining
whether or not a particular young person will participate in inappropriate auirdict or
utilize technology in improper ways, particularly in situations related to bybging and
sexting. According to this parent and others, young people lack responsibility notebdegus
are not capable, but because they are not afforded it by parents. Particgrartteefschool
administrator group believe student responsibility is critical, but it is wrongrtk #uiults can
fully trust students to be responsible and make proper decisions while engaging online
especially in cases where children and adolescents are frequently usimgaggland social

media. One participant from the administrator group said, “Our students |laclathety
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needed to make good decisions about how to appropriately use technology.” Therefore, others
must also share in the responsibility of ensuring proper technology utilization @mel @oriduct
(Beale & Hall, 2007).

Study participants mentioned parents as being more responsible for masraging
controlling their children’s online behavior than the children themselves. So,garertharged
with the responsibility of supervising and managing their children’s online conalict a
technology use, as they are with most everything else pertaining to thérenolsllives. Many
participants believe that parents who do not take responsibility of their chddreimavior will
face more problems caused by their children’s misconduct. One partitgrarthe parent
group said, “Parents have to deal with (their child’s behavior). If they think it'ggoioome to
the school, parents need to get the principal and sit down and talk it out before it gets to be a
problem.” Another parent said, “If it happens at school, then the school needs to addrgss it. B
you know what, (if it happens at home) household, parents, the responsibility lies on the
parents.” An administrator referred to cyberbullying and other issues thataway from
school as being simply, “The responsibility of the parents.”

In addition to issues with parents ignoring their children’s problems with online
misconduct and misconduct in general, participants from the parent, counselor, andiadaninis
groups mentioned issues with parents who defend their children, even in cases vdesieeevi
exists that their child made a mistake. Ignoring, denying, and misplacese®fetheir children
is a responsibility issue. More specifically, it is an issue related ma@dack of responsibility
(Juvonen & Gross, 2008; Franek, 2005).

Another issue related to a lack of responsibility may be far worse thaméleedsues

pointed out above. Participants from the parent, counselor, and external authorities groups
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commented on parents who involve themselves with their children’s online misconduct or
cyberbullying. According to study participants across the stakeholdgsggreeme parents will
engage in online misconduct themselves, whether it is texting via cell phone or posting
comments on social networking sites (i.e. Facebook). This behavior exhibited big pare
considered extremely irresponsible and can be detrimental to their childutiosk regarding
appropriate online behavior and technology utilization. Another participant from thestmuns
group noted a story she read about a cyberbullying incident where a parent athsidirelved
as a perpetrator,
| read where one parent actually disguised themselves as another young pergon, a bo
and proceeded to bully one of her daughter’s classmates at school. She creaed a fak
account and pretended to be this teenage boy who wanted to be her friend, at first, and
then started saying mean things like, “You're fat.” and, “Nobody likes you.” Thieic
ended up killing herself because of this. The mother was discovered and went batrial
I’'m not sure what happened.
According to participants across the stakeholder groups, parents must be bésbynsi
1) monitoring their children’s online behavior and technology use, whether it be cell phone,
social networking sites, Internet, or any other electronic/digital conuation device
(reviewing activity on all devices at unexpected/unannounced time and haviagdedis to all
accounts); 2) directly supervising their children’s conduct at the time oande) controlling
their children’s time of use and the amount of time allowed online to prevent ee¢elsessive
behavior and engagement in the virtual world (cyberspace), which may leadgeretes
priority of things in the real world (reality). According to these same jgaatits, the lack of
parent responsibility to monitor, supervise, and control their children’s online behagior a

technology use has been a major contributor to cyberbullying and its increasimgmoceand

intensity.
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School-age children spend a large portion of their lives at home, at school, asdrplace
between. In terms of responsibility, students and parents are responsibler foellagiors at all
times. However, school officials, particularly school administrators, acerasponsible for
supervision and management of student behavior and actions while they attend school and school
functions (Willard, 2007). While most school systems have policies focusing on students’
appropriate use of technology, these policies can only be enforced within the sshaolssy
boundaries of authority or jurisdiction (Riedel, 2008). This can be an issue, sincajdini¢yrof
cyberbullying occurs outside of school hours and not on school grounds, which in most cases is
outside of school officials’ authority to address those issues (Abbott, 2008). Howeaediag
to participants in the administrator, counselor, and external authorities grouggutiging is
indirectly causing issues at school and during school operating timeigantscfrom the
administrator group are familiar with cyberbullying and the issues megditom cyberbullying.

In fact, every administrator who participated in the focus group sessionsroeshtheir
involvement in at least one cyberbullying incident. According to participanissaetl

stakeholder groups, school administrators are responsible for the safegganity ®f students
while at school, even in cases where misconduct occurs as a result from idsoesutinad

away from school or outside of school jurisdiction. Although this has generally beasthfoc
years, the increases of online interaction between students who attend thehsarhkave
developed another dimension of relationships between those individuals and the groups they
interact with at school (Feinberg & Robey, 2008; Hoff & Mitchell, 2009).

Participants from the administrator group believe that addressingocylyerg, which
usually occurs outside of school boundaries of jurisdiction, is a difficult situatiboftea holds

problems that cannot be solved directly by them (administrators) or other schaalsffie.
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counselors, teachers, etc.). School officials cannot fully address issimsgusithool policy,
standards, or guidelines if the issues are occurring outside jurisdiction.dreeegfministrators
and other school officials must rely on the assistance of others, including pacefaa/ a
enforcement, to address cyberbullying issues (Beale & Hall, 2007). While schaolstichtors
can directly and fully address issues occurring on school grounds or at schosltlezerdgsult
from cyberbullying, it does not completely solve the problem without getting to the rtha of
problem itself, cyberbullying.

Because of a lack of administrators’ authority to address issues ogcaw@y from
school with disciplinary action, counselors are sharing responsibility imdeaith the issues
by talking and counseling with students who are involved with cyberbullying issuse\{B
Sanchez et al., 2011). Participants from the administrator and counselor groups agegmgn s
the responsibility of handling cyberbullying issues. While participants froradteselor group
are confirming their direct involvement with cyberbullying issues, schooilrashnators remain
somewhat perplexed about how to handle cyberbullying issues effectivelgemtorensure the
protection of students. Some participants from the administrator, counselor, andypaupat
believe that simply talking or counseling with students, particularly theebwdhd victims, is not
enough. However, at the moment it appears all administrators can do is talk aieant tip
with counselors, inform parents, and in some cases, involve law enforcement.

Law-enforcement officials, including school resource officers, have berwolged in
some cyberbullying issues (Beale & Hall, 2007). One reason is because ofeinoubtrators’
lack of authority to deal with issues occurring outside of school coupled with thoseé dssects
impact on students or the learning environment at school (Shariff, 2004). According to one

participant from the external authorities group, law-enforcement officialsegs jurisdiction
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that transition beyond the school system’s boundaries, although it is dependent upon the
circumstances. For instance, in most cases where a student is being tireatened or illegal
images have been sent, possessed, or created, law-enforcement officiéte lzaxbority to
intervene (Taylor, 2008). In the case of illegal images, sexting is becamisgue among
adolescents. Sexting occurs when inappropriate or pornographic pictures of goplegare
sent to others via text or online messaging. In many cases, this occurg,wéntze one
individual will take an inappropriate or pornographic picture of him or herself and gend it
another individual (Willard, 2007). Because of law enforcements’ extended boundaries of
authority and additional resources, school and law-enforcement officials aregorm
partnerships to address cyberbullying (Beale & Hall, 2007); especially gartcipants in both
administrator and external authorities groups believe the schools and law mefioirce
boundaries of authority are coordinating.

However, partnerships must be established with other groups besides school and law-
enforcement officials. According to participants in all four stakehold®rgg, partnerships must
be formed between parents and schools in order to effectively address cybegppdyticularly
in a proactive manner. School administrators and parents should work together to emsure th
children and students are behaving properly and engaging in safe and approjities doth
in and away from school. A partnership between parents and schools would increasessva
and understanding, while communicating high expectations of proper conduct for children and
students, including online behavior and technology use (Beale & Hall, 2007). Another mhporta
partnership mentioned by participants in the counselor, parent, and external asthanips is
that of students partnering with both parents and school officials. This includes stutent

may not be directly involved with cyberbullying issues, but provide a strong presencéigépos
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peer pressure, as well as a strong source of information for school offibietsissues and
potential problems arise.
Theme 5: The need for education programs that focus on proper technology use, online
etiquette, and cyberbullying awareness and prevention.

Although disciplinary action was mentioned by participants from all four statkehol
groups as a means for addressing cyberbullying issues, this comment wasdagby
suggestions regarding education and awareness as an effective means $smaylire
cyberbullying. Participants across the stakeholder groups suggestedddunation programs
provided by schools would be the most effective method for attacking current cijordpul
struggles among young people. According to participants from all four grougisgreie
awareness about the nuisances and dangers of cyberbullying and teaching atubpatsnts
how to deal with these issues is a positive step schools can take. But, other suggegtions
guestions are raised about what, when, and how to teach and present content about proper online
behavior, technology use, and cyberbullying.

As indicated in the data analysis, participants have suggested that pgrseesd to be
established between schools, students, and parents in order to effectively antetpagieess
cyberbullying problems. Creating formal education and awarenesapregHoff & Mitchell,
2009) involving both students and parents is a step towards establishing partnerships or
strengthening existing partnerships between schools, students, and pardat& (Baig 2007).
Students and parents alike should be involved in the education and awareness program. But,
what information should be communicated and to whom?

Schools should focus on educating students regarding the exhibition of proper online

conduct and treating others with respect. Also, students should be aware of potegéed da
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existing in cyberspace and how to deal with these issues (Burrow-Sanchg2@t1y. Students
should be made aware of school system policies, as well as the law regardergppime
behavior and issues related to cyberbullying. Also, the consequences for viahasrand
policies should be communicated. Students should be taught how to identify online bullying
when it occurs by defining cyberbullying and differentiating between Imgjlsind conflict
between individuals. In similar fashion, students should be taught how to cope with
cyberbullying, negativity, and adversity experienced while interactitigathers online and
engaging in online activities (Burrow-Sanchez, 2011). Furthermore, students shaulibleano
use a “filter” to determine fact from fiction; and to help them determing islapropriate
material for them to engage and interact, as well as how to properly reply twithggat
argumentative, and adverse messages, material, etc. Several pasticidifour stakeholder
groups commented on children and adolescents’ lack of conflict management dkitiatién
programs should focus on developing these skills to help students effectively manageiconfl
both online and face-to-face situations (Burrow-Sanchez, 2011; Hoff & Mitchell, 2009).

Parents should be taught about the potential dangers that exist for their childrgn dur
interaction with social media; and what parents should look for when monitoring and simgervi
their children’s online behavior and technology use. These include the potentit tirealine
predator and bullies, including the awareness of false identities and impenssivédi created
online handles, avatars, profiles, user names, and accounts. The nuances of s@catanedi
social networking should be communicated as well. This includes hidden accounts, false
identities, false information included in profiles to acquire access torcentderial and websites
(i.e. age limits, birth dates, credit card information, etc.). According to okieipant in the

external authorities group, parents should be made aware of the “underground netwarig e
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among our youth and adolescents in cyberspace. This underground network contains false
identities and alternate realities in which young people are engagmgeasing rates.

Along with educating parents about how to effectively supervise their chgdoehhe
behavior and technology use, they should be made aware of the differences betatea neg
interaction and conflict occurring face-to-face compared to the samdrie émimats. Parents
should be made aware of the differences between traditional bullying anduigoeg
(Feinberg & Robey, 2008); and how to understand and use technology at higher levelstm order
effectively monitor, supervise, and control their children’s usage. The need fotsp@aracquire
more technological knowledge and skill can be explained by comments made dipqadi
from the external authorities group, parent group, and administrator group. Ocipgoarfrom
the external authorities group commented in regards to how young people will maripeilate
online activities to appear in conjunction with their parents’ guidelines and Tllegarticipant
stated,

Most kids (by fifth or sixth grade) already have a Facebook account, wieahsthey

all had to lie to get that, they're not thirteen in the sixth grade. | know a child who has

twenty different e-mail accounts and the parents ask why and | respond bytoryeét

them that their child is attempting to hide activities or manipulate good online conduct
Another participant commented, “Some parents are very ignorant (to their oisildnéine
activities).” Therefore, parents must be more knowledgeable and savvtionrébetechnology,
social media, and online activity in order to effectively supervise and maregehitidren’s
behavior in the virtual world, as well as reality (Juvonen & Gross, 2008; Mason, 2008).

As one participant from the counselor group stated, “Cyberspace has no rules.” Adults
(educators and parents) should work together to establish rules for children and atiotesce

follow when they are engaged in online activities and cyberspace. Another p@stiiteof

teaching parents how to effectively monitor and control their children’s temiymake and
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online activities is the development of trust between parents and childrenipBattidrom the
parent, counselor, and external authorities groups believe that a large numlbaribiiitying
incidents do not get reported because of students’ lack of trust in adults, including #vetis.par

Along with students, parents should be made aware of the differences betweeg bullyin
and isolated incidents of negative, adverse interaction or conflict between indiyidual
particularly young people. Parents should be informed of the differences betwgerglanid
simple conflicts that occur on a regular basis between young people (Levy, 20ddrdiAg to
participants from the administrator group, parents want to use bullying &g t@ wfluence
administrators to treat the situation with more importance and priority. foherearents should
be informed about how to differentiate between actual bullying behaviors, including onli
activity, and isolated incidents occurring between individuals or groups.fiedlicating
parents in a formal manner (Hoff & Mitchell, 2009) may help in fostering tnuschools among
parents overall.

According to participants from all four stakeholder groups, cyberbullyingesagas and
education should be a formal curricular program offered by schools to both students, pacent
other adults responsible for supervision of young people and/or technology use (HotihIMit
2009). Also, according to participants from the counselor, administrator, andadx@ethorities
groups, technology and its use by young people should be accepted and embraced by school
officials. Embracing technology instead of prohibiting or limiting the acoksschnology may
help build trust between students and school officials.

Summary of Themes Discussion
Multiple ideas and opinions were shared during the interview sessions. The datizdol

points to a number of themes related to cyberbullying. The five themes discusssairafter
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have implications affecting multiple stakeholders, including the stakeho&feesented by the
groups participating in this study. Each theme indicates a strong roletoptb®f focus,
cyberbullying. Whether it is direct or indirect involvement, multiple groups ibuté to the
occurrence of cyberbullying.

The power of technology has definitely created a new culture in socipégialty
among our youth (Feinberg & Robey, 2008). While technology is not considered a stakeholder, i
is the platform and vehicle for cyberbullying and other inappropriate aesivitiwhich many
secondary school-aged children are involved. As technology usage continues to growtts® ma
number of negative issues, including cyberbullying (Wright et al., 2009a). Troublesome
incidents may increase because 1) more young people are using technekmjgradiges, which
may lead to immature decisions made by young people when interacting omdir®);alarger
audience is present or has access to negative interactions between othieesgReRobey,
2008). Also, it was mentioned in multiple focus-group sessions that more problems may be
experienced by children who have excessive or unlimited access to technmadatjgital
communication devices.

There were numerous discussions among participants about the factors inJuencin
cyberbullying. It is interesting that the factor “imbalance of powehjthv exists in traditional
bullying situations (Feinberg & Robey, 2008), is also present with cyberlmlbiowever, with
cyberbullying, the “imbalance of power” is not established or fixed with one individugoup
involved. In cases of cyberbullying, the “imbalance of power” can be shifted godeawho
wants to bully others online has the ability to do so. This is due to the power of anonymity,
which is another factor contributing to cyberbullying. As discussed in ChaptersllV,anline

communication creates anonymity, or a “veil” or “mask” for users becausauwoiration and
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interaction is not face-to-face (Mason, 2008). As a result, users can hide behiodlthei
profiles or user names and interact with others as they choose, without fearmofrtediate
reaction, response, or consequences they would experience if in a facedettiace
Consequences in traditional bullying situations would be retaliation from thenylmystanders,
or punishment from adult authorities, who have a better chance of identifying theTliglyack
of fear or disinhibition effect (Mason, 2008), as defined in Chapters Il and 1V, [zausré
opportunities and temptations for cyberbullying to occur.

The factors influencing cyberbullying and causing an increase in the numheidehits
may be influenced by the amount of supervision children undergo when communicating and
interacting online. Along with supervision or lack thereof, a lack of parental kdgevief
technology was a frequent topic when study participants discussed causéefbultying
among students (Juvonen & Gross, 2008). As indicated by participants across all four
stakeholder groups, parent and adult knowledge regarding technology applicatios a&ppea
behind the general knowledge and skill possessed by many secondary school-aged children and
adolescents. As discussed by study participants across stakeholder grouofesicaror
inadequate knowledge of technology use by parents is a definite problem when agiempti
effectively control, supervise, and simply monitor their children’s online commtimmcwith
others and access to technology. There is no doubt among study participants ttsepdre
adults in general must learn how to use technology, at least at an adequate lestet,tm or
effectively monitor, supervise, and control their children’s online activitieg;iwiiay have a
direct impact on their involvement with cyberbullying.

Cyberbullying has presented a difficult challenge, according to studgipants,

because of where it is occurring compared to where it is being discovered.ddabe data
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collected, most cyberbullying occurs at home, or at least away from schoaforbeschool
officials, at least initially, do not possess the authority to address thess.is®wever, many
incidents occur at school as a direct result of those same online activitiegeaactions
(Feinberg & Robey, 2008). While it is the school administrators’ responsitailagdress the
incidents that occur at school, the origin of the problem cannot be addressed witheghe sam
disciplinary action because it did not occur at school or within school jurisdiction.sA@ue
was raised and discussed multiple times regarding who is responsibleseirtbidents and
where are those boundaries of responsibility between schools, parents, and, in sspavas
enforcement. If nothing else, these responsibilities should be defined and contetlbetaveen
and among the stakeholder groups, including school officials, parents, law erdotcand
students. As indicated by the data, many participants suggest that partneesiomsed
between schools, parents, and law enforcement to better address cyberbullyang in t
communities and schools. Also, the idea of making students active partners in theafalso
mentioned. Partnerships should be formed in addressing cyberbullying issue$ aasother
issues that transcend the defined boundaries of authority between school, home, amdeslsewh
(Taylor, 2008).

The final theme discussed in Chapter V pertained to the approach most stuilyguasti
believed was most effective for addressing cyberbullying and other osdinesi. All focus
groups discussed disciplinary action administered by schools as a meatdréssing
cyberbullying, however all groups realized the issue of authority or lack tHereschools to
address cyberbullying in this manner. Although some participants felt segtlthary action
would somewhat help in addressing these issues, if it where appropriate, mogtgdstifelt

that strong partnerships between schools and parents would be the most effectaghaBuin
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many participants across stakeholder groups also mentioned that forghapsiév be formed,

knowledge and awareness regarding technology use, its dangers, and a need to intstame m

communicated and shared. Therefore, participants representing all foinotdekegroups

shared their feelings about the importance of schools being the catalyshitogftiiese

partnerships by creating formal education and awareness programs retgehiajogy,

potential problems and dangers, and strategies/solutions to address those problengeasnd dan
Implications

Multiple strategies for addressing cyberbullying were commurdaiieing the focus
group sessions. Participants discussed the importance of direct stakeholder ianbinetme
successful execution of each strategy. Stakeholder involvement includeipg@@sticrom
school officials (administrators, counselors, and teachers), parents, laceeméot, and
students. After thorough data analysis, the idea of stakeholder respongapiérathroughout
the data transcripts of all focus-group sessions. Study participants frequentign the
importance of responsibility and school system stakeholders playing a sp&ti@iocial role in
managing various types of responsibility. These school stakeholders ares pstretents, school
officials, and law enforcement.

Based on content analysis of participant discussions and responses, reSyasings
in different, but significant forms. Those forms of responsibility are exédygarents,
students, school officials, and/or law enforcement. One responsibility elgérgn the data is
the monitoring and supervision of online activities. A second significant responsgbfiiyming
partnerships against cyberbullying between and among the aforementioned stalgrbajoe
A third responsibility is maintaining support and communication through those estdblishe

partnerships. A fourth responsibility is the evaluation of current policies pegdb student
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technology use and harassment, which includes the potential impact of cyberbélfiittyand
final responsibility pertains to the development and implementation of formal extuaat
awareness programs for students, relative to cyberbullying and the propeteg®ofogy and
online etiquette.

The first responsibility, pertaining mainly to parents, is monitoring and sspeg\their
children’s online activities. Since the local school system has a current pgarding
restricted or limited use of personal technology by students at school, masigherdine
activities and technology use is conducted away from school. Therefore, paremfscsigon
to monitor, supervise, and manage their children’s technology use and online acfigiésted
previously in Chapters Il and IV, technology has become such a part of sogietiiods for
communication, interaction, and retrieving information, particularly among you#ntgsacannot
expect to simply prohibit the use of technology to solve problems that their childsebem
experiencing online (Taylor, 2008). According to the data, participants believegparast
allow their children to utilize technology for the benefit of learning and havingitveosocial
life and self-esteem, but should carefully and closely monitor their @sivithis will help
parents stay aware and informed of any issues, while maintaining a nnustaind respect
between parent and child. Trust was one of the elements mention by several pacgrdngia
as being key to having good relationships between them and their children, ashe&eNeen
parents and schools.

Partnerships should be formed between schools, parents, law enforcement, ansl student
(Beale & Hall, 207). Schools are the common link between the groups, therefore sohools a
charged with the responsibility of forming a grounds for communicatingnghand forming

relationships between the groups. Because cyberbullying and other incdemtsng online
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transcend boundaries of authority (Juvonen & Gross, 2008), it is crucial that partnieeships
formed between schools, parents, and law enforcement (Beale & Hall, 2007)diAgdor
participants in the administrator and counselor groups, many issues aciseatttisat originated
online or via cell phone communication (texting). While schools are left to déatheit
manifested behaviors, school officials cannot address the origin of the isse@®baslack of
authority (Willard, 2007). Therefore, parents must be included in the process of adptlesse
issues. Parents can administer consequences to their children for behavigpltaderag home,
while online, or any other place for that matter. Schools can only administer caomnses)ter
issues that occur at school or within school jurisdiction. So, parents are importasttpi¢he
formula for effectively attacking issues that overlap boundaries of authewitih as
cyberbullying (Juvonen & Gross, 2008).

Another important partnership for schools is with law enforcement. School adatonstr
involve law-enforcement officials in cases of violence, such as fighting eadoms possession;
and other incidents where the safety of students is threatened. Cyberbullyticg)ary
incidents severe or threatening in nature, can be included in those situationsgegsistance
by law-enforcement officials (Taylor, 2008). As indicated by a couple atpeamts from the
external authorities, when a student threatens the physical safety of alavtrenforcement can
become involved, especially when the parents of the victim file charges. Thketeforaintain a
safer school culture and learning environment, schools must establish and mamain st
partnerships with law enforcement to fully address issues that involve theagbo@éntial
threat of violence and breach of student safety (Beale & Hall, 2007).

According to one participant from the counselor group, students should be considered an

important partner as well. Students, who are aware of cyberbullying isswes| as other
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inappropriate online activities, can work with school administrators, counseidrpagents,
although it may be risky to their reputation among their peers (Willard, 2007). Stuchamy
times, are aware of issues and have access to information regardingehgiopehich adults
are not aware. As stated before, the formation of healthy partnershipgbhestakeholder
groups is crucial to the success and safety of all involved (Beale & Hall, 2007). $tfiwals
are faced with providing opportunities for those partnerships to develop and flourish by
effectively communicating, sharing information, and making themselvesbleafbr feedback
and for receiving assistance from the other groups.

School officials need to assess their school system’s current policiesipgrta
technology use by students. Based on the data, some study participants frominiistratbm
counselor, and external authorities groups believe that technology should be dmimexby
schools and students should be allowed to use devices to enhance their learning. However, the
opportunities for increased student technology use must be directly assocthtaddvi
connected to the school system’s and its respective schools’ mission and leaatsndng
particular, increased student technology use must be directly connected toitwucarand
plans for instruction and student learning. This would provide schools with more opportunities
to teach students how to properly use those devices in both academic and personal contexts
Therefore, according to some participants, school system leaders anehpaliess should take
a look at breaking down the barrier of prohibited use of personal technology use at sdhool a
allowing students to use those devices in positive ways, while enhancing theirdea
experiences. Although, it should be added that those same participants who suggested pol

changes also believe they must coincide with a formal education programhstiedents how
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to properly use those devices, as well as to teach them how to interact appyopitiatethers
while online.

The need for a formal education and awareness program, regarding technodeggndsa
online communication, was communicated more than any other potential solution for agdressi
cyberbullying and other technology-based problems present among studentss 8ualstol
develop programs that raise awareness about technology-based issues, ingheting/lging,
sexting, Internet safety, and so forth. Their target audiences must be studenteais @ad in
some cases those two groups together simultaneously. Students should be taught preper onli
etiquette, including appropriate and inappropriate online communication and interattion w
others (Hoff & Mitchell, 2009), conflict management skills, coping skills, and how to repadrt
communicate problems to adults (Burrow-Sanchez et al., 2011). This thorough program should
address proper actions by students, regardless of their role as a victirtraparpa bystander
in cyberbullying or other inappropriate situations. Several participamsented on their
feelings that students today do not have the conflict management skills totiafgyeopriately
with others, whether online or in face-to-face situations. Therefore, schools shmudch
teaching students the necessary skills for managing conflict withoatihtgto inappropriate
behavior such as name-calling, fighting, or bullying. Also, schools should teach stixents
difference between conflict and bullying (Levy, 2011). This can be done byrdgfutat
bullying and cyberbullying are, and compare that to simple disagreemeghts, &nd conflicts
that occur more often.

Finally, schools should include information on how to cope with negative interactions
and statements made about them online and how to effectively deal with it withatihgeto

improper actions such as retaliation, cyberbullying, threats, or violence (BS8aowhez et al.).
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As previously mentioned with schools altering current policies allowing stuttebtsag and
use technology items at school, schools must justify teaching conflict eraeagand coping
skills by connecting this instruction to the schools formal curriculum. Teachidgrgs how to
effectively manage conflict with others and cope with negative interactoba@versity must
align and connect with the school system’s and its respective school’'s missioraknftigo
student learning and achievement. If formal connections to curriculum and tiostrare
established, schools will be justified in teaching these skills to studentsl| as a#owing
students to use technology on school grounds.

Parents should be educated on the serious nature of cyberbullying and other inappropriate
online activities that occur today. Parents should be made aware of the dargjeng erline,
especially when children know their activities are not being monitored (Hbfit&hell, 2009).
Inappropriate activities include cyberbullying, visiting inappropriate ,.Siésracting with
unknown users in chat rooms, gaming sites, etc., and sexting (Willard, 2007). Parents should be
educated on how to adequately use technology and access their children’sataVvicekne
profiles by equipping them with the knowledge and tools for establishing a plan of aation a
trust with their children; in order to effectively monitor, supervise, and ultlynabatrol their
children’s online activities (Mason, 2008).

Limitations to the Study

Several factors present limitations to this particular study. Firssttitly was conducted
with participants representing a single school system in central Aladnda may create a
regional bias of opinion concerning cyberbullying, its effects locally, aategies and solutions
for dealing with it. The ideas and opinions gathered may not be applicable to other school

systems, areas of the state, regions of the United States, or other partsafdh&econdly,
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data analysis was conducted by a single researcher, who used subjeatv@gagasdetermine
key ideas, thoughts, strategies, solutions, and themes that emerged from.the data

Focus group sessions were conducted with single stakeholder groups only. No sessions
were mixed with participants representing different stakeholder groupgr.ofibs were
homogenous in terms of stakeholder type. Therefore, no opportunities existed feemsgirees
of different stakeholder groups to share ideas, questions, and discussion. Furthermore, only 56
participants representing four different stakeholder groups took part in tlye Bhuslnumber,
although large enough to conduct numerous focus group sessions, may not fully represent the
ideas, opinions, and beliefs of others living and working in the school system being studied or
areas and communities served by the school system. Finally, various numbeus ofrfaup
sessions for each stakeholder group were required to achieve a sufficient nuparecipants
representing the two demographic areas of the school system: rural/snlzamraunities and
sub-urban/urban communities. The variation in the number of focus group sessions may have
created a lack of consistency in responses between stakeholder groups.

Recommendations for Future Research

After collecting data from nine different focus group sessions contairtwtglaof 56
participants and analyzing 192 pages of data transcripts, several themesdetmatrgnplicate
multiple stakeholders involved. These themes contain data indicating causeglodiitying
and solutions for addressing the problem, within the school system being studied. Rtsticipa
provided sufficient data about the topic of study, however participant responsescaisdidis
led to other questions and topics of interest that need more attention. Each redatrandor

future research relates to ideas and questions posited in the focus group sessiens and w
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mentioned previously in the discussion of each theme. Also, one recommendation for future
research addresses a limitation to this particular study.

The knowledge and skill of adults, particularly parents, regarding the usgnoblegy,
specifically digital communication devices, is one topic of interest thatdheutxplored more
thoroughly. Study participants across all four stakeholder groups indicatedahwg parents and
adults in general possess inadequate knowledge about the effective use of tecmmblbgy
methods of communication used by many students today (i.e. cell phones, text messa@hg
networking, Internet, etc.). However, more investigation should be conducted to ghgport
idea. Another key element that emerged during this study is the amount dfatuestists or
does not exist between children and their parents, children and schools, and parents and schools
Participants mentioned the element of trust several times during focus gssigns and this
factor should be studied in more depth to determine the importance of trust betwebaold&
groups and how to enhance it in order to improve issues impacting students, parents, and schools
such as cyberbullying.

Another idea emerging from the data that warrants more attention and iatrestig
partnerships and the idea of forming partnerships to effectively addressysdldascending
boundaries of authority between parents and schools. Although numerous studies have been
conducted investigating partnerships between schools and parents, more focus saojpiiéde
to partnerships between partnerships involving stakeholders and efforts to adoeesallyyng
(Beale & Hall, 2007). Based on this study’s results, an important factor inuke aad solution
of cyberbullying is the presence or lack thereof, and amount of parent avgarapegoring,

supervision, and control of their children’s online activities. This topic should be eXphane
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to determine what types of monitoring and supervision are needed, as well as theadmount
monitoring and supervision needed to effectively prevent or address cyberbullying.

During the study, several ideas were communicated concerning the effesstenology
use upon today’s youth. Ideas such as the creation of an alternate universe, th®tiisinhi
effect, and the far-reaching power of technology are among these ideas (Mason-H20@8kr,
another idea demanding more research is the effect of technology upon userstionte with
others and the development of conflict management and coping skills. With less-face-
interaction between children and adolescents who use digital communicatiorsdevice
communicate, it would be interesting to determine if increased communication enadtion
via technology have an effect upon the development of conflict management and coping skills
among young people. Finally, more research is needed in the area of educatignaahprthat
focus on raising student and parent awareness about technology use and its dangkiss as w
educating students and parents to effectively deal with problems and issueayttzatse when
engaged in numerous online activities, particularly communication with others (i.e.
cyberbullying). Finally, this study should be replicated in other regions of thedJatates. This
would address possible variations of participant perceptions and biases erisgngin
geographical regions, such as this study and its setting in the southeasterofréggoU.S.
Stakeholder perceptions and biases in other geographical regions of the U.Srynaan\affect
a particular study’s results and conclusions.

Conclusion

Cyberbullying is a complex phenomenon that affects many individuals in a number of

stakeholder groups (Feinberg & Robey, 2008). This study sought to provide more msighéi

ideas, perceptions, and beliefs about this phenomenon’s effects upon the school system being
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studied. Also, this study sought to gather data from participants about whethescnoalt
administrators should be able to address cyberbullying incidents, partichtzsé/dccurring off
school grounds and outside of school authority to fully address problems with disciplinary
action. The study gathered sufficient data supporting these purposes and disatdiéethh
themes that emerged from analysis of the data. The effects of cyberbulbginghe school
system and its stakeholders, including school administrators, are cleddpte\ata collected
from the focus-group sessions indicate the school system and its surrounding areas and
communities have stakeholders who experienced negative effects creaybeyltying and
related online activities.

Although no easy solutions or quick-fix strategies were discovered, the stughled
some interesting perceptions about cyberbullying and its effects upon the schewl. #so,
strategies and potential solutions were communicated by participants in atdkeinolder
groups. The effectiveness of these strategies depends on the amount of efibdratodin, and
communication between and among school officials, parents, students, and law egritrcem
While participants representing all four stakeholder groups communicated an amdiagsthat
school administrators cannot apply disciplinary action to cyberbullying bebaxgourring off
school grounds, many offered similar ideas regarding how to address cybedoaitig related
issues without using school-administered disciplinary action. According tg ofidime
participants across all four stakeholder groups, schools should create formébaduoa
awareness programs focusing on technology usage, online activities, and the tiiab gsist.
The content should be taught to both students and parents, with another component implemented
for parents concerning the proper monitoring and supervision of their children’s arthinges.

This educational component may be a more complete and permanent solution for addressing
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cyberbullying and related issues (Hoff & Mitchell, 2009), as comparednal\siallowing school
administrators to address these same issues with disciplinary actiomh@weh it is not
authorized at the current time. Applying disciplinary action is only aiveaapproach to dealing
with cyberbullying and does little to promote increased awareness and Egevaleong all
stakeholders involved. Forming effective partnerships between stakeholder @eales&

Hall, 2007) and creating and implementing a comprehensive, formal education aedessa
program is a proactive approach to solving issues like cyberbullying in this schtawhgyHoff
& Mitchell). It may also apply to other school systems and communities servbdssy
systems. Finally, parents must take responsibility for effectively ansistently monitoring,
supervising, and possibly controlling their children’s online activities to enseirechildren’s
safety, well-being, and success, both online and elsewhere.

As indicated by data gathered in this study, schools in this system expearience
significant amount of problems associated with students’ improper online conduadjngcl
cyberbullying. However, it is not a problem that can be successfullkettaolely by school
officials, particularly administrators. Although schools bear a sigmificesponsibility in
developing and implementing education and awareness programs focusing on gyhgrand
proper online conduct, other stakeholders must share in effectively addressirmiltying and
related issues. In order for the effects of cyberbullying to be miagrand reduced in this
school system and surrounding communities, strong partnerships must be formed betivee
among the stakeholder groups; more consistent and effective supervision of youth online
activities must be employed; and formal education and awareness progmarheydoerbullying
and related issues, geared toward students and parents, must be developed and implemented.

Ultimately, it will require a community effort involving multiple stakehokley effectively
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attack cyberbullying and related problems. However, it can be accomplighearganized

efforts, strong leadership, and growing trust among stakeholders involved.
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Appendix A
Focus Group Interviews Guide (All Four Participant Groups)

Introduction
| want to thank you for coming out today. | know how busy all of you are and | realigcigue
your willingness to help us out with this focus group.

How many of you have been in a focus group before? Well, the main reason wigd uhole
group of people together is so that | can hear all of your different ideaspti@mseand beliefs.
Today I've invited you here because | want to hear apowt ideas, perceptions, and beliefs
related to cyberbullying.

As you know, my name is Wesley Hester. And | am the principal researches patticular
study. | am here today to learn from all of you about your knowledge, expesi@aceeptions,
and beliefs related to cyberbullying. Also, | am here to make sure each of yaeheasce to
talk and share with everyone. So being a good facilitator and listener aremayyproles.
Okay. Let's talk about your role.

Moderator/Participant Roles

The basic way this works is that you should feel like thy@ig group. So you will be the
talkers and | will be the listener. Even if you are a little shy, | wantto find the “talker” in
you.

In fact, most of the talking you will be doing will be with each other. I'll he@me questions
that | need to ask, but for the most part you will be talking among yourselves. Mydieis to
make sure that the topics get fully explored, and to make sure that we getat bbgour
different points of view.

Ground Rules
We do have a few basic ground rules, but these are really things about talking intlgabwuges
all learned a long time ago.

1. The first thing is to participate. The reason that we have invited (say the nuniber tha
applies) people today is so we can hear your different points of view. So we need
everybody’s help to have a good group.

2. The second thing is to take turns. We know that some people like to talk more than
others, but sometimes you may have to hold on to some of the things you like to say, so
everyone in the group has time to talk.

3. Finally, it's all right to disagree with each other, but please be polite we do.
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Taping Procedures
We will be audiotape recording the discussion here today. That way, | don’t have to titgto wr
down everything that you discuss in our group today.

Confidentiality

Any comments you make here today will be confidential. Your names or anyaxehéfying
information will not be included in our report. | am interested in what youwasugp have to
say, not in who says what. So | want you all to feel like you can speak freely.

Finally, I ask that you respect each other’s privacy. Whatever we say herestpgsyfor this
group. | know you don’t want other people repeating anything that would violate yearypr
so we all will need to trust each other.

Introductions (5 minutes)
Let's start by going around the table so you can introduce yourselvestotbac. A focus
group is most successful when you openly share ideas with each other, like people do in
everyday conversations. So to get this conversation started today, everyone should:
1. First, state your first name.
2. Second, share one thing about yourself.
3. Third, share your ideas/opinions about the types of technologies, applications,
communication devices used by students in [say selected school systemofQtEsti
protocol).

Interview Session (30 — 40 minutes)

There is a notepad in front of you. You can use the notepad to jot down ideas about
cyberbullying. Just put down a few words or phrases to help think about\Ai3 (about 3-4
minutes).

Okay, now who can get the conversation started?

e Let’'s talk about your ideas about and definition of cyberbullying. Describe stfulladetail
as possible.

e Allow others to respond/provide input. Allow the conversation to flow among the
participants during this question.

e Allow participants time to respond and use notepads to write down ideas (provide time for
participants to use notepads).

e Use the previous two steps (first two bulleted items) to guide the interviemrsdgs®ugh
each question. After the first two questions have been discussed and responddalshare
participants provided equal opportunities to share), proceed with following questions
(question item #3 through #10 in interview protocols — see Appendices B, D, F, or H).

WRAP-UP:
1. If you have any questions or concerns, please feel free to discuss anyvusisures after
the session or contact me (provided contact information with consent document). Also,
feel free to contact Dr. Vivian Wright, my dissertation study chairpez@vified
contact information in consent document).
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2. Thank participants for coming.
3. Provide copy of informed consent.
4. Shake hands and thank again.
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10.

Appendix B

Focus Group Interview Protocol for School Administrators
What type of electronic communication devices/applications do studentseustddedchool
system] use?
What is your definition of cyberbullying? What does it involve?
In your opinion, how is cyberbullying different from traditional (face-t@fduillying? How
is it similar?
Do you feel cyberbullying is a problem in the community? Why?
How does cyberbullying affect those involved in the issue (victims, bullies, vagess
parents, school administrators, and law enforcement)?
Is cyberbullying a problem at your school? Why?
Do you feel it is the school’s responsibility to address cyberbullyingsigsitiated off
school grounds? Why? If not, who is responsible?
Do you believe administrators should use disciplinary action when addregsenigutlying
issues initiated off school grounds, if it affects students and the school’'adearni
environment? Why or why not?
If so, what type of disciplinary actions would be appropriate for addrebsisg issues?
If not, what alternative methods or ideas can schools implement to counter cylmgrbully

issues affecting school culture?
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10.

Appendix C

Focus Group Interview Protocol for School Counselors

. What type of electronic communication devices/applications do students ctgsetehool

system] use?

What is your definition of cyberbullying? What does it involve?

In your opinion, how is cyberbullying different from traditional (face-t@fduwillying? How
IS it similar?

Do you feel cyberbullying is a problem in the community? Why?

How does cyberbullying affect those involved (victims, bullies, withesses, gasembol
administrators, and law enforcement)?

Is cyberbullying a problem at your school? Why?

Do you feel it is the school’s responsibility to address cyberbullyingsigsitiated off
school grounds? Why? If not, who is responsible?

Do you believe administrators should use disciplinary action when addregsenigutlying
issues initiated off school grounds, if it affects students and the school’'adearni
environment? Why or why not?

If so, what type of disciplinary actions would be appropriate for addrebsisg issues?

If not, what alternative methods or ideas can schools implement to counter cylmgrbully

issues affecting school culture?
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9.

Appendix D

Focus Group Interview Protocol for Parents

. What type of electronic communication devices/applications do students indealeladol

system] use?

What is your definition of cyberbullying? What does it involve?

In your opinion, how is cyberbullying different from traditional (face-toefgbullying? How
IS it similar?

Do you feel cyberbullying is a problem in the community? Why?

How does cyberbullying affect those involved (victims, bullies, withessesngsaschool
administrators, and law enforcement)?

Is cyberbullying a problem at your child’s school? Why?

. Do you feel it is the school’s responsibility to address cyberbullyingssmitiated off

school grounds? Why? If not, who is responsible?

Do you believe administrators should use disciplinary action when addresserguying
iIssues initiated off school grounds, but affect students and the school’s learning
environment? Why or why not?

If so, what type of disciplinary actions would be appropriate for addressing $sass?

10.1f not, what alternative methods or ideas can schools implement to counter cyegbull

issues affecting school culture?
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9.

Appendix E

Focus Group Interview Protocol for External Authorities
What type of electronic communication devices/applications do students itt¢sledehool
system] use?
What is your definition of cyberbullying? What does it involve?
In your opinion, how is cyberbullying different from traditional (face-toefgbullying? How
IS it similar?
Do you feel cyberbullying is a problem in the community? Why?
How does cyberbullying affect those involved (victims, bullies, withessesngsaschool
administrators, and law enforcement)?

Is cyberbullying a problem at local schools? Why?

. Do you feel it is the school’s responsibility to address cyberbullyingssmitiated off

school grounds? Why? If not, who is responsible?
Do you believe administrators should use disciplinary action when addreglergullying
issues initiated off school grounds? Why or why not?

If so, what type of disciplinary actions would be appropriate for addressing $sass?

10. If not, what alternative methods or ideas can schools implement to counter cyleybully

issues affecting school culture?
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